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1 Introduction

The purpose of this manual is to assist the user in operating the AC-MegakFi 2
wireless WAN HPUE router. This manual will help the user configure and operate the
device using the device's Mission Control software.

For assistance in implementing or installing the AC-MegaFi 2 device, please refer to
the separate AC-MegaFi 2 User Manual.

Note: All images used in this document are used only for displaying examples of
configurations and may not reflect the users’ current device.
1.1 Objectives

The objectives of this document are:

e to describe the software environment and basic understanding of interacting
and configuring AC-MegaFi 2 for your use.

e to provide the necessary information to understand the device and the
options available in the AC-MegaFi 2; and

e tosupport implementing the necessary configuration for your
communications environment and for your continued use.

e This document expects the user to have basic computer skills and to be
familiar with using and navigating with a web browser, to be knowledgeable
in networking concepts, and to be able to configure a traditional wired or
wireless router for their communications environment.

1.2 Conventions

This document follows certain typographic conventions, outlined below:
Bold

Is used for directories, filenames, commands, and options. All terms shown in bold
are typed literally.

Bold Italic

Is used to show generic arguments and options; these should be replaced with user-
supplied values.

Italic
Is used to highlight comments in examples.
Constant Width
Is used to show the contents of files or the output from commands.
Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 4

Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.
Revised 07/02/26



Airgain’))

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain,
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.
Revised 07/02/26



Airgain)))

1.3

Related Documents
The AC-MegaFi 2 User Manual: https:/airgain.com/wp-

content/uploads/2026/03/MegaFi-2-User-Guide.pdf

The AC-MegaPortal User Manual: https://airgain.com/wp-

content/uploads/2026/03/MegaPortal-Manual.pdf

1.4 Abbreviations and Acronyms

The following table provides a list of abbreviations and acronyms that are referenced
throughout this manual.

Table 1- Abbreviations and Acronyms

For other AC-MegaFi 2 documentation, please go to
https://airgain.com/products/megafi-2-hpue/

APN Access Point Name NTPD Network Time Protocol Daemon
DHCP Dynamic Host Configuration PD Prefix Delegation
Protocol
DNS Domain Name System PID Process Identification Number
DDNS Dynamic Domain Name System PIN Personal Identification Number
GNSS Global Navigation Satellite System Ping Packet Internet Groper
GPS Global Positioning System PoE Power over Ethernet
HTTPS Hypertext Transfer Protocol Secure PPP Point-to-Point Protocol
Point-to-Point Protocol over
ICCID Integrated Circuit Card Identifier PPPOE Ethernet
ICMP Internet Control Message Protocol RA Route Advertisement
IGMP Internet Group Management SIM Subscriber Identity Module
Protocol
IMEI International Mobile Equipment SLAAC Stateless Address Auto
Identity Configuration
Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 6
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IMSI International Mobile Subscriber SSH Secure Shell
Identity
IP Internet Protocol SSID Service Set |dentifier
IPSEC Internet Protocol Security STP Spanning Tree Protocol
LAN Local Area Network TAIP Trimble ASCII Interface Protocol
LTE Long-Term Evolution TFTP Trivial File Transfer Protocol
MAC address Media Access Control address UDP User Datagram Protocol
MCBV Modem Configuration Band Values uTC Coordinated Universal Time
MCLBV Modem Configuration LTE Band UuID Universally Unique Identifier
Values
MTU Maximum Transmission Unit VLAN Virtual LAN
NAT Network Address Translation VPN Virtual Private Network
NDP Proxy Neighbor Discovery Protocol Proxy HPUE High Power User EQuipment

1.5 About OpenWRT and Mission Control

The OpenWRT software that the AC-MegaFi 2 system uses is an open-source project
that provides a full-featured operating system for embedded devices. Airgain’'s
implementation of OpenWRT LuCl—the dashboard that allows you to configure and
manage the AC-MegaFi 2 suite of software and devices from a single computer—is
known as Mission Control.

1.6  About this Document

This document is in three parts: part 1is the Introduction, part 2 is Mission Control,
and part 3 is Configuration Settings.

You are currently in the introduction. Part 2, Mission Control, provides information on
accessing, navigating, and working within the system, including how to save your
work. We cannot emphasize enough how important it is that you understand how to
navigate and work within the system, as it is a new experience for many. Indeed, if
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this is your first time using this document and/or accessing the dashboard, we
recommend reading it in its entirety and reaching out with any questions.

Part 3 is Configuration Settings. This section details the configuration settings users
can make such as password, Wi-Fi, firmware updates, APN, |IP address and others.

1.7 Support

Airgain's support desk is always ready to help you with any support issues or
requests. If you encounter any problems, need clarification, or have feedback,
recommendations, or suggestions, please contact us at
connectivity.support@airgain.com.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 8
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2 Mission Control

Mission Control is the built-in web interface that provides information about the AC-
MegaFi 2 router and allows the user to configure settings to their preferences. All
configuration and management are done via your workstation or laptop computer's
web browser, and you will need to be locally connected to the device via Ethernet to
a LAN port, or by utilizing its Wi-Fi capability in the admin dashboard. Remote access
to Mission Control is also possible through MegaPortal. Please refer to the
MegaPortal Manual for guidance on remote access to Mission Control.

2.1 Accessing Mission Control via Ethernet Connection

To access Mission Control, you will need both your admin password and the default
factory LAN IP, 192.168.113.1. The password is printed on the label on the bottom of
your AC-MegaFi 2 or on the LCD display screen.

Note: Use the defined password and/or IP address if it has been changed for your
environment.

Note: Beginning in firmware release version 3.4.1, once the default password is
changed, the password will no longer be displayed on the display screen. To re-
enable this device password to be displayed back on the display screen, go to
Section 3.16 LCD Configuration for details.

1. Connect an Ethernet cable between your workstation computer or laptop and
LAN port 1on the AC-MegaFi 2.

2. Open a web browser to the following URL address: https://192.168.113.1

3. The first time you try to connect to AC-MegakFi 2, a connection warning screen
will display as shown below. Accept the connection warning by clicking on
Advanced.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 9
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Your connection isn't private

Attackers might be trying to steal your information from 192.168.113.1 (for example. passwords,
messages. or credit cards).

MET-ERR_CERT_AUTHORITY_INVALID

ﬁ' Advanced m

Figure 1- AC-MegaFi 2 connection warning screen

4. A second warning screen will be displayed as shown below. Click on Continue
to 192.168.113.1 (unsafe) link to proceed.

Your connection isn't private

Attackers might be trying to steal your informaticn from 192.168.113.1 (for example, passwords,
messages, or credit cards).

MET=ERR_CERT_AUTHORITY INVALID

This server couldn’t prove that it’s 192.168.113.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

_q Confinue to 192.168.113.1 (unsafe)

Figure 2 - AC-MegaFi 2 connection warning — second screen
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5. The AC-MegaFi 2's Mission Control GUI login page will now be displayed.

a. Enter the password as found on the bottom label or on the LCD display
screen of the AC-MegaFi 2 on the Mission Control login page.

Note: The username always defaults to admin.

b. Click Login to proceed.

Mission Control

Current Status
Connected Signal Strength Band Access Point Name WAN IP Address Local IP Address
—
— 10.83.3038 192168131
1 4 —
FirstMNet (Excellent) firstnet-broadband
Login
Please enter your username and password.
Uszername admin
Password |

Figure 3 — Mission Control Log-In screen

6. When logging in for the first time, the EULA (End User License Agreement)
will be displayed.
7. Fill out the requested information and click Accept to continue.

First Name

Lost Nome

Compa optional)
Phone (optional)
E-Ma

Figure 4 — End User License Agreement screen

8. Also, as part of first-time login to AC-MegaFi 2, the user will be required to
change the default login password.
a. Proceed to change the default password to a ‘Strong’ password in the
Password field.

Note: The device will not accept weak passwords. Password must meet the
following requirements: a minimum length of 10 characters and a randomized
complexity of lowercase letters, uppercase letters, and numbers.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, n
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b. Confirm the new password in the Confirmation field, then click on

Save.

Router Password SSH Access SSH-Keys

Router Password

Confirmation

Possweord rranrenrenee

Changes the administrotor password for accessing the device

Password strength: Strong

Figure 5—- Change Router Password screen

9. The user will now be redirected to

Mission Control's Overview page.

Overview
Device
Metworking Overview
DHCP Leazes
Interfaces Device
Systermn Settings
Lerees Model
Serial Number
IMEI
Refreahing Phone Number
ICCID (SIM)
ESIMID
Uptime

Cloud Connection Status

T Bytes (since last power cycle)
R Bytes (since lost power oycle)
Memary Used

Location (Lat.Lon)

Modem Status

SHIELD MegaFi 2

2E06801000622

350172291082678

858.014.8261
800M002330143079980
890480320000010000002120868270821
1d 20h 2m 50=

Connected (7/24/2025, 10:44:10 AM)
21875 ME (742319 Plas )

138 GB (1627490 Pkta)

74.46 MiIB [ 235.02 MIB (3132)
Q.000000,0.000000

Connection Mode
Home Network
Current SIM in use

Current APN in use

5G
Firsthet
physical SIM

firstnet-broodband

LTE EG
Connection Status Connected Mot connected
Band 14
CID (Serving Cell ID) 79474262
PCI (Physical Cell ID) 988
Bandwidth o]
RSRP -g2
RSRQ -
RSSI -B0
TH Power 21
MIMO stotus Axd-MIMO not_attach
Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPv4 address MAC address Lease time remaining

Figure 6 — Mission Control — Overview page

10. First-time router configuration is now complete!
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2.2

Initial Connection to AC-MegaFi 2 via Wi-Fi

To access Mission Control, you will need both your admin password, and the default
factory LAN IP, 192.168.113.1. The password is printed on the label on the bottom of
your AC-MegaFi 2 or on the LCD display screen.

Notes:

Use the defined password and/or IP address if it has been changed for your
environment.

The example shown below was accomplished using a Windows (10/11) PC. The
steps should be similar using a different OS.

Handheld devices can automatically connect to AC-MegaFi 2's Wi-Fi by
scanning the QR code from the LCD Display screen, but it may become
difficult to configure certain settings. Therefore, it is highly recommmended to
configure settings using a computer workstation or laptop.

To connect to AC-MegaFi 2 via Wi-Fi using a PC:

1.

2.

Go into your PC's Network & internet > Wi-Fi settings to add a new Wi-Fi

connection.

Select your AC-MegaFi 2 device by looking for its default SSID under Show
available networks by selecting it. The default SSID and its password are
printed on the device's label located underneath the device or it can be found

on the LCD display screen.

Network & internet > Wi-Fi

Wi-Ei on @D

.}j:]

M Show available networks

’E_s Midway-550

Ty megafi-002229
T megafi-002104
"5":.3 megafi-002455
2y megafi-22A015
'P';:E miegafi-23A006
Z5  megafi-23A01

Figure 7 - Windows network & internet window showing list of available Wi-Fi networks

The Connect automatically box may or may not be checked by default. Select
as desired then click on Connect.
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Ty megefi-002229

B cConnect automatically
Connpct

Figure 8 — Wi-Fi Network Connection — Connect automatically option

4. Enter the network security key (default SSID password), then click on Next.

Ty megan-002229

Erber 19 btk SeDUrly kiy

LR L LT LY

Mext Cancel

Figure 9 — Wi-Fi Network Connection — Enter network security key

5. If the connection is successful, it will say Connected, secured.

'% magal-00222%

Disconnect

Figure 10 — Wi-Fi Network Connection — Successful connection

Open a web browser to the following URL address: https://192.168.113.1

o

N

Advanced.
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Your connection isn't private

Attackers might be trying to steal your information from 192.168.113.1 (for example, passwords,
messages. or credit cards).

NET-ERR_CERT_AUTHORITY_INVALID

ﬁ Advanced m

Figure 11— Warning message — Connection not private

8. A second warning screen will be displayed as shown below. Click on Continue
to 192.168.113.1 (unsafe) link to proceed.

Your connection isn't private

Attackers might be trying to steal your information from 192.168.113.1 (for example, passwords.

messages, or credit cards).

ME

ERT_AUTHORITY INVALID
ERT_AUTHORITY_INVALI

This server couldn’t prove that it's 192.168.113.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

ﬁ Confinue to 192.168.113.1 (unsafe)

Figure 12 — Warning message — Continue to IP address
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9. The AC-MegaFi 2's Mission Control GUI login page will now be displayed.

a. Enter the password as found on the bottom label or on the LCD display
of the AC-MegaFi 2 on the Mission Control login page.

Note: The username always defaults to admin. 9b.

b. Click Login to proceed.

Mission Control

Current Status
Connected Signal Strength Band Access Point Name WAN IP Address Local IP Address
—
b 10.83.30.8 192168131
FirstNet (Excellent) firstnet-broadband
Login
Please enter your username and pCSS'\‘FCf’d.
Username admin
Password |

Figure 13 — Mission Control - Log In page

10. When logging in for the first time, the EULA (End User License Agreement)

will be displayed.
a. Fill out the requested information and click Accept to continue.

Flrst me
Laost Name
Company (optional)
Phone (ortional)
(optiona
E-Ma
'-.'.. ‘I.!

Figure 14 — End-User License Agreement (EULA)

1. Also, as part of first-time login to AC-MegaFi 2, the user will be required to

change the default login password.
a. Proceed to change the default password to a ‘Strong’ password in the

Password field.

Note: The device will not accept weak passwords. Password must meet the
following requirements: a minimum length of 10 characters and a randomized
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complexity of lowercase letters, uppercase letters, and numbers.

12. Confirm the new password in the Confirmation field, then click on Save.

Router Password SSH Access SSH-Keys

Router Password

Passweord

Confirmation

Changes the administrotor password for accessing the device

Password strength: Strong

Figure 15 — Change Router Password screen

13. The user will now be re-directed to Mission Control's Overview page.

Overview
Device
MNetworking Overview
DHCP Leases
Interfaces Device
Systemn Settings
Lereas Model
Serial Number
IMEI
Refreahing Phone Nurmber
ICCID (SIM)
ESIMID
Uptime

Cloud Connection Status

Memary Used
Location (LatLen)

Modem Status

T Bytes (since last power cycle)
R Bytes (zsince lost power oycle)

SHIELD MegaFi 2

2E0601000622

350172291082678

858.014.8261
800M002330143079980
890490320000010000002120868270821
1d 20h 2m 50=

Connected (7/24/2025, 10:44:10 AM)
21875 MB (742319 Plas )

138 GB (1627490 Pkta)

74.46 MiIB [ 235.02 MIB (3132)
0000,0.000000

Connection Mode
Home Network
Current SIM in use

Current APN in use

Connection Status

5G
FirstNet
physical SIM

firstnet-broodband

LTE EG

Connected Mot connected

Band 14

CID (Serving Cell ID) 79474262

PCI (Physical Cell ID) 988

Bandwidth o]

RESRP -88

RSRQ -

RSSI -B0

TH Power 21

MIMO stotus Axd-MIMO not_attach
Networking

DHCP Leases

Active DHCPv4 Leases

Hostname IPw4 address MAC address Leaase time remaining

Figure 16 — Mission Control — Overview page

14. First-time router configuration is now complete!
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2.3 Navigating Mission Control

Once logged into Mission Control, the first page the user will see is the Overview

page.

Cloud Connection Status

T Bytes (since last power cycle)
R Bytes (zsince lost power oycle)
Memary Used

Location (LatLen)

Modem Status

Overview
Device
MNetworking Overview
DHCP Leazes
Interfaces Device
System Settings
Lerees Maodel SHIELD MegaFi 2
Serial Number 250601000632
IMEI 350172291082678
T Phone Number 352.014.8261
ICCID (SIk) 800M002330143079980
ESIMID 890490320000010000002120868270821
Uptime 1d 20h 2m 50=

{7/24/2025, 10:4410 AM)
21875 MB (742319 Plas )

138 GB (1627490 Pkta)

74.46 MiIB [ 235.02 MIB (3132)
0.000000,0.000000

Connection Mode
Home Netwark
Current SIM in use

Current APN in use

5G

FirsthNet

physical SIM
firstnet-broodband

LTE 8G
Connection Staotue Connected Mot connected
Band 14
CID (Serving Cell ID) 79474262
PCI (Physical Cell ID) etz
Bandwidth o]
RSRP -88
RSRQ -
RSSI -60
TH Power 21
MIMO stotus Axd-MIMO not_attach
Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPw4 address MAC address Leaase time remaining

Figure 17 — Mission Control — Overview page

2.3.1 Top Banner

The top banner area, which is consistently displayed on every navigation page, will
show the current Network mode and cellular signal strength information towards
the top right area.

Mission Control Network Mode: NAT .||||

Figure 18 — Mission Control — top banner

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 18
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.

Revised 07/02/26



Airgain)))
Table 2 — Network Mode and Signal Strength

Network Mode NAT (default) or Passthrough mode

Signal Strength The number of cellular signal strength bars that should match up with the
bars on the device LCD Display screen.

2.3.2 Navigation Pane

The navigation pane on the left consists of a two-level menu system:

Overview
Device
Metworking
DHCP Legzes
Interfaces
System Settings
Logout

Figure 19 — Mission Control Navigation Pane — Overview menu

1. Inthe main Overview page, the Top-level menu section consists of four on-
page topics: Device, Networking, System Settings, and Logout.
2. If any, the second-level sub-menu contains on-page quick links.

For example, Figure 19 shows the top-level Networking menu item with its
second-level sub-menu items of DHCP Leases and Interfaces. Clicking on any
of those options will take you to that area of the current Top-level selection.

3. Selecting the Logout option will log you out of Mission Control.

When the user navigates into Expert Configuration mode by clicking on the Expert
Configuration button, located in the System Settings under Admin Tools, the
navigation pane on the left exposes different selectable options and lands the user
inside the General page (Second-level page) under Status (Top-level menu).
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Overview

Status
General
Routing
Firewall
System Log
Proceszes
Channel Analysis
Realtime Graphs
Modem Status
Metweork Scan
Firewall Diognostics

Syetemn Events

Systemn
Network

Logout

Figure 20 — Mission Control Navigation Pane — Expert Configuration mode menu

4.

5.

2.4

There is a link back to the main Overview page at the top. Click on it to go
back to the main Overview page.

The Top-level menu section consists of four new topics with links to different
pages under each: Status, System, Network, and Logout.

If any, the second-level sub-menu in this area contains a variable number of
page links.

For example, Figure 20 shows the top-level Status menu item with its second-
level sub page links to General, Routing, Firewall, System Log, Processes,
Channel Analysis, etc. Clicking on any of those page link options will take you
to that page of the current Top-level selection.

Selecting the Logout option will log you out of Mission Control.

Working within Mission Control

When working within Mission Control, you will need to perform actions such as Edit,
Save, Discard, Reset, etc. To both ease this process and to ensure efficiency of
workflow, changes made are stored as Unapplied Changes rather than being
actioned and implemented immediately. In doing so, if your workflow is interrupted
or if you inadvertently navigate away from a page without applying your changes,
any work done to date is not discarded and accidentally lost.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 20
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.

Revised 07/02/26



Airgain)))

Subsequently, when you are ready to apply these unapplied changes, they can either
be saved and applied, reset/discarded, or revert/cancelled in one stroke rather than
piecemeal, one at a time. This process also lets you check, verify, and manage the list
of queued changes prior to updating the system, and, depending on the changes
required, avoids slowing your workflow.

2.4.1 Save Options

Within Mission Control, all changes and saves must be applied manually—there are
no automatic save or apply options. Typically, there are three save options: Save, Save
& Apply, and Apply Unchecked; plus, non-save options such as Reset, Dismiss,
Revert, etc.

Router Password SSH Access SSH-Keys

SSH Access

Dropbear offers SSH network shell access and an integrated SCP server

Dropbear Instance

This section contains no values yet
Add instance

[ sove & ppiy [ - JSave [ Reset]

Figure 21— Mission Control — Save options

The action buttons you see will depend on where you are in the system and what
changes you have made. We will look at these in more detail below, starting with
Save.

Apply unchecked

Figure 22 — Mission Control — Save options

2.4.2 Save

Though the Overview page presents most of the basic admin functionality in a
single scrolling page, you may need to navigate between, and make changes to,
multiple pages within Mission Control itself. The Save button allows you to save your
changes as you go. In contrast, without this save option, if you navigated away from a
page without saving your changes, these would then be discarded and lost, and
current applied settings and values would remain unchanged. However, it is
important to note that saving changes does not apply/commit them to the system
(i.e., no updates occur as a result of saving changes).
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Instead, saving any changes adds them as pending to the Unapplied Changes list as
shown below.

Overview

Status

System
Router Possword
Startup
Scheduled Tosks
Configuration
GPS Configuration
eSIM Manage
WPMN Configuration
Remote Configuration

Network
Logout

Figure 23 — Navigation pane showing pending Unapplied Changes

Once saved as Unapplied Changes, you can then:

e carry out additional work on the current page or navigate away to a different
page and continue your tasks until you are ready to apply all changes.

e mManage your unapplied changes.

e save and apply your unapplied changes.

2.4.3 Managing Unapplied Changes

To view or manage your unapplied changes:

1. Click on the Unapplied Changes button and the Configuration/Changes
dialog will show, listing all gueued changes as shown below. Also, the status of
each item is indicated by its color, per the legend.

2. From here, you have several buttons: Close, Save & Apply (Apply unchecked
is in the drop-down menu), and Revert or Reset
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Configuration / Changes
Legend:

[l 8ection added [ section removed Option changed Option removed

# /etc/config/dropbear
[uci add dropbear dropbear # =cfgB24ddd

Save & Apply | -
Save & Apply

Apply unchecked

Figure 24 — Configuration/Changes showing button options

a. Close — will close this dialog window.

b. Save & Apply — will apply the changes, clear the Configuration/Changes
list, close the dialog window, and you will then see the Apply
configuration changes countdown popup.

Note: Unlike performing a Save & Apply from the main dashboard,
because these items have already been saved once (the initial save
added them to the unapplied changes queue), no second click is
required to initiate these changes. A single click on the Save & Apply
button will commit all changes and the countdown will commence.

c. Revert/Reset will cancel all unapplied changes, clears the list of any
pending changes, and displays the “changes have been reverted”
message as a popup, and then takes you back to the Mission Control
dashboard where all settings remain unchanged.

2.4.4 Save & Apply

When you are ready to apply your unapplied changes, click on Save & Apply. This will
then apply all unapplied changes to the system and update your current
configuration.

IMPORTANT: Please allow adequate time for changes to update and ensure
continuous power is supplied to the AC-MegaFi 2 during any updates.
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2.4.5 Apply Unchecked

When updating certain attributes, such as the LAN IP address or other
configurations, there is often a time delay between events, (e.g., a change in the LAN
IP that uses DHCP) so there may be a delay between connecting to the new IP and
subsequent assignment of new DHCP addresses. In such cases, the system will
attempt to check that both communication and function are maintained. However,
if, during this check, the system determines that either would be lost because of the
change, it will trigger the “Configuration has been rolled back!” alert. Apply
unchecked allows us to avert this by applying pending changes without performing
communication and function checks.

1. Click on the Save & Apply button arrow and the popup, as shown below, will
open.

2. Click on Apply unchecked and the dropdown will close, the button label will
change to Apply unchecked, and the button color will change to red as
shown below.

3. Asecond click, on the now apply the changes and the
Applying configuration changes countdown will initiate.

Section added [ section remaoved Option changed Option removed

# fetc/configiawc
uwcl set a-ﬁc.ncu.shutmmﬂ_permd.'gm'

[Giose | 4oy unchecked| - ] Revert

Figure 25 - Configuration/Changes showing applied configuration changes

2.45.1 Cancelling Apply Unchecked
To cancel the Apply unchecked button (and revert to the default Save & Apply):

1. Click on the arrow on the Apply unchecked button to display the popup as
shown above.

2. Click on Save & Apply. The button’s label will revert to Save & Apply, and the
button’s color will change to blue.

2.4.6 Reset or Revert

Clicking on Reset or Revert will cancel all unapplied changes, clear this list, return
on-page settings to their current values, and leave the current settings and
configuration in their present state.
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2.4.77 Overview Page

As previously pointed out above, the top-level menu, the user can see direct links to
Device, Networking, System Settings all listed in the left-hand pane and detailed
information and statistics for each of these pages within the main window. The
Logout button function is also listed at the bottom.

Overview
Device
Metworking Overview
DHCP Leasesa
Intarfaces Device
Systermn Settings
Logout Maodel SHIELD MegaFi 2
Serial Number 250801000632
IMEI 3EE172391083678
Refreahing Phone Nurnber 8580148261
ICCID (SIM) 880M0033301438790860
ESIMID 890480320000010000002120868270821
Uptime 1d 20h 2m 50=
Cloud Connection Status Connected (7/24/2025, 10:44:10 AM)
TX Bytee (eince lost power oycle) 21875 ME (742312 Plas)
R Bytes (since lost power oycle) 139 GB (1627490 Pkta)
Memaory Used 74.46 MIE [ 235.02 MIB (213¢)
Location (LatLon) Q.000000,0.000000

Modem Status

Connection Mode 5G

Home Network FirstNet

Current SIM in use physical SIM

Current APM in use firstnet-broodband

LTE 6G

Connection Statue Connected Mot connected

Band 14

CID (Serving Cell ID) 79474262

PCl (Physical Cell IT) 288

Bandwidth 10

RESRP -88

RSRQ -9

RSSI -B0

TX Power tral

MIMO stotus Axd-MIMO not_attach
Networking

DHCP Leases

Active DHCPv4 Leases

Hostname IPv4 address MAC address Lease time remaining

Figure 26 — Mission Control — Overview page

The user may need to scroll down the main window to see all that is presented under
Overview. Each of these areas are detailed below.

2.4.7.1 Device

For a detailed summary of the device, view the Device section. Right below is the
Modem Status area for Connection Mode and Connection Status, as well as cellular
network information and other statistics.
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Overview

Device

Model

Serial Number

IMEI

Phone Mumber

ICCID (SIM)

ESIMID

Uptime

Cloud Connection Stotus

Tx Bytee (since last power cycle)
R Bytes (zince lost power cycle)

SHIELD MegaFi 2
250601000632

35@172391083678

858.014.5261

80011003330143979960
88048032000001000000212886270821
1d 20h ©m 23=

Connected (7/24/2025, 10:50:17 AM)
219.81 MB (746712 Phkta)

140 GB (1632912 Pl

Current APN in use

Connection Statue
Band

CID (Serving Cell ID)
PCI (Physical Cell ID)
Bandwidth

RSRP

RSRQ

RSSI

T Power

MIMO stotus

Memory Used 7322 MiIE [ 235.02 MIB (313¢)
Location (LatLon) 0.000000,0.000000
Modem Status

Connection Mode 5G+

Home Network Firsthet

Current SIM in use physical Sk

firstnet-broodband

LTE G
Connected Mot connected
14

TRAFABB3

38E

o

-87

-9

-80

24

2% 2-MIMO not_attach

Figure 27 — Mission Control — Device

2.4.7.2 Networking

Clicking on Networking on the left-hand menu, the main window displays detailed
information for DHCP Leases for connected hosts and Interfaces: LAN, WAN, WANG6,

WWAN, and Active Connections.
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Networking
DHCP Leases

Active DHCPv4 Leases

Hostname IPv4 address MAC address Lease time remaining
Lorenzo-g-825-Ultra 192168113193 46:79:56:5B:11:BE 10h 27m 54s=
AG-319691 19216811310 8CAEACDD20:63 10h 27m 12=
Active DHCPvE Leases

Host IPv6 address DuID Lease time remaining

There are no active leases
Interfaces

Type MAC RX X IPva IPvB

GUEST - OB(0OPkts) OBI(0Pkts) - -
10713 MB §93.87 MB

LAN 34BASACEEDDO 1921681M31/24 fdcorcdSb:bob2:1/64

(208746 Pkts) (627464 Pkts.)
WAN  34BASAC3SD:D3 OB(OPkts) OB(OPkts) - -
WANE 34BASACISD:DE OB(OPkts) OB(OPKs) - -

84828 MB 106.28 MB

752 (27 2600: : F78b: B : 372/
(612506 Pkts) (251276 Pkts) 10.75253.47/27 2600:382:398b:78b:4986:08b8ffe9:3=72/64

WWAN 86:8D0:44:F7-8AD2

Active Connections ' 326 /15360 (2%)

Figure 28 — Mission Control — Networking

2.4.77.3 System Settings
Clicking on System Settings on the left-hand menu, the main window displays
Admin Tools for:

e Primary SIM

e Physical SIM APN selection

e Physical SIM custom APN (exposed when the Physical SIM APN selection is
set to Custom)

e eSIM APN selection (exposed when the Primary SIM is set to Automatic or an
eSIM profile is configured on to the device)

¢ eSIM custom APN (exposed when the eSIM APN selection is set to Custom)

e LANIP

e WAN/LAN Port Mode

e Update Firmware

e Backup Existing Configuration

e Omit System Passwords

e Load Configuration from File

¢ Change Password
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e Download Troubleshooting Files
e Factory Defaults

¢ Vehicle Shutdown Delay

e Expert Configuration

¢ Reboot

The user has complete access to all these configuration features from this
environment without needing to be in Expert Configuration mode.

Further details on how to use these settings will be discussed later in this document.

Admin Tools

System Settings

Primary SI
Physical SIM APN selection

LAM IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Chonge Password

Downlood Troubleshooting Files

physical SIM

Automatic
1921681131

WAN

Upload Firmware

Save to File

Load File
Change Password

Save to Archive

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 20 seconds hd

Expert Configuration Expert Configuration

Reboot Reboot

(Save 5 Appiy | - [ Save | Reset!

Figure 29 — Mission Control — System Settings

2.4.7.4 Logout

The user can log out of Mission Control by clicking on this button. This button is
always visible in either Overview or Expert Configuration Mode located on the
lefthand pane towards the bottom.
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Overview
Device
Metworking

DHCP Leases
Interfoces
System Settings

Figure 30 — Logout from Overview mode

Overview

Status
General
Routing
Firewall
System Log
Proceszes
Channel Analysis
Realtimne Graphs
Modem Stotus
Netweork Scan
Firewall Diognostics
Systemn Events

System
Network

Figure 31— Logout from Expert Configuration
mode
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3 Configuration Settings

This section details the configuration settings users can make such as password, Wi-
Fi, firmware updates, APN, IP address and others.

31 Changing APN (Access Point Name)

By default, the Physical SIM APN selection is set to Automatic and the Physical SIM
custom APN will automatically detect and configure itself when a firstnet-
broadband or an Enterprise (broadband) SIM is installed. If the user has a custom
APN SIM card, do the following to manually change the Physical SIM custom APN in
Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click the drop-down menu next to Physical SIM APN selection and select
Custom. This will expose the Physical SIM custom APN setting field box.

Admin Tools

System Settings

Primary SiM physical SIM b
| Physical SIM APN selectionl

Automatic

LANIP

WAN/LAN Port Mode Automatic

Update Firmware

Backup Existing Configuration

Omit System Passwords [ ]

Load Configuration from File

Change Password

Download Troubleshooting Files Save to Archive

Factory Defaults

Vehicle Shutdown Delay 30 seconds A
Expert Configuration

Reboot

(save & Aoy | - JREmeREES

Figure 32 — System Settings — Physical SIM APN selection

3. Inthe now exposed Physical SIM custom APN field box, hi-light the current
entry, in this case it is firstnet-broadband, and hit the backspace key to delete
it.
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Admin Tools

System Settings

Primary SIM physical SIM A4
Phyeical S APM selection Custom s
[Prysical SIM custom APN | —.. |
LAN IP 192168131

WAN/LAN Port Mode WAN v
Updaote Firmware Upload Firmware

Bockup Existing Configuration

Omit System Posswords [ ]

Lood Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files

Factory Defoults Factory Defaults

Vehicle Shutdown Delay 30 seconds hd
Expert Configuration Expert Configuration

[ Save & Apoty | - |

Figure 33 — System Settings — Physical SIM custom APN

4. Correctly type in the APN name associated with the SIM card into the Physical

SIM custom APN field box with no extra spaces or hidden characters.

Hint: In firmware v3.7.0 and below, hit the Enter key after typing the APN
name. Otherwise, the APN name will revert to its default or previous setting.

Click on the Save & Apply button at the bottom to confirm the APN name

change.
Give the device a few minutes to successfully regain network connectivity.

Hint: After the device becomes available, it is advisable to issue a Reboot so
the MegaFi or the device connected to the MegaFi in a Passthrough setup,
properly receives the correct IP address and any other provisioned network
settings. See Section 3.9 Reboot procedure.

To validate the custom IP address associated with your custom APN, navigate
to Overview > Networking and verify the WWAN IPv4 address under
Interfaces and make sure it is what you are expecting. Or also validate the IP
address on the device connected to the MegaFi in a Passthrough setup.
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Networking
DHCP Leases

Active DHCPv4 Leases

Hostname IPv4 address MAC address Lease time remaining
LPORCHAS-LT 192168113140 BC:F4:D4:6FDE:C1 1h 59m 30s

LGgram 19216813173 00:24:98:2D:48:17 Th 55m 4s
Active DHCPvE Leases

Host IPvE address DuUID Lease time remaining

There are no active lsases

Interfaces
Type MAC RX ™ IPva IPvE
LAN  34BAOAC3540p 91 MBOA4TT  188IMB(M354 15516813124 fdeacdBbebSb2-1/64
Pkts.) Pkts.)
WAN  34:BAOA-C354:95 O B (O Pkis) 0B (0 Pkts)
WANG 34:-BA:OA-C354:95 O B (O Pkts) 0B (0 Pkts)
o 4sMB(aI 217 MB (8473
WWAN EAF1SD46CE:A4 50 ) o 10789.2127/29
Active Connections ' 390 /15360 (23)

Figure 33 — Networking - WWAN [Pv4 Address

3.2 Changing LAN IP Address

By default, the LAN IP address of the device is set to 192.168.113.1. If the user needs to
configure this setting to fit their network environment, do the following to make the
change in Mission Control:

Note: In this environment, the system automatically sets a /24 or Class C network
and will provide IP addresses to devices within this range.

1. Navigate to Overview > System Settings under Admin Tools.
2. Inthe LAN IP field, hi-light the current entry, in this case, 192.168.113.1, and hit
the backspace key to delete it.
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Admin Tools

System Settings

Primary SIM physical SIM A
Physical S5IM APM selection Automatic hd
LAMIP Iig@iﬁ I

WAM/LAN Port Mode WAN v

Update Firmware Upload Firmware

Figure 34 — System Settings — Changing LAN IP Address

3. Enter the new IP address in the custom field and hit the Enter key. Otherwise,
it may revert to its default setting, or pre-configured |IP address.

4. After clicking on Enter above, a popup window will warn the user that the
system will be temporarily unreachable and that a manual reconfiguration of

the URL address in the web browser address bar will be required to regain
access to the device as soon as the change is committed.

192.168.113.1 says

Changing the LAM IP address may render the system tempaorarily
unreachable. You may need to manually reconfigure your host

system's interface and visit the new address manually.

Figure 35— LAN IP address warning

Click on the Save & Apply button at the bottom to confirm the change.

6. A Connectivity change popup message will appear, warning the user that
current access to the device will be interrupted if the user proceeds. The user
is given options to either Cancel, Apply with revert after connectivity loss, or

Apply and keep settings.

o

The network cccess to this device could be interrupted by changing settings of the "lan® interface.

If the IP address used to access LuCl changes, a manual reconnect to the new IP is required within 90 seconds to confirm the settings, octherwise medifications will be

Ty ————

reverted.

Figure 36 — Connectivity change popup message
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a. Cancel — will not proceed with committing the change but will keep
unapplied changes pending and take the user back to step 5.

b. Apply with revert after connectivity loss — will begin to commit the
change but the user will have 90 seconds to regain access to the device
using the new |IP address. Otherwise, the setting will automatically
revert to the previous setting. Another popup window (Configuration
changes have been rolled back!) will ask the user to select Dismiss,
Revert changes, or Apply unchecked.

e Dismiss — will dismiss this popup window and take the user back to
step 5.

¢ Revert changes - will revert changes and take the user back to step
2.

¢ Apply unchecked - will commmit the change. Skip to step 7.

Configuration changes have been rolled back!

The device could not be reached within 90 seconds after applying the pending changes, which caused the configuration to be rolled back for safety reasons. If yvou
believe that the configuration changes are correct nonetheless, perform an unchecked configuration apply. Alternatively, you can dismiss this warning and edit
changes before attempting to apply again, or revert all pending changes to keep the currently working configuration state.

[ icmioe ] Rovert changes | Aoy unchecke]

Figure 37 — Configuration changes have rolled back! popup message

c. Apply and keep settings — will commit the change.

7. Selecting c (Apply and keep settings) will update the IP address. Give the
device a few minutes to successfully regain network connectivity before
attempting to reconnect to AC-MegaFi 2 via Mission Control.

Note: After proceeding with the LAN IP change, the user may need to retype
the new IP address in the web browser address bar to regain access to the
device.

3.3 Flash/Update Firmware

The user can either use Mission Control or MegaPortal (Cloud portal for AC-MegaFi
2), to update AC-MegaFi 2's firmware.

Important:

e Firmware updates for AC-MegakFi 2 are primarily only supported via
MegaPortal. By default, the device is set to automatically update its firmware
whenever there is a new version available in the cloud. However, this feature
does not necessarily auto-update the device, but it acknowledges a new
update is available and requires some user intervention to carry out the
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update. To update the device using MegaPortal, please refer to the

MegaPortal User Manual.

e For special needs or requirements, and only with the assistance of Airgain
Support, a user may update the firmware via Mission Control. To manually
update the firmware for AC-MegakFi 2 via Mission Control, the firmware
version-specific BIN file needs to be obtained from Airgain Support.

If the user cannot update from the Portal or requires an immediate update, do the
following to update the device in Mission Control.

Assumption: The user has obtained the appropriate firmware (BIN file) from Airgain
Support, it is loaded on a computer workstation or laptop, and it is directly
connected to a LAN port on AC-MegaFi 2 or via its Wi-Fi connection.

Note: Uploading an incorrect file can render your device inoperable and may void

warranty.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Upload Firmware or Flash image... button next to Update

Firmware.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LANIP
WAN/LAN Port Mode

physical SIM
Automatic

192168113,
WAN

I Update Firmware

Upload Firmware

H

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Expert Configuration

Reboot

Save to File

Load File
Change Password

Save to Archive

Factory Defaults
30 seconds

Expert Configuration
Reboot

(savo 5 Appiy | - JSave R Reset]

Figure 38 — Firmware update — Upload Firmware button

3. On the pop-up Uploading file... window, click on Browse to locate the

firmware file.
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Uploading file...

Pleaze zelect the file to upload.

Browse_

[Concel
Figure 39 — Uploading file... - Browse button

4. The firmware file should be a BIN type file, and, depending on the firmware
version, around 47 MB or more.

Mame Status Date modified Type Size
D Speedway_Sysupgrade_v3.4,1.bin — 10/6/2025 2:29 PM BIM File 48,642 KB

Figure 40 - Firmware update — Select the upgrade file

5. Select the firmware file. The Uploading file... window now shows the selected
file.

» Name: Speedway_Sysupgrade_v3.41bin
= Size: 4750 MiB

)

Figure 41 - Firmware update — Uploading the selected upgrade file

6. Click on Upload, and the file will begin to upload.

3750%

Figure 42 — Firmware update — Status of upgrade file upload

7. A new pop-up window Flash image? will ask the user to manually verify the

checksum SHA256 value displayed here, with the checksum SHA256 value
displayed inside the checksum file. Only continue if the values match.

Note: The SHA256 value is unique to each version. In this example, this is the
SHA256 value for firmware version 3.4.1.

Flash image?

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure dota integrity.
Click 'Continue' below to start the flash procedure.

* Size: 4750 MiB

* |SHAZ56: 73bdcealfd4fB9274a18e63dcf35fd380beSa808ad8663f447c8d841 205?::664]

v Keep settings and retain the current configuration

Cancel § Continue

Figure 43 — Flash image window — Compare checksum and file size with original
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Note: By default, the Keep settings and retain the current configuration box is
checked. If you uncheck this box, the current configuration will be erased after
the update.

WARNING: If you accidentally try to upload the wrong file format to the AC-
MegaFi 2 device, a warning screen will be displayed (see example below) with
the error message in orange: “The uploaded image file does not contain a
supported format. Make sure that you choose the generic image format
for your platform ”. If this happens, STOP - DO NOT PROCEED. Select Cancel
to back out of this operation and avoid "bricking" your device.

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click 'Continue' below to start the flash procedure.

* Size:137B
* MDS: 03eaddbecd3e9179c25cdf8b504beadd
» SHAZGG: 96b6e2975d7cce3828ad0ecfBb2ect3f8800ce271c2257303fd 7138359453

v Keep settings and retain the current configuration

Wed Apr 16 18:13:14 UTC 2025 upgrode: Image metadata not present Wed Apr 16 18:13:14 UTC 2025 upgrade: Use sysupgrade -F to override this check when
downgrading or flashing to vendor firmware Invalid sysupgrade file. Image check failed.

The uploaded image file does not contain a supported format. Make sure that you choose the generic image format for your platform.

B Force upgrade: Select "'Force upgrade’ to flash the image even if the image format check fails. Use only if you are sure that the firmware is correct and meant for
your device!

Figure 44 — Flash image window — Image format check failure

Note: Updating from version 3.3.0 to version 3.4.1, or version 3.7.0 to version
3.8.0 there is a slightly different warning. In this case the size of the file is in
question and the error message in yellow reads: “It appears that you are
trying to flash an image that does not fit into the flash memory, please
verify the image file!". This is a known issue, and if the checksum value
matches proceed by checking the box: “Force upgrade: Select ‘Force
upgrade’ to flash the image even if the image format check fails. Use only
if you are sure that the firmware is correct and meant for your device! ".
Then proceed to the next step.

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click 'Continue' below to start the flash procedure.

* Size: 4750 MiB
* MDS: 77c28ech05deal03a1c04fdd622bab86
* SHAZ256: 73bdceal644f89274a18e63dcf35fd380bebaB80dB66 3f44 7848412057064

«+ Keep settings and retain the current configuration

It appears that you are trying to flash an image that does not fit into the flash memery, please verify the image file!

v Force upgrade: Select 'Force upgrade’ to flash the image even if the image format check fails. Use only if you are sure that the firmware is correct and meant for
your device!

Cancel § Continue

Figure 45 - Flash image window — Image size
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8. Click on Continue on Flash image? only after the SHA256 values have
been verified to match.
9. The Flashing... window will display.

WARNING: “Do not power off the unit until the image flashing is
complete.”

Note: The update will take 3-5 minutes.

W try to raconnact It might ba naecessary to ranew the nddrass of your computer to reach the cevice again

Figure 46 — Flashing window — message indicating progress of the system flashing process

10. When the image flash is complete, you will be taken back to the login page.
1. Log in to continue.

Notes: Current status may initially display No Internet and no signal strength
bars. It will correct itself once the device properly boots up from the upgrade
process.

Refresh the browser if the device has not gone back to the home screen after
10 minutes and re-login again.

12. Verify that the intended firmware upgrade successfully loaded by looking at
the bottom right of any Mission Control page. Once verified, the firmware
update is complete.

Save 5 Aoy | - Joave neeet]

Powered bv SHIELD MeooFi 2 - w341

Figure 47 — Mission Control page showing Firmware Version

3.4 Backup Existing Configuration

If the user wants to backup an existing configuration, do the following in Mission
Control:

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Save to File button next to Backup Existing Configuration.
Note: By default, the Omit System Passwords is set — this will omit the admin
password used by this specific device. If this backup configuration file is
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loaded onto a different device, that device will keep using its own password. If
the Omit System Passwords is not set, loading this backup configuration file
will require using the admin password from the device which the file was
obtained. This does not affect Wi-Fi passwords.

Admin Tools

System Settings

Primary SIM physical SIM ~
Physical SIM APN sslection Automatic ~
LAN IP 1921681131

WAN/LAN Port Mode

Update Firmware Upload Firmware

Backup Existing Configuration

Omit System Passwords

: S
=

Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files Save to Archive

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~
Expert Configuration Expert Configurction

Reboot Reboot

(savo 5 Appiy | - JSave Reset]

Figure 48 — System Settings — Save to File button

3. Atar.gz (tarball) file is created and stored in Downloads. Take note of the date
of the file for future reference if needed.
e Selecting Omit System Passwords results in a backup file named:
backup-clean-Airgain-2026-05-27.tar
e Unselecting Omit System Passwords results in a backup file named:
backup-Airgain-2026-05-27.tar
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- Downloads X r
& s ] (J > Downloads >
® New - Tl Sort ~ = View ~ see
C] R
Name Date modified Type Size ~
% Home /
v Today
) Gallery
backup-clean-Airgain-2026-05-27.tar 5/27/2026 4:34 PM GZ File 27 KB
backup-Airgain-2026-05-27.tar 5/27/2026 4:35 PM GZ File 27 KB
i Desktop v Last week

Figure 49 — Downloads folder showing downloaded tar.gz files

Note: The backup configuration file will not include the configured device
password.

3.5 Load Configuration from File

If the user wants to load a backup/saved configuration (i.e., duplicate a configuration
file onto other AC-MegaFi 2 devices or restore a previous configuration file), do the
following in Mission Control:

Note: The backup configuration file will not bring over the previous device password
if the Omit System Password setting was set (see previous section for more details).
All other Wi-Fi settings, and configuration settings from that AC-MegaFi 2 device will
be included.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Load File button, sometimes referred to as Upload archive... next
to Load Configuration from File.
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Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

physical SiM

Automatic

1921681131

Upload Firmware

Save to File

I Load Configuration from File

Load File

Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Expert Configuration

Reboot

Save to Archive

° 5
=

Factory Defaults
30 seconds

Expert Configuration

Reboot

[savo 5 Apply | - SRS

Figure 50 — System Settings — Load File button

3. The Uploading file... window pop ups, select Browse to locate the appropriate

tarball file and Open.

Please select the file to upload

Browse._

Figure 51 - Uploading file — Browse to locate file button

@ open X
&« v N VRS Search Downloads P
Organize = New folder =- 0 @

Name Date modified Size
% Home l |
~ Today
w Gallery
backup-Airgain-2026-05-27.tar 5/27/2026 4:35 PM 27 KB
> @b OneDrive - Airgi
backup-clean-Airgain-2026-05-27.tar 5/27/2026 4:34 PM 27 KB
~ Last week
File name: | backup-Airgain-2026-05-27 tar V‘ All Files ~
Figure 52 — Uploading file and Browse to and select the tarball file
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4. The Uploading file... pop-up window shows the file chosen to load. Verify it is
the intended file before selecting Upload to continue with loading the file.

* Name: backup-Airgain-2026-05-27targz
* Size: 26.75 KiB

m Upload

Figure 53 — Load Configuration from File — Uploading selected file

5. In the Apply backup? pop up window, press Continue at the bottom to
proceed with restoring the backup file and reboot. Otherwise, Cancel to abort
the operation.

The uploaded backup archive appears to be valid and contains the files listed below. Press "Continue® to restore the backup and reboot, or "Cancel" to abort the
operation.

etc/awc/dhcp/dhcp.leases
etc/awc/dhcp/odhcpd
etc/awc/sha256config
etc/config/attendedsysupgrade
etc/config/awc
etc/config/awc_cloud
etc/config/awc_update
etc/config/awc_uuid
etc/config/dhcp
etc/config/dropbear
etc/config/firewall
etc/config/gpsd

etc/config/led
etc/config/luci
etc/config/network
etc/config/openssl
etc/config/rpcd
etc/config/speedway_gpsd
etc/config/system
etc/config/ubooteny
etc/config/ucitrack
etc/config/unttpd
etc/config/wireless
etc/dropbear/dropbear_ed25519 host_key
etc/dropbear/dropbear_rsa_host_key
etc/group

etc/hosts

etc/inittab
etc/luci-uploads/.placeholder
etc/nftables.d/18-custom-filter-chains.nft
etc/nftables.d/README
etc/opke/keys/24b604a7d62ebb33
etc/opkg/keys/Ball255d14asT6cE
etc/opkg/keys/b5843e78F%a75cde
etc/passwd

etc/profile

etc/rc.local

etc/shadow

etc/shells

etc/shinit

etc/sysctl.conf
etc/sysupgrade.conf

Cancel

Figure 54 — Apply backup — Confirmation to continue
6. Give the backup operation 3-5 minutes to finish as it reboots.

WARNING: Do not power off the device during this time.
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3.6 Change Password

If the user requires to change the current password, do the following in Mission
Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Change Password button next to Change Password.

Admin Tools

System Settings

Primary SIM physical SIM ~
Physical SIM APN selection Automatic ~
LAN IP 1921681131
WAN/LAN Port Mode WAN hd
Update Firmware
Backup Existing Configuration
Omit System Passwords O
Load Configuration from File
I Change Password
Download Troubleshooting Files
Factory Defaults Factory Defaults
Vehicle Shutdown Delay 30 gseconds ~

Expert Configuration Expert Configuration
Reboot Reboot

(savo 5 Appiy | - JSave R Resst]

Figure 55 - System Settings — Change Password button

3. The user is automatically put into Expert Configuration Mode and taken to the
System > Router Password page.

Overview
Router Password SSH Access SSH-Keys
Status -

S Router Password
Router Password

Startup Changes the administrator password for accessing the device
Scheduled Tasks

Configuration

GPS Configuration Confirmation

e5IM Manage

PN Configuration
Remote Configuration

Network
Logout

Password

Figure 56 — Router Password page - Expert Configuration Mode
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4. Enter a new password in the Password field and re-type it in the
Confirmation field as well.

Note: The device will not accept weak passwords. Password must meet the
following requirements: a minimum length of 10 characters and a randomized
complexity of lowercase letters, uppercase letters, and numbers.

Router Password SSH Access SSH-Keys

Router Password

Changes the administrotor password for accessing the device
Passweord [T r— n
Confirmation sesenssnsensey n

Password strength: Strong

Figure 57 — Router Password page — Enter new password

5. Click on the Save button.
6. Once the change is confirmed by the device, the user will be put back in the
Overview page.

3.7 Factory Defaults via Mission Control

If the user wants to return to factory default settings, the user can perform a factory
reset to the AC-MegakFi 2 device in Mission Control as follows:

Note: Before proceeding with a factory reset, it is recommended to save a backup
configuration of the device in case you need to revert to its previous settings. Follow
the steps hi-lighted above in Section 3.4 Backup Existing Configuration.

Note: After a factory reset, AC-MegaFi 2's UUID may need to be reassigned for Cloud
support. If cloud access breaks after a factory reset, contact the support team at
connectivity.support@airgain.com for further assistance.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Factory Defaults button next to Factory Defaults.
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Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files

physical SiM

Automatic
1921681131
WAN

Upload Firmware
a

Load File
Change Password
Save to Archive

I Factory Defaults

Factory Defaults

Vehicle Shutdown Delay
Expert Configuration
Reboot

30 seconds

Expert Configuration

[savo 5 Apply | - SRS

Figure 58 — System Settings — Factory Defaults button

3. Awindow will pop up and ask the user to confirm the operation. Click OK to

continue.

192.168.113.1 says

Do you really want to return settings to factory defaults?

Figure 59 — Confirmation to return settings back to factory defaults

4. Give the device 3-5 minutes to complete the operation.
5. Once the device recovers, the user will be asked to log in to Mission Control

again.

6. The user will then be asked to accept the EULA agreement and change the

default password.

To factory default the AC-MegaFi 2 using the DISPLAY button (in case of a forgotten
password), press and hold the DISPLAY button for 20 seconds and release. The
device will take a few minutes to recover, and all settings will now be set to factory
default.
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3.8 Vehicle Shutdown Delay

If the AC-MegaFi 2 device is installed in a vehicle, the user can increase the Vehicle
Shutdown Delay setting up to 2 hours. The default setting is 30 seconds. This

ensures that the AC-MegaFi 2 device will stay powered on after the vehicle is shut off
and it will continue to provide services until the timer expires. To change this setting,

do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click the drop-down arrow to expose the other pre-defined settings and
select from 15 minutes, 1 Hour, or 2 Hours.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password
Download Troubleshooting Files

Factory Defaults

I Vehicle Shutdown Delay I

Expert Configuration

Reboot

physical SIM v
Automatic ~
192168131

WAN v

Upload Firmware

Load File
Change Password

Factory Defaults

30 seconds

30 seconds

15 minutes

1hour

2 hours

Figure 60 — System Settings — Vehicle Shutdown Delay options

3. Click on Save & Apply to confirm the new setting.
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3.9 Reboot

If the user would like to reboot the AC-MegaFi 2, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Reboot button.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Expert Configuration

physical SiM

Automatic

1921681131

Upload Firmware

Save to File

Load File
Change Password

Save to Archive

IIII. II |
=
z

Factory Defaults

30 seconds

Expert Configuration

I Reboot

Reboot

| Save s Apply | - JISGVE I Reset)

Figure 61— System Settings — Reboot button

3. A pop-up window asks the user to confirm the operation. Click on OK to

continue.

192.168.113.1 says

Do you really want to reboot now?

Figure 62 — Confirmation message to reboot device

4. Wait for the device to reboot before continuing. The process will take 1 -3

Mminutes.
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O Waiting for device.

Figure 63 — Message indicating device is being rebooted

5. The user will be asked to log in again into Mission Control after the device
reboots. Click on the To login... button to do so.

A new login is required since the authentication session expired.

To login_

Figure 64 — Prompt to log in after device reboots

3.10 Wireless Settings

Beginning with firmware version 3.4.1, two Guest Wi-Fi's or SSIDs have been
introduced into Mission Control. There is one for 2.4 GHz and another for 5 GHz, for a
total of 4 SSIDs that include the two primary SSIDs. Both Guest SSIDs are disabled by
default while the two primary SSIDs are enabled by default.

WiFi 2.4Ghz Settings
Device Settings

Channel 11(2462 MHz) v
WiFi 2.4Ghz

Radio Enabled Enabled h
SSID megafi-000632

Encryption WPRA2-PSK ~
Key n
Hide SSID

WiFi 2.4Ghz Guest

Radio Enabled Disablsd hd

WiFi 5Ghz Settings
Device Settings

Channel 157 (5785 MHz) v
WiFi 5Ghz

Radio Enabled Enabled A
SSID megafi-000632

Encryption WPA3-SAE ~
Key n
Hide SSID

WiFi 5Ghz Guest

Radio Enabled Disabled ~

[ove s Avply | - JESS et

Figure 65 - System Settings — Expert Configuration button
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To verify overall Wi-Fi settings, refer to Section 3.10.1 below. To modify the primary
SSIDs, refer to Section 3.10.2. To enable and modify the Guest SSIDs, refer to Section
3.10.3.

3.10.1 Verify Wi-Fi Settings
To view current Wi-Fi settings, do the following:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.

Admin Tools

System Settings

Primary SIM physical SIM A
Physical SIM APN selection Automatic ~
LAN IP 192.168.113.1

WAN/LAN Port Mode
Update Firmware Upload Firmware
Backup Existing Configuration Save to File

Omit System Passwords

III.IIE
=
b4

Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files Save to Archive

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~
I Expert Configuration Expert Configuration

Reboot Reboot

(savo 5 Appiy | - JSave R Reset]

Figure 66 — System Settings — Expert Configuration button

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.
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192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 67 — Confirmation message to enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to Network > Wireless.

Overview

Status
System
Network
Interfaces
Routing

DHCP and DNS
SNMP

SQM QoS
Diagnostics
Firewall

Logout

Figure 68 — Navigation pane showing options available in Expert mode — Wireless

Note: To view the primary SSID hidden Keys/Passwords, click on the * (asterisk)
button next to the Key field to make it visible for either SSID. By default, the
key/password is the same for both 2.4 GHz and 5 GHz settings and printed on the
label or on the LCD display screen.
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WiFi 2.4Ghz Settings

Device Settings

WiFi 2.4Ghz Guest

Channel 1(2462 MHz) A
WiFi 2.4Ghz

Radio Enabled Enabled A
SSID megafi-000632

Encrypticn WPAZ-PSK ~
]
Hide SSID

Radio Enabled Enabled
SSID guest
Encryption Disabled
Hide SSID

WiFi 5Ghz Settings

Device Settings

WiFi 5Ghz Guest

Channel 157 (5785 MHz) ~
WiFi 5Ghz

Radio Enabled Enabled ~
SSID megafi-000632

Encryption WPA3-SAE hd
L]
Hide SSID

Radio Enabled Disabled

»

[ Save 5 Apoly | - JiSave i Resct)

Figure 69 — Wireless Settings — View hidden Keys

3.10.2 Change Wi-Fi Settings

The following options available for the primary WiFi 2.4GHz and 5 GHz Settings are:

Table 3 - Wi-Fi Settings for 2.4 GHz and 5 GHz

WiFi 2.4 GHz WiFi 2.4 GHz WiFi 5 GHz
Wi-Fi Setting Settings (Default) Settings Settings (Default)
-Other Options
Radio Enabled Enabled Disabled Enabled
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Channel 1 (2462 Mhz) Auto and Channels 157 (5785 Mhz) Auto and Channels
1-1 36, 40,
44, 48,149,153,
157,161
SSID default SSID name default SSID name
onlabelor LCD onlabelor LCD
Display screen Display screen
Encryption WPA2-PSK WPA2-EAP, WPA3- WPA3-SAE WPA2-EAP, WPA3-
EAP, WPA2- EAP, WPA2-
EAP/WPA3-EAP, EAP/WPA3-EAP,
WPA2-PSK/MWPA3- WPA2-PSK/MWPA3-
SAE, WPA3-SAE, SAE, WPA2-PSK,
and and
Disabled Disabled
Key default key default key
(password) on label (password) on
or LCD Display label or LCD
screen Display screen
Hide SSID - this will Disabled Enabled Disabled Enabled

stop broadcasting
the SSID, making it
difficult for users to
guess the WiFi
name

To change current Wi-Fi settings, do the following:

Note: If you attempt to make wireless changes while connected to the device via Wi-
Fi, expect to be disconnected after committing the changes. You will then have to
reconnect to Wi-Fi using the new settings.

1. For settings with a drop-down menu arrow, such as Radio Enabled, click the
arrow and choose the preferred setting from the options.
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WiFi 2.4Ghz Settings

Device Settings

Channel 1 (2462 MHz) ~
WiFi 2.4Ghz

Radio Enabled

SSID
Encryption

Key
Hide SSID
WiFi 2.4Ghz Guest

Radio Enabled Enabled v
SSID guest
Encryption Disabled v
Hide SSID

WiFi 5Ghz Settings
Device Settings
Channel 157 (5785 MHz) v
WiFi 5Ghz
Radio Enabled Enabled v
SSID megafi-000632
Encryption WPA3-SAE v
Key 1ZZcl84920 u
Hide SSID

WiFi 5Ghz Guest

Radio Enabled Disabled v

[savo & Apply | - JESISINEEES

Figure 70 — Wireless Settings — Selecting Drop-down Menu options

2. For SSID and Key modifications, remove/delete or change the previous setting
and enter the new SSID and/or new and appropriate Key (Must be at least 10
characters long) into their respective fields.
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WiFi 2.4Ghz Settings
Device Settings

Channel 1 (2462 MHz) v

WiFi 2.4Ghz

Radio Enabled Enabled b
EEE new-ssid |

Encryption WPAZ-PSK ~

Key newpassword g

Hide 551D

WiFi 2.4Ghz Guest

Radio Enabled Enabled h
SS5ID guest

Encryption Disabled A
Hide SSID

WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 MHz) h
WiFi 5Ghz

Radio Enabled Enabled h
SS5ID megafi-000632

Encryption WPA3-SAE v
Key u
Hide SSID

WiFi 5Ghz Guest

Radio Enabled Disabled v
Savo & Apply | - JIEEEE

Figure 71— Wireless Settings — Modifying SSID and Key fields

3. Click on Save followed by Save & Apply to confirm the change(s).

Note: If the user selects either WPA2-EAP or WPA3-EAP encryption for Wi-Fi
2.4 or 5 GHz settings, the Key option goes away, and the user is presented
with the following new options. Configure these settings as required for your
Extensible Authentication Protocol (EAP) network environment.

e RADIUS Server IP
e RADIUS Server Port
o Default setting - 1812
e RADIUS Secret - To view the hidden RADIUS Secret, click on the * (asterisk)
button next to the field to make it visible for either SSID.
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WiFi 2.4Ghz Settings

Device Settings

Channel 11 (2462 MHz) v
WiFi 2.4Ghz

Radio Enabled Enabled A
SSID megafi-000632

Encryption WPA2-EAP hd
RADIUS Server IP

RADIUS Server Port 1812

RADIUS Secret n
Hide SSID

WiFi 2.4Ghz Guest

Radio Enabled Disabled hd

WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 MHz) hd
WiFi 5Ghz

Radio Enabled Enabled hd
SSID megafi-000632

Encryption WPAZ-EAP hd
RADIUS Server IP

RADIUS Server Port 1812

RADIUS Secret n
Hide SSID

WiFi 5Ghz Guest

Radio Enabled Disabled A

(savo 5 Apply | - JISGISHREESH)

Figure 72 — Wireless Settings — EAP fields

Note: Devices that connect to either primary SSID will be assigned to IP addresses
within the default LAN subnet of 192.168.113.x/24 or whatever was subsequently
configured as described in Section 3.2 above.

3.10.3 Guest Wi-Fi Settings

The Guest Wi-Fi/SSIDs are disabled by default. The following options available for
Guest Wi-Fi 2.4 GHz and 5 GHz settings are:

Table 4 — Guest Wi-Fi Settings for 2.4 GHz and 5 GHz
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Guest Wi-Fi Setting

Radio Enabled

SSID

Encryption

Key

Hide SSID - this will
stop broadcasting
the SSID, making it
difficult for users to
guess the WiFi
name

Guest WiFi 2.4 GHz
Settings (Default)

Disabled

default SSID name
is“guest”

Disabled

none

Disabled

Guest WiFi 2.4 GHz
Settings

-Other Options

Enabled

WPA2-PSK, WPA2-
EAP, WPA3-EAP,
WPA2-EAP/WPA3-
EAP, WPA2-
PSK/WPA3-SAE,
WPA3-SAE

Enabled

Guest WiFi 5 GHz
Settings (Default)

Disabled

default SSID name
is “guest5G”

Disabled

none

Disabled

Guest WiFi 5 GHz
Settings

-Other Options

Enabled

WPA2-PSK, WPA2-
EAP, WPA3-EAP,
WPA2-EAP/WPA3-
EAP, WPA2-
PSK/WPA3-SAE,
WPA2-SAE

Enabled

To change current Guest Wi-Fi settings, do the following:

Note: If you attempt to make Guest Wi-Fi changes while connected to the device via
Guest Wi-Fi, expect to be disconnected after committing the changes. You will then
have to reconnect to Wi-Fi using the new settings. Any device connected to a Guest
Wi-Fi will not have access to MegaFi's Mission Control.

1. Enable the Guest Wi-Fi radio by selecting the Enabled option from the drop-
down menu.
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WiFi 2.4Ghz Settings
Device Settings

Channel 11 (2462 MHz) v
WiFi 2.4Ghz

Radio Enabled Enabled h
SSID megafi-000632

Encryption WPAZ-PSK ~
Key B
Hide SSID

WiFi 2.4Ghz Guest

Radio Enabled Enabled
SsID Enabled
Encryption Disabled
Hide SSID

WiFi 5Ghz Settings
Device Settings
Channel 157 (5785 MHz) h
WiFi 5Ghz
Radio Enabled Enabled h
551D megafi-000632
Encryption WPA3-SAE v
Key SRR RRN u
Hide SSID
WiFi 5Ghz Guest
Radio Enabled Enabled v
SSID guestsG
Encryption Disabled A

Hide SSID

[savo & Apply | - JEGISINSEER

Figure 73 — Guest Wireless Settings — Selecting Drop-down Menu options

2. Change the Guest SSID as needed by typing it into the SSID field.

3. Change the Encryption as needed from the default setting of Disabled to any
of the available options in the drop-down menu.

4. Enter an appropriate Key (Must be at least 10 characters long) into its field.
Click on the * (asterisk) button next to the Key field to make it visible for either
SSID.

5. Click on Save followed by Save & Apply to confirm the change(s).

Note: If the user selects either WPA2-EAP or WPA3-EAP encryption for Wi-Fi
2.4 or 5 GHz settings, the Key option goes away, and the user is presented
with the following new options. Configure these settings as required for your
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Extensible Authentication Protocol (EAP) network environment.

e RADIUS Server IP
e RADIUS Server Port
o Default setting - 1812
¢ RADIUS Secret - To view the hidden RADIUS Secret, click on the * (asterisk)
button next to the field to make it visible for either SSID.

WiFi 2.4Ghz Settings
Device Settings

Channel (2462 MHz) v
WiFi 24Ghz

Radio Enabled Enabled h
551D megafi-000632

Encryption WPA2-PSK v
Key u
Hide SSID

WiFi 2.4Ghz Guest

Radio Enabled Enabled ~
SSID guest

Encryption WPA2-EAP v
RADIUS Server IP

RADIUS Server Port 1812

RADIUS Secret n
Hide SSID

WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 MHz) hd
WiFi 5Ghz

Radio Enabled Enabled h
SSID meaafi-000632

Encryption WPA3-EAP ~
RADIUS Server IP

RADIUS Server Port 1812

RADIUS Secret H
Hide SSID

WiFi 5Ghz Guest

Radio Enabled Enabled A
551D guestsG

Encryption Disabled A
Hide SSID

(savo 5 Apply | -~ LGS JIESEH

Figure 74 — Guest Wireless Settings — EAP fields
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Note: Devices that connect to either Guest SSID will be assigned to IP addresses
within the subnet of 192.168.131.x/24 and are isolated from the main LAN subnet and
from each other.

311 NAT vs. Passthrough Mode

The AC-MegaFi 2 device can be set to either NAT (default setting) or Passthrough
Mode. In NAT Mode, the device acts as an intermediary between a local network and
the internet, translating private IP addresses into a single public IP address. This
helps enhance security by hiding internal devices from external networks and allows
multiple devices to share a single public IP. Passthrough Mode disables NAT and
typical router functions. In this mode, the MegaFi will simply act as a bridge and
forwards traffic as-is, allowing a connected device (such as a firewall or router) to
handle the carrier assigned IP assignments and manage the network. The carrier
assigned IP address will be assigned to the device directly connected behind the AC-
MegaFi 2 on the LAN 1 port, but the Subnet mask and Gateway can be modified as
described below. In some cases, computers with specific software will require this IP
and can be the recipient of the passed through IP address. In addition, setting the
device to Passthrough Mode will disable the WAN/LAN2 port, Wi-Fi, Firewall, and
IPSec VPN functions.

Prior to implementing Passthrough Mode, the user needs to take the following
steps:

e Connection to AC-MegaFi 2 Device - the user will need to connect a
computer workstation or laptop with an Ethernet cable to LAN port 1. The user
will also need to make sure the computer is NOT connected to Wi-Fi.

Note: Only LAN port 1is usable and all other LAN ports are disabled in
Passthrough Mode.

¢ Implement Custom APN/Static IP first - Though not always the case, if the
user is using a custom APN, the user will need to input the custom APN
(Section 3.1) first prior to implementing Passthrough Mode. If the correct IP
address does not appear on the device, please review SIM provisioning with
the carrier. If the correct IP address does appear, then the user may proceed
with implementing Passthrough Mode as instructed below.

¢ Manually refresh the connected computer IP address — Once in
Passthrough Mode, the Mission Control software management interface will
briefly be unreachable at https://192.168.113.1 or whatever LAN IP address it has
been configured to until the IP address is manually refreshed. If connection to
Mission Control cannot be resolved after a couple of minutes, go to Step 11
below for options to try to regain connection to Mission Control.
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To change between NAT and Passthrough modes, do the following in Mission
Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM
Automatic

1921681131

Upload Firmware

Save to File

Load File

I.IIE
=
b4

Change Password

Save to Archive

Factory Defaults

30 seconds

I Expert Configuration Expert Configurction

Reboot Reboot

(savo 5 Appiy | - JSavel Reset]

Figure 75— System Settings — Entering Expert Configuration mode

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
WegaFi inoperative and require a factory reset. Please confirm you

Figure 76 — Confirmation message to enter Expert Configuration mode

want to proceed.
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4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > Configuration.

Overview

Status
System
Router Password
Startup
Scheduled Tasks
{Configuration)
GPS Configuration
eSIM Manage
VPN Configuration
Remote Configuration

Network
Logout

Figure 77 — Navigation pane showing options available in Expert mode — Configuration

5. Under the Networking area, click on the drop-down arrow and select the
desired mode: NAT Mode (default), or Passthrough Mode from the
Passthrough vs NAT (changing causes reboot) option.

Configuration
Cloud
UuiD E17EATVCE-0B45-4A74-BAST-IBATI4ATAB(
Cloud Poll URL el.nextivityinc.net
Cloud Poll Period (seconds) 60
Cloud Status URL
Cloud Status Connected (5/27/2026, 5:42:52 PM)
Logging
Logging Enabled Logging Enabled ~
Push to Cloud Push Enabled v
Push to Cloud Period (seconds) 60
System Poll Period (seconds) 15
Show in Local Ul Local Ul Enabled ~
Networking
Passthrough vs NAT (changing causes reboot) NAT Mode v
LAN IP Address Passthrough Mode
Client Isolation NAT Mode
A DI

Figure 78 - AC-MegafFi 2 Configuration — Change modes (NAT or Passthrough)
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6. A pop-up window will warn the user that temporary access to Mission Control
will be lost after committing to the mode change. After committing to the
mode change, the user will have the option to restore the default
configuration by holding the Reset button for 30 seconds if they don't wish to
continue with the mode change. Click OK to continue with the mode change.

192.168.112.1 says

When you use Passthrough mode, you will not be able to connect to
this Ul again. Hold reset button for 30 seconds to restore default

configuration

Figure 79 — AC-MegaFi 2 Configuration — Change modes (NAT or Passthrough)

7. Selecting Passthrough Mode exposes Subnet Selection Mode. Select the
desired Subnet Selection Mode from the dropdown menu (Force 24 Subnet
(Compatibility Mode) or Automatically Create Subnet).

Force 24 Subnet (Compatibility Mode) - this is the default selection. This
selection forces a class C subnet (i.e. 255.255.255.0 or /24 in CIDR form)
regardless of what the carrier has assigned. This will also use the first
available IP address in the /24 block as the Gateway IP address.

Use case:

1.  Only use this if the downstream device cannot operate with the

carrier's native subnet. For example, downstream devices cannot

handle small or non-standard WAN subnets like /31 or /30.

Helpful in environments where firewalls insist on a /24 WAN network.

3. This compatibility mode avoids issues where the carrier's assigned
IP/mask combination:

N

e fallsinto a non-usable network/broadcast range, or
e results in overlapping networks at multiple sites.

Automatically Create Subnet - This selection dynamically creates the
subnet mask based on whatever subnet the carrier assigns to the modem.
This also designates the server that assigned the IP address to the modem
as the Gateway IP address.
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Use case:

e Works best when the carrier assigns /31, /30, /29 or unusual subnet
masks.

e Ensures IP Passthrough functions correctly without manual
intervention.

Networking
Passthrough vs NAT (changing causes reboot) Passthrough Mode v
ISubnet Selection Mode] Force 24 Subnet (Compatibility Mode) v

A

LAN IP Address

Force 24 Subnet (Compatibility Mode)

Client Isolati .
tent isolation Automc:tlcc:lly Create Subnet

ADI

Figure 80 - AC-MegaFi 2 Configuration — Subnet Selection Mode

8. Click on Save & Apply to confirm the change.

WARNING: Internet access, wireless connectivity and/or access to the AC-
MegaFi 2 will become disrupted or unavailable after committing the mode
change. Please allow 1-3 minutes for the configuration to apply.

9. Once Mission Control access is re-established, login again to Mission Control.

10. It is highly recommended to issue a Reboot (Section 3.9) to make sure the
new setting takes hold. Please proceed with a Reboot at this time.

1. Once in Passthrough Mode, connect the desired device to LAN port 1. Give
the MegaFi and the device a couple of minutes to properly reconfigure
themselves. If the device does not properly obtain the expected IP address
information, follow these added steps:

a. Power down both the AC-MegaFi 2 and the device connected to LAN
port 1.

b. Verify that the Ethernet patch cable is properly interconnecting both
the AC-MegaFi 2 via its LAN port 1 interface and the device's WAN port.
If the device is another computer, it will be its Ethernet port.

c. Power up both devices.

d. Ensure that the connected device receives the appropriate |IP address.
Follow instructions from the device manufacturer to validate the IP
address.

12. If connectivity becomes an issue to Mission Control, try one of the following
actions to regain access to AC-MegaFi 2:
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a. Refresh the web browser to Mission Control.

b. Connect an Ethernet cable to an enabled LAN port (LAN port 1ifin
Passthrough mode) on the AC-MegaFi 2 and re-access Mission Control
as usual through a web browser.

c. Manually refresh connected computer IP address by opening a
Windows PowerShell, or Coommand Prompt window on a PC with local
access to AC-MegaFi 2 and enter the following commands at the
prompt:

e ipconfig /release <enter> - this will release the existing IP addresses

& windows Powershell

PS C:\> ipconfig /release

Figure 81 - Windows PowerShell window - ipconfig /release <enter>

e ipconfig /renew <enter> - this will refresh the IP addresses on the
connected computer.

E Windows PowerShell

C:\> ipconfig /renew

Figure 82 - Windows PowerShell window - ipconfig /renew <enter>

13. When changes have been completed, and to prevent any more setting
changes, click on the Logout button to exit out of Mission Control and be
taken back to the Log In page.
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3.12 Band Lock, Band 1, Band 30, and Maximize Band 14
Settings

In certain situations, the user may need to Band Lock to Band 14 or 28. Also, Band 1
and Band 30 can be either enabled or disabled as needed depending on Mobile or
Fixed setups. Finally, Maximize Band 14 Usage has been added to version 3.8.0. To
make any changes to these features, do the following in Mission Control:

3.12.1 Band Lock Setting

Note: Before committing to this change, please make sure to validate that band 14 or
28 is available in your area as not all areas are equipped for band 14 or 28.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.

Admin Tools

System Settings

Primary SIM physical SIM v

Physical SIM APN selection Automatic ~

LAN IP 1921681131

WAN/LAN Port Mode WAN v

Update Firmware Upload Firmware

Backup Existing Configuration

Omit System Passwords ]

Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~
I Expert Configuration Expert Configurction

Roboot

Save & Apply | ~ JiSave)

Figure 83 — System Settings — Expert Configuration button

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 84 — Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > Configuration.

Overview

Status

System
Router Password
Startup
Scheduled Tasks

{Configuration|

GPS Configuration
eSIM Manage

VPN Configuration
Remote Configuration

Network
Logout

Figure 85— Navigation pane showing options available in Expert mode — Configuration

5. Under the Other area, use the drop-down arrow next to Band Lock to select
LTE B14 Only or LTE B28 Only. Choose the Default Band Configuration
option to set back to default setting in which the device relies on the Network
to choose the appropriate band.

Other
Hostname Airgain
Reboot Offline Tirme (minutes) Disabled e
Band Lock Default Band Configuration w
Sand 1 LTE B14 Only
Band 30 e -
Maximize Band 14 usage

Figure 86 — Band Lock Setting
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o

Click on Save & Apply to confirm the change.

When changes have been completed, and to prevent any more setting
changes, click on the Logout button to exit out of Mission Control and be
taken back to the Log In page.

N

3.12.2Band 1 and Band 30 Settings

By default, Band 1 is disabled (Mobile applications) and Band 30 is enabled (Fixed
applications).

To enable or disable these settings per your specific application, do the following in
Mission Control:

1. These settings are located right below the Band Lock setting.

Other

Hostname Airgain

Reboot Offline Time (minutes) Dizakbled R
Band Lock Default Band Configuration hd
Band 1 Disobled - Mabile applications w
Band 30 Enabled - Fixed applications A
Maximize Band 14 usage Dizsable hd

Figure 87 — Band 1 and Band 30 Settings

2. Select the dropdown menu on either setting and select the opposite setting
for either a Mobile or Fixed application.

3. Click on Save & Apply to confirm the change.

4. When changes have been completed, and to prevent any more setting
changes, click on the Logout button to exit out of Mission Control and be
taken back to the Log In page.

3.12.3Maximize Band 14 Usage

Enabling this feature enforces Band 14-only operation under low-signal conditions
for non-FirstNet AT&T SIMs. The service continuously monitors signal strength and
reverts to the standard band-selection logic once signal quality meets the threshold.
Additionally, a daily forced network scan has been added for stationary devices to
ensure optimal connectivity.

By default, this setting is disabled. To enable this setting, do the following in Mission
Control:

1. This setting is located right below the Band Lock and Band 1 and 30 settings.
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Other

Hostname Airgain

Rebocot Offline Time (minutes) Dizakled g

Band Lock Default Band Configuration w

Band 1 Disabled - Maobile applications A

Band 30 Enabled - Fixed applications W
IMc:ximize Band 14 usage Disable VI

Figure 89 — Maximize Band 14 usage Setting

2. Select the drop-down menu and select Enable.

3. Click on Save & Apply to confirm the change.

4. When changes have been completed, and to prevent any more setting
changes, click on the Logout button to exit out of Mission Control and be
taken back to the Log In page.

313 SSH Access

The user-enabled SSH instance (Dropbear) offers SSH network shell access and an
integrated SCP server. Access to SSH on the AC-MegaFi 2 is turned off by default. To
enable command line SSH Access to the device, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.
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Admin Tools

System Settings

Update Firmware
Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Upload Firmware

Save to File

Load File

Changs Password

III.IIE
=
z

Save to Archive
Factory Defaults

30 seconds

I Expert Configuration

Expert Configuration .

Reboot

Reboot

Primary SIM physical SIM v
Physical SIM APN selection Automatic A
LAN IP 1921681131

WAN/LAN Port Mode ~

[savo 5 Apply | - SRS

Figure 90 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Mode. Click OK
to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 91 - Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Mode. Navigate to
System > Router Password > SSH Access.
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Router Password SSH-Keys
SSH Access

Dropbear offers SSH network shell access and an integrated SCP server

Dropbear Instance

his section coptains no values yet
Add instance

(Savo s Appiy | - |SaveReset]

Figure 92 — SSH Access — add new instance

5. Click on the Add instance button.

6. The Interface field will be pre-populated with the LAN interface by default and
is the only option when needing local access to the device. The other options
in the dropdown menu are wan, wan6, and wwan when remote SSH Access
is required.

7. In the Port field, change the port number from the default 2022 to 22 (well-
known SSH port for local access) or another port of your choosing that is not
being used and hard for hackers to guess (typical for SSH wan access).

8. Idle Timeout is set to 300 seconds by default. Adjust for more or less time in
seconds as needed.

9. All other settings are not required and are optional.

10. Click on Save & Apply to confirm changes.

SSH Access

Dropbear offers 58H network shell access ond an integrated SCP server

Dropbear Instance

Interfoce lain: 8 v

Listen only on the given interface or, if unspecified, on all
Port 22 I

Password authentication [

Allow 88H password authentication
Allow root logins with password [ ]

Allow the root user to login with password
Gatewaoy Ports

Allow remeote hosts to connect to local $8H forwarded ports
ldle Timeout 200

[ save 5 Aoply | - JSaverl eseet

Figure 93 - SSH Access — Change port number from 2022 to 22

1. Use your preferred SSH client to access AC-MegaFi 2 on port 22 or whatever
port configured and use root as the username along with the current router
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password.

Note: The SSH password will be the same as the Router Password.

12. Optional: If remote SSH Access to the device is required and the device has a
custom static/public IP address, do the following to open the appropriate wan
interface:

a.
b.

—h

Within the SSH Access page, click on Add instance.

Choose the appropriate wan interface from the Interface drop-down

menu.

e wwan - most typical choice to access SSH from the cellular network

e wan -only select if the device has internet connection through wan
port

e wan6 - currently not widely used

Choose a port such as 46556 or something similar that is not the typical

SSH port 22.

It is recommended to leave the Idle Timeout set to 300 or less for wan

access for security reasons.

All other settings are not required and are optional.

Click on Save & Apply to confirm changes.

3.14 GPS Output Configuration

This is where the user can configure GPS settings on AC-MegaFi 2 for a GPS Server,
GPS Internal Reporting, and GPS Output in Mission Control.

e GPS Server - This option provides GPS data to applications or clients that
request it using a predefined server port.

e GPS Internal Reporting — This is how the AC-MegaFi 2 will process GPS data
and display it on-device only. The user can choose the format and the optional
NMEA station code or TAIP ID and Rate. The default format setting is NMEA.

e GPS Output — This most widely used option transmits or shares GPS data to
other systems using a host’s IP address, a port number, a defined format
(NMEA or TAIP), and a TCP/IP connection method using UDP as the protocol
of choice. NMEA station code or TAIP ID and Rate are other options available
in this area.
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GPS Output Configuration

Configure GPS output in NMEA and TAIP format to hosts

GPS Server

Server Port

GPS Internal Reporting

Output Format NMEA v

Specify NMEA or TAIP output
NMEA station code or TAIP ID

Rate 1

Optional rate limit in seconds

GPS Output

This section contains no values yet
Add output

(savo s Apply | - JSCUSIIRESSH

Figure 94 — GPS Output Configuration page

3141 GPS Server

To set up the AC-MegaFi 2 to act like a GPS Server where GPS clients can request
GPS data from, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.
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Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SiM

Automatic

1921681131

Upload Firmware

Save to File

Load File
Changs Password

Save to Archive

IIII .II |
=
z

Factory Defaults

30 seconds

I Expert Configuration Expert Configurction

Reboot Reboot

[savo 5 Apply | - SRS

Figure 95 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 96 — Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > GPS Configuration > GPS Server.

5. Enter the designated server port number for the GPS Server in the Server
Port field, followed by hitting the Enter button. We entered 21000 in our
example below:
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GPS Output Configuration

Configure GPS output in NMEA and TAIP format to hosts

GPS Server

Server Port 21000
GPS Internal Reporting

CQutput Format NMEA A

Specify NMEA or TAIP output
NMEA station cods or TAIP ID

Rate 1

QOptional rats limit in seconds

GPS Output

This section contains no values yst
Add output

[Sove 5 Anpiy | - JSavelssest

Figure 97 — GPS Server Port Configuration

6. Click on Save & Apply to confirm the GPS Server setting.

314.2 GPS Internal Reporting

This section modifies the GPS Internal Reporting format and how it is displayed on
AC-MegaFi 2. To modify these settings, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.
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Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SiM

Automatic

1921681131

Upload Firmware

Save to File

Load File
Changs Password

Save to Archive

IIII .II |
=
z

Factory Defaults

30 seconds

I Expert Configuration Expert Configurction

Reboot Reboot

[savo 5 Apply | - SRS

Figure 98 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 99 — Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > GPS Configuration > GPS Internal Reporting.
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GPS Output Configuration

Configure GPS output in NMEA and TAIP format to hosts

GPS Server

Server Port

GPS Internal Reporting

Qutput Format MNMEA -

Specify NMEA or TAIP output
MNMEA station code or TAIP ID

Rote 1

Optional rats limit in seconds

GPS Output

This section contains no values yet
Add output

[ sove 5 Apply | - JSeleses)

Figure 100 — GPS Internal Reporting Configuration

5.

o

10.

NMEA is the default output format. Modify the following as needed for the AC-
MegaFi 2 to display the GPS message on-device.
a. Output Format - TAIP or NMEA
b. NMEA station code or TAIP ID (optional) — enter a valid alphanumeric
value that is 4 characters long.
c. Rate (optional) — this parameter is in seconds. Leave as is or enter a rate
between 1-3600.
Click on Save & Apply to confirm the GPS Internal Reporting settings.
To verify the on-device GPS settings, navigate to Overview > System Settings
under Admin Tools.
Click on the Expert Configuration button to enter Expert Configuration
mode.
A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.
The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to Status > Modem Status and verify the GPS as shown below
for either NMEA or TAIP format.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 77
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.
Revised 07/02/26




Airgain)))

Modem Status
System Name MegaFi_2 LTE Connection state Connected
. MORI60005 PORIO0O413 . o
Modem Software Version AOR.00M51 CORIS0123 Signal Percentage 100%
IMEI 359172391063678 TX Bytes 48371643
ICCID 8901004330217191434 RX Bytes 49925165
IMSI 313100021722439 TX Packets 118649
Phone Number RX Packets 108739
Latitude 32.720509
Longitude -M7.036964
INM EA/TAIP Position $GPGGA,010114.000,3243.22039,N,11702.21759,W/112,0.8,140.9,M,-35.0,M,,5150*66 l
GPS UTC Timestamp Wed May 27 2026 18:01:15 GMT-0700 (Pacific Daylight Time)
APN firstnet-broadband
Mode 5G+
Band 14
ID 80648624
TAC 33540
PID 184
RSRP -87 dBm
EARFCN 5330
RSRQ -9.dB
Home Network MCC 213
RSSI -61dBm
Home Network MNC 100
) SINR 9.4dB
Home Network Name FirstNet
TX Power 7 dBm
Figure 101 — On-device GPS NMEA message format
Modem Status
System Name MegaFi_2 LTE Connection state Connected
. MORIG000S POR100413 . o
Modem Software Version AOR.0OTIS1 CORI50123 Signal Percentage 100%
IMEI 359172391063678 TX Byteos 46317896
ICCID 89011004330217191434 RX Bytes 49364930
IMS! 313100021722439 TX Packets 116182
Phone Number RX Packets 106998
Latitude 32720509
Longitude -M7.036964
INMEA/TAIF' Position >RPV03575+3272050-1170362600015432;1D=5150;*7E< l
GPS UTC Timestamp Wed May 27 2026 17:59:36 GMT-0700 (Pacific Daylight Time)
APN firstnet-broadband
Mode 5G+
Band 14
ID 80648624
TAC 33540
PID 184
RSRP -87 dBm
EARFCN 5330
RSRQ -10 dB
Home Network MCC 313
RSSI -56 dBm
Home Network MNC 100
) SINR 43dB
Home Network Name FirstNet
TX Power 5dBm

Figure 102 — On-device GPS TAIP message format
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3.14.3 GPS Output

This section will enable the AC-MegaFi 2 to transmit or share GPS data to a single or
multiple hosts running a GPS receiver or listener. Do the following to configure GPS
Output in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.

Admin Tools

System Settings

Primary SIM physical SIM ~
Physical SIM APN sslection Automatic ~
LAN IP 1921681131

WAN/LAN Port Mode
Update Firmware Upload Firmware
Backup Existing Configuration Save to File

Omit System Passwords

p
=

Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files Save to Archive

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~
I Expert Configuration Expert Configurction

Reboot Reboot

(savo 5 Appiy | - JSavel Reset]

Figure 103 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.
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192.168.112.1 says

want to proceed.

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 104 — Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > GPS Configuration > GPS Output.

GPS Output Configuration

GPS Server

Configure GPS output in NMEA and TAIP format to hosts

Server Port

GPS Internal Reporting

Output Format

NMEA station code or TAIP ID
Rate

NMEA B
Specify NMEA or TAIP output

1

Optional rate limit in seconds

GPS Output

his section contains no values yet
| Add output I

(ovo s Aoply | - | Savef Resat)

Figure 105 - GPS Output Configuration — Add output

5. Select Add output and enter the following information:

e Host IP Address - Enter the IP address of the workstation or laptop
computer running a GPS client. Or select Broadcast to LAN for multiple
locally connected devices that need to simultaneously receive GPS

information.

e Port - can be any network port number from 1024 on, as long as it is not
blocked and not already in use (stay away from well-known port numbers
in the range between 0-1023)

e Output Format - TAIP or NMEA

¢ NMEA station code or TAIP ID (optional) — enter a valid alphanumeric
value that is 4 characters long.
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e TCP/UDP - UDP is typically the most widely used option. Check with your
device to ensure what protocol it is set to.

¢ Rate - this parameter is in seconds. Leave as is or enter a rate between 1 -
3600.

Note: In some cases, and for certain systems to receive the proper GPS data, it
is best practice to enter a value of 1in this field or the matching rate value set
on the GPS receiver.

GPS Output
Hest IP Address 192168113104
Port 5555
Output Format TAIP w

Specify NMEA or TAIP output
MMEA, station code or TAIP ID 1755
TCPR/UDP UDp w

Use TCP connection to host or send UDP packets
Rate |

Optional rate limit in seconds

Add output
[ save & Appiy | - |

Figure 106 — GPS Output Configuration — Values for adding new output

o

Click on Save & Apply to confirm the GPS Output settings.

7. When changes have been completed, and to prevent any more setting
changes, click on the Logout button to exit out of Mission Control and be
taken back to the Log In page.

Note: Multiple outputs can be added and configured to transmit and share GPS data
to individual clients. This is helpful if you use distinct port numbers, etc. Just repeat
this process as needed. Otherwise, select Broadcast to LAN in the Host IP Address
drop-down menu to send GPS information to multiple hosts using the same port
number, etc. This is especially helpful when you do not know what |P address a
host(s) will get assigned from the DHCP server.

Note: There is a Delete button to the top right of the GPS Output. If the output is no
longer needed, click on the button to delete it followed by clicking on Save & Apply.
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315 WAN/LAN Port Mode

The AC-MegaFi 2 has two physical Ethernet ports. By default, the left port labeled
WAN/LAN2 is set to WAN mode. It can be set to function as a second LAN port if
desired. To change the port mode on this port, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the drop-down menu next to WAN/LAN Port Mode and select LAN.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Automatic v
LAN IP 192168131
|WAN/LAN Port Mode| WAN v

Update Firmware

Backup Existing Configuration LAN

Figure 107 — WAN/LAN Port Mode options
3. Click on Save & Apply to confirm the WAN/LAN Port Mode setting.

Note: The AC-MegaFi 2 is capable of receiving PoE (Power over Ethernet)
through the WAN/LAN2 port. Check the AC-MegaFi 2 User Manual for
specifications.

3.16 LCD Configuration
The AC-MegaFi 2 LCD display screen can be configured for the following settings:

Table 5 - LCD Screen Settings

Fixed and Mobile Kit MegaGo 2 LCD
LCD Setting LCD Settings LCD Settings Settings (Default)
(Default) .
- Other Options
Screen Orientation Portrait Landscape Landscape
Detail Level Full Minimal Full
Turn off screen after 600 Always On, Always On
(seconds) custom (-1 -
3600)
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Switch screen 15 1-60 15
information

(seconds)

Show Mission Disabled Enabled Disabled

Control Password
onthe Display

To make any changes to the LCD Display screen, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.

Admin Tools

System Settings

Primary SIM physical SIM ~
Physical SIM APN sslection Automatic ~
LAN IP 1921681131

WAN/LAN Port Mode
Update Firmware Upload Firmware
Backup Existing Configuration Save to File

Omit System Passwords

III.IIE
=
b4

Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files Save to Archive

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~

I Expert Configuration Expert Configurction

Reboot Reboot

(savo 5 Appiy | - JSave Reset]

Figure 108- System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.
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192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 109 — Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > Configuration > LCD Configuration.

LCD Configuration

Screen Orientation Portrait ~
Detail Level Full v
Turn off screen after (seconds) 600 -
Switch screen information (seconds) 15

Show Mission Control Password on the Display  Dizabled v

Figure 110 — LCD Configuration — default settings

5. For settings with a drop-down menu arrow, click the arrow and choose the
preferred setting.

e Screen Orientation - select from Portrait (default) or Landscape

e Detail Level - select from Full (default) or Minimal

e Turn off screen after (seconds) — select from 600 (default), Always on, or
enter a custom value in seconds between -1 and 3600.

¢ Show Mission Control Password on the Display — Beginning in firmware
release version 3.4.1, changing the default password enables this feature
and no longer displays the password on the display screen. Select from
Disabled (default) or Enabled to display the device password on the
display screen.

6. To modify Switch screen information (seconds), remove or delete the
previous setting (default is set to 15) and enter a new setting between 1and 60
in this field, and hit Enter. Otherwise, it will revert back to its default setting, or
pre-configured setting.

7. Click on Save & Apply to confirm the change(s).
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317 SNMP

Beginning with firmware release version 3.4.1, SNMP was implemented into Mission
Control. Though it is currently in an experimental feature. Please use this section
with caution. To configure SNMP settings, do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM ~
Automatic ~
1921681131

WAN ~

Upload Firmware

[ ]

30 seconds ~

I Expert Configuration

Expert Configuration

Reboot

[savo & Aoply | - JEISINEEES

Figure 111 - System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration

mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
WegaFi inoperative and require a factory reset. Please confirm you
want to proceed.

Figure 112 — Confirmation to Enter Expert Configuration mode
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4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to Network > SNMP.

Overview

Status

System
Network
Interfaces
Wireless
Routing

DHCP and DNS
SNMP
SQM QoS
Diagnostics

Firewall

Logout

Figure 113 — Navigation pane showing options available in Expert mode — Configuration

5. The following SNMP fields are available.

e Service Enabled - select from Disabled (default) or Enabled from the
drop-down menu

e User - the default username is “airgain123”. Change the username as
needed for your environment

e Authentication Protocol - select from SHA-512 (default), MD5, SHA-1, SHA-
224, SHA256, SHA-384 from the drop-down menu.

e Encryption Protocol - select from AES-256 (default), DES, AES-128, AES-
192

¢ Authentication Password - set to “authpassword123” by default. Change
the authentication password as needed for your environment.

e Encryption Password - set to “privpassword123” by default. Change the
encryption password as needed for your environment.

SNMP Settings (Experimental Feature)

Service Enabled Disabled A
User airgain123

Authentication Protocol SHA-512

Encryption Protocol AES-256

Authentication Password L eesessess
Encryption Password L eeeeessesses

[ove 5 aoply |- [ SoveResed

Figure 114 — SNMP Settings
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3.18 Client Isolation

Beginning with firmware release version 3.4.1, Client Isolation was implemented and
enabled by default on both the main LAN subnet and Guest SSIDs. This feature in
effect isolates client devices in which they cannot reach or commmunicate with each
other within their respective network. To disable Client isolation for the main LAN
subnet and let client devices reach or communicate with each other, do the
following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.

Admin Tools

System Settings

Primary SIM physical SIM A

Physical SIM APN selection Automatic ~

LAN IP 1921681131

WAN/LAN Port Mode WAN v

Update Firmware Upload Firmware

Backup Existing Configuration

Omit System Passwords O]

Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~
I Expert Configuration Expert Configuration

Reboot Reboot

| Save s Apply | - JiSave  Reset)

Figure 115 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.
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192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 116 — Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > Configuration.

Overview

Status
System
Router Password
Startup
Scheduled Tasks
{Configuration|
GPS Configuration
eSIM Manage
VPN Configuration
Remote Configuration

Network
Logout

Figure 117 — Navigation pane showing options available in Expert mode — Configuration

5. Select Disabled from the drop-down menu to Disable Client isolation.

Networking

Passthrough vs NAT (changing causes reboot)  NAT Mode
LAN IP Address 192168.113.1

|Client Isolation | Enabled

API Enabled
Disabled

MegaFi Reboot APl Enabled

Figure 118 — Client Isolation
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6. Click on Save & Apply at the bottom to confirm the change.

3.19 Failover Primary Connection

Failover Primmary Connection is set to WAN - Internet Connection by default. If you
have both a WAN and WWAN connection, the physical WAN connection will be the
preferred connection in this setting. If WAN connection is lost, the device will failover
to the WWAN interface or cellular modem connection (WWAN - Modem
Connection). With version 3.8.0, other settings were added to enhance Failover
connections.

If you prefer the WWAN interface to be your primary connection, do the following in
Mission Control:

Note: If you are only using the WWAN connection (most typical setup), there is no
configuration needed and this setting can be left at default setting.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.

Admin Tools

System Settings

Primary SIM physical SIM v

Physical SIM APN selection Automatic ~

LAN IP 1921681131

WAN/LAN Port Mode WAN v

Update Firmware Upload Firmware

Backup Existing Configuration

Omit System Passwords ]

Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~
I Expert Configuration Expert Configurction

Roboot

Save & Apply | ~ JiSave)

Figure 119 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 89
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.

Revised 07/02/26



Airgain)))

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you
want to proceed.

Figure 120 — Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > Configuration.

Overview

Status

System
Router Password
Startup
Scheduled Tasks

{Configuration|

GPS Configuration
eSIM Manage

VPN Configuration
Remote Configuration

Network
Logout

Figure 121 - Navigation pane showing options available in Expert mode — Configuration

5. Scroll down to Other section and select WWAN - Modem Connection from
the drop-down menu for Failover Primary Connection.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 90
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.

Revised 07/02/26



Airgain)))

Band Lock
Band1
Band 30

Maximize Band 14 usage

lFGilover Primary Connection l

Failover Switch Time (seconds)
dB Threshold as Failover Criteria
dB Threshold Value

dB Hysteresis Value

Sensors Temperature Unit

Restore Configuration

Purge &SIM profiles if Factory Defaults

Other
Hostname Airgain
Reboot Offline Time (minutes) Disabled

Default Band Configuration
Digsabled - Mobile applications
Enabled - Fixed applications
Disable

WAN - Internet Connection

WAN - Internet Connection

i de = 0

10
Digsabled
Fahrenheit

Factory Defaults

Figure 122 — Failover Primary Connection

6. Consider the following Failover feature enhancements and set them as
needed. These settings are as follows:

Table 6 - Failover Settings

Failover Setting

Failover Switch Time (seconds)

dB Threshold as Failover
Criteria

dB Threshold Value

dB Hysteresis Value

Default
setting

15

Disabled

-120

10

Range or Other
Options

Values between
5and180. Value
must be a
multiple of 5.

Enabled

Values between
-140 and -80

Values between
O and 40

Description

This is the amount of time the device
will wait before failing over after
detecting an interface failure. An
added amount of time can be
expected due to internal health-
polling checks that can vary between
5to 90 seconds.

If enabled, the following two dB
Threshold and Hysteresis values will
be considered.

This value is related to the modem
RSRP value. Where > -90 dB is
excellent and < -120 dB is poor.

This setting is to prevent rapid
switching (ping-pong) when the
signal level fluctuates around the
threshold value. Hysteresis adds

a margin (offset) so the UE doesn’t
react to tiny fluctuations near that
value.
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Figure 123 — Failover Switch Time and dB Threshold and Hysteresis Settings

7. Click on Save & Apply at the bottom to confirm the changes.

3.20 Network Scan

Other

Hostname Airgain

Reboot Offline Time (minutes) Disabled ~
Band Lock Default Band Configuration w
Band 1 Disabled - Mobile applications w
Band 30 Enabled - Fixed applications W
Maximize Band 14 usage Disakle hd
Failower Primary Connection WWAN - Modem Connection £
Failowver Switch Time (zeconds) 15

dB Threshold as Failover Criteria Disakbled hd
dB Threshold Value =120

dB Hysteresis Valus 10

The AC-MegaFi 2 is now capable of producing a manual scan list of available bands.

A Network Scan menu page has been added to Mission Control under Expert
Configuration / Status that enables the user to scan for available bands and export
the result. To produce a manual scan, do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.
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Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SiM

Automatic

1921681131

Upload Firmware

Save to File

Load File
Changs Password

Save to Archive

IIII .II |
=
z

Factory Defaults

30 seconds

I Expert Configuration Expert Configurction

Reboot Reboot

[savo 5 Apply | - SRS

Figure 124 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 125 — Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to Status > Network Scan.
5. Click on the Scan Now button to produce a list of available bands.
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Overview

S Network Scan

General
Routing
Firewall

System Log
Processes

Channel Analysis
Realtime Graphs
Modem Stotus

System
Network
Logout

Figure 126 — Network Scan

6. After the scan is complete, the results can be exported by clicking on the
Export Results.

Overview
- Network Scan
General
Routing m
Firewall
System Log 4G (LTE)
Processes EARFCN RXLEV MCC MNC CelllD CellStatus TAC PCI RSRP RSRQ BW
Channel Analysis 5330 -62 3 100 79474863 Suitable 33547 388 -9 -12 10
Realtime Graphs 700 -44 210 410 79474696 Suitable 23547 19 -75 -n 20
Modem Status 5110 -60 30 410 79474703 Suitable 33547 32 -83 -6 10
Network Scan 56686 -57 310 410 79474710 Suitable 33547 366 -9 -7 10
System 9820 -69 310 410 79474837 Suitable 33547 275 -92 -16 o
Network 66986 74 310 410 79474870 Suitable 33547 488  -98 -7 10
Logout 66536 -39 310 260 226809090 Suitable 12101 - -8 -9 20
669N -78 an 480 90670097 Suitable 13827 321 -104 -12 5
6681 -63 am 480 20734604 Suitable 13827 283 -102 -20 1B
1000 -52 m 480 00734606 Suitable 13827 283 -85 -16 10
686 -67 310 260 226808405 Suitable 12101 - -93 -12 5
5035 -61 310 260 226809365 Suitable 12101 426 -89 -14 5
875 -52 310 260 226809099 Suitable 12101 426 -86 -15 15
2560 -61 am 480 1393461 Suitable 13827 283 -93 -15 10

Figure 127 — Export Results

7. A csv file will be generated automatically saved to your local computer.
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= Autosave (@ off % scan_results_176774074... » Saved to this PC

File Home Insert Draw Page layout Formulas Data Review View Automate Help  Acrobat 7 Comments

General ~ [ Conditional Formatting ~ @

9 £ Format as Table Cells | Editing Add-ins

"
Paste Copilot Create

i Cell Styles ~ aPDF
Clipboard [P} E Alignment [ MNumber [ Styles Sensitivity Add-ins Adobe Ac.

POSSIBLE DATA LOSS Some features might be lost if you save this workbook in the comma-delimited [.csv) format. To preserve these features, save it in an

Excel file format. | Don't show again ‘ | Save As.

EARFCN .R)(LEV MCC MNC CelllD CellStatus TAC PCI RSRP RSRQ
5330 -62 313 100 79474863 Suitable 33547 388 -91 -12 10
700 -44 310 410 79474696 Suitable 33547 19 -75 -11 20
5110 -60 310 410 79474703 Suitable 33547 321 -83 -6 10
66686 -57 310 410 79474710 Suitable 33547 366 -91 -17 10
9820 -09 310 410 79474837 Suitable 33547 275 -92 -16 10
66986 -74 310 410 79474870 Suitable 33547 486 -96 -7 10
66536 -59 310 260 2.27E+08 Suitable 12101 -88 -9 20
66911 -78 311 480 90670097 Suitable 13827 321 -104 -12 3
66811 -63 311 480 90734604 Suitable 13827 283 -102 -20 15
1000 -52 311 480 90734606 Suitable 13827 283 -85 -16 10
68611 -67 310 260 2.27E+08 Suitable 12101 -93 -12 5
5035 -61 310 260 2.27E+08 Suitable 12101 426 -89 -14 5
875 -52 310 260 2.27E+08 Suitable 12101 426 -86 -15 15
2560 13934611 Suitable

scan_results_1767740741

Ready 5% Accessibility: Unavailable ] M ———+ 100

Figure 128 — scan results csv file

3.21 IPSec VPN

The AC-MegaFi 2 device can now serve as an endpoint for an IPSec VPN tunnel.
Within Mission Control, a VPN Configuration menu page has been added within
Expert Configuration. To configure a VPN tunnel, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.
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Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Automatic A
LAN IP 1921681131

WAN/LAN Port Mode ~

Update Firmware
Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Upload Firmware

Save to File

Load File
Changs Password

Save to Archive

IIII .II |
=
z

Factory Defaults

30 seconds

I Expert Configuration Expert Configuration .

Reboot Reboot

[savo 5 Apply | - SRS

Figure 129 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 130 — Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > VPN Configuration.
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Warning: You must specify at least one authentification method: PSK, EAP, or certificate

Warning: You must specify a server name

Overview
us VPN Configuration
System Set up the VPN server details and connection parameters
Router Password
Startup Server name
Scheduled Tasks VPN Type IKEV2 v
Configuration
GPS Configuration Client certificate E.
eSIM Manage GCA certificate Browse...
VPN Configuration
Network PSK (Pre-Shared Key) '
Logout
Username
Password .
Autostart VPN
[Sovo & Connoct | -

Figure 131 - VPN Configuration

Note: The warnings at the top will disappear as you configure and commit the
necessary parameters.

Note: Depending on the VPN Server setup, the following may or may not be needed
in order to configure the VPN tunnel and both sides should match up. Relevant
certificate files and parameters will be given to you by your VPN server
administrator.

e Server name — URL or IP address the VPN server (required)

¢ VPN Type - choose either IKEV1 or IKEV2 from the drop-down menu (required)

¢ Client certificate — browse your local computer to find and upload the file

e CA certificate - browse your local computer to find and upload the file

e PSK (Pre-Shared Key) - enter the pre-shared key (click on the asterisk icon to
the right to unhide the key)

e Username and Password - enter the username and password (click on the
asterisk icon to the right to unhide the password)

e Autostart VPN - check the box if the VPN tunnel should automatically start
upon reboot or restart

e Save & Connect or Apply unchecked - select Save & Connect to save the
configuration and connect right away or select Apply unchecked once to
pause full settings commit and press a second time to fully apply settings and
commit from the drop-down menu

e Save - save current settings but do not fully apply or confirm the settings

e Reset - clear settings that have not been applied

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 97
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.
Revised 07/02/26



Airgain)))

5. In the example below, the VPN server administrator configured the VPN
server such that the tunnel requires to be type IKEV2, both a client and CA
certificates is required, as well as a pre-shared key, and user account

credentials.
VPN Configuration
Set up the VPN server detailz ond connection parameters
Server name vpn.server.url
VPN Type IKEw2 v
Client certificate fetc/swanctl/x509/clientcrt
CA certificate fetc/swanctl/x509%:a/ca.crt
PSK (Pre-Shared Key) B
Username uger
Password PTTTrrr— n
Autostart VPN [ ]
Save & Connect -

Figure 132 — VPN Configuration - Settings

6. If Save & Connect is selected, the VPN tunnel will begin to connect and the
status of the connection will be shown at the top (VPN Status — either
Disconnected, Connecting to ... or Connected to ...).

VPN Configuration

Set up the YPN server details and connection parameters

| VPN Status Disconnected
Disconnect VPN

Figure 133 — VPN Status — Disconnected

VPN Configuration

Set up the VPN server details ond connection parameters

| VPN Status Connecting to vpn.strong N nextivity.cloud |
Digsconnect VPN

Figure 134 — VPN Status — Connecting to...

VPN Configuration
Set up the VPN server details and connection parameters
| VPN Status Connected to vpn.strong ¥.nextivity.cloud |
Disconnect VPN Disconnect

Figure 135 - VPN Status — Connected
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Note: If the connection is not successful, please contact your VPN server
administrator to confirm the certificates and settings.

7. Click the Disconnect button to stop and disconnect the VPN tunnel.

I Disconnect WPM

Figure 136 — Disconnect VPN

3.22 Modify Hostname

By default, the AC-MegaFi 2 device is configured with the hostname of Airgain. To

modify the hosthname, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM

Automatic

1921681131

Upload Firmware

Save to File

Load File
Change Password

Save to Archive

p
=

Factory Defaults

30 seconds

I Expert Configuration

Expert Configuration

Reboot

Reboot

(save 5 Appiy | - JSavelReset]

Figure 137 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration

mode. Click OK to continue.
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192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 138 — Confirmation to Enter Expert Configuration mode

4, The landing page is Status > General. The current Hostname of the device is
listed at the top.

General
» System
l Hostname Airgain I
hodel hMedioTek MT7951 RFE
Architecture ARMVE Processor rev 4
Target Platform mediatekfilogic
Firmware Version OpenWrt 23 05.5 r2106-10cc5fod00 / MegaFi 2 w3702
Kernel Version 515167
Local Time 2026-06-0118:52:11
Uptine 0Oh 4m 525
Load Averoge 060, 066, 0.535

Figure 139 — Status General - Hostname of the device

5. Now navigate to System > Configuration.

Overview

Status

System
Router Password
Startup
Scheduled Tasks
GPS Configuration
eSIM Manage
VPN Configuration
Remote Configuration

Network
Logout

Figure 140 — Navigation pane showing options available in Expert mode — Configuration
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6. Towards the bottom of this page, in the Other section, the current Hostname
configured is shown.

Other

IHostnu:lrne Airgain I
Reboot Offline Time (minutes) Disabled ~
Band Lock Default Band Configuration W
Band 1 Disabled - Mobile applicotions A
Band 30 Enabled - Fiked applications A
Maximize Band 14 usage Disable A
Failover Primary Connection WAN - Internet Connection A

Figure 141 - Other — Hostname

7. To change the Hostname of the device, type over the current hostname and
click on Save & Apply at the bottom.

Other

Hostname INewHosth:me I
Rebaoot Offline Time (minutes) Disabled w
Band Lock Defoult Band Configuration »
Band1 Disobled - Mabile applications w
Band 30 Enabled - Fixed applications A
Maximize Band 14 usage Dizabls A
Failover Primary Connection WAM - Internet Connection R

Figure 142 — Other - New Hostname

8. Navigate back to Status > General to verify the new hostname.

General
« System

Mode hMediaTek MT7981 RFB
Architecture ARMVE Processorrev 4
Target Platform mediatek/filogic
Firmware Version OpenWrt 23.05.5 r24106-10cc5fod00 / MegaFi 2 w3.70.21
Kernel Version 515187
Local Time 2026-06-01 19-05:26
Uptime Oh1Tim 7=
Load Average 075,052, 036

Figure 143 — Status General - New Hostname
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3.23 eSIM Configuration

Starting with firmware release version 3.6.0, eSIM will allow for dual network
registration for better connectivity and reliability. A WAN source and a valid eSIM
activation code will be needed to proceed. To enable this feature, do the following in
Mission Control.

Note: Up to 4 eSIM profiles can be configured and supported.

3.23.1.1 eSIM Manage

A WAN source connection will be required for eSIM configuration. If there is no
physical connection on the WAN port, there will be no IP address assigned, and the
RX and TX packet counters will not be actively incrementing or all zeroes as seen in
Mission Control under the Overview > Interfaces section.
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Modem Status

Cennecticn Mode 9G+
Home Network FirstMet
Current SIM in use physical SIM
Current APN in use firstnet-broadband
LTE 5G
Connection Status Connected Connected
Band 14 77
CID (Serving Cell ID) 79474863 79474863
PCI (Physical Cell ID) 388 35
Bandwidth 10 80
RSRP -91 -2
RSRQ -1 -18
RSS! -65 -93
TX Power 20 2
MIMO stotus 1x1-81SC 1x1-8I50
Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPv4 address MAC address Lease time remaining
LGgram 19216813173 00:24:98:20:4817 11h §9m 18s
LPORCHAS-LT 19216813140 BC:F4:D4:6F:D&:C1 11h 54m 413
Active DHCPv6 Leases
Host IPv6 address DuID Lease time remaining
There are no active leases
Interfaces
Type MAC RX X IPv4 IPvE
GUEST OB (0Pkts) OB (0Pkts)

69252 KB 5.36 MB
(4388 Pkts) (3054 Pkte)

[ WAN _ 34:BA9AC3:5D:D2 0B (0 Pkts) 0B (0 Pkis) I
WANE 34:BA9AC2:5D:D2 OB(0Pkts) OB (0 Pkts)

54927 KB 34554 KB
(2139 Pkte) (2581 Pkts)

LAN  34BASA.CZ:5D:DO 192168131/24  fdeoedSbiboh2:1/64

WWAN  2E:B1:25.77.E6:02 10.22119146/30  2600:382:3916:6f4a:68f2bdad:bde2:cdB5/64

Figure 144 — Interfaces — WAN Packet Counters at zero or not incrementing

1. Start by connecting a WAN source to the AC-MegaFi 2 WAN/LAN2 port. This is
required in order for the eSIM to download its profile. This will not work over a
cellular connection (WWAN). Establishing a physical WAN connection will
force a failover from WWAN to WAN, unless the device is already set to prefer
the WAN interface as its primary connection. You will notice that packets will
begin to increase along with an assigned IP address on the WAN interface.
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Modem Status
Connection Mode 1]
Home Network FirstMet
Current SIM in use physical SIM
Current APN in use firstnet-broadband
LTE 5G
Connection Status Connected Mot connected
Band 14
CID (Serving Cell ID) 79474863
PCI (Physical Cell ID) 388
Bandwidth 10
RSRP -90
RSRQ -10
RSSI -63
TX Power
MIMO stotus 1:1-8150 not_attach
Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPv4 address MAC address Lease time remaining
LGgram 19216813173 00:24:98:2D:48:17 1h 52m 23s
LPORCHAS-LT 192168113140 BC:F4:D4:6F-D8:C1 1h 48m 47s
Active DHCPv6 Leases
Host IPv6 address DuID Lease time remaining
There are no octive leases
Interfaces
Type MAC RX 1D, IPva IPvE
GUEST OB (0OPkts) OB(0Pkts)
B — 1.33 MB (7667 10.89 MB . i .
LAN 34:-BA-9A:C3:5D:DO Pkts) (8216 Pkts.) 1921681131/24  fdcocdbb:bSb2:1/64
B — 713 MB 44712 KB
WAN 34:BAGAC3:5D:D3 (49045 Pkts) (3056 Pkts) 17216.8168/22
DAGA RS 713 MB 44712 KB
WANE  S4.8A9ACSSDDS (49945 Pkts) (39586 Pkts.)
E— 625.85 KB 1.30 MB . ] . ] .
WWAN 2EB1:2577.E6:02 (2733 Dkts) (12255 Pkts) 1022119146/30 2600:382:3916:6f4a68f2-bdad b4e2:cdB85/64

Figure 145 — Interfaces - WAN Packet Counters incrementing with assigned IP address

2. In Mission Control, navigate to Overview > System Settings under Admin

Tools.

3. Click on the Expert Configuration button to enter Expert Configuration

mode.
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Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Automatic A
LAN IP 1921681131

WAN/LAN Port Mode ~

Update Firmware
Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Upload Firmware

Save to File

Load File
Changs Password

Save to Archive

IIII .II |
=
z

Factory Defaults

30 seconds

I Expert Configuration Expert Configuration .

Reboot Reboot

[savo 5 Apply | - SRS

Figure 146 — System Settings — Expert Configuration

4. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 147 — Confirmation to Enter Expert Configuration mode

want to proceed.

5. The left-pane menu exposes pages only available in Expert Configuration
mode. Navigate to System > eSIM Manage.
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Warning: To manage eSIM it is necessary to set 'eSIM' as Primary SIM e E——
| Dismiss |

Warning: To get profiles information it is necessary to set "eSIM" as Primary SIM

| Dismiss |

Overview

. eSIM Manage

System Currently Enabled Profile
Reouter Password
Startup There is no enabled profile
Scheduled Tasks
Configuration eSIM Profile List
GPS Configuration
There are no profiles
VPN Configuration
Remote Configuration

set €SIM as Primary SIM

Network
Logout

Figure 148 — eSIM Manage

Note: The warnings at the top will disappear as you configure and commit the
necessary parameters.

6. Click on the set eSIM as Primary SIM button and wait about a minute to allow
for the device to switch to eSIM. This may take a few minutes. The
informational message at the top will indicate Switching to eSIM... please
wait.

eSIM Manage

Currently Enabled Profile

There is no enabled profile

eSIM Profile List

There are no profiles

zet eSIM as Primary SiM

Figure 149 — eSIM Manage - set eSIM as Primary SIM

7. After the short wait, you will see that there is no enabled profile, no profiles
listed, and a new and third section to Add eSIM Profile.
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eSIM Manage

Currently Enabled Profile

I There is no enabled profile I

eSIM Profile List

I There are no profiles I

Add eSIM Profile

Activation Code ? | Enter activation code

Confirmation Code | ? | Opticnal - Enter confirmation code

Download eSIM Profile

Figure 150 — eSIM Manage — no enabled nor listed profile, with a section to Add eSIM Profile
Note: If after several minutes, you do not see the above, refresh the page.

Note: The cellular signal strength bars on the top right corner will disappear. This is
normal.

8. An eSIM Profile can be added by uploading a downloaded QR code or by
manually entering your eSIM Activation Code and Confirmation Code
(optional), then click on the Download eSIM profile button.

Note: You may have received some instructions from the eSIM vendor. Please
read and follow their instructions before proceeding with this step.

eSIM Manage

Currently Enabled Profile

There is no enabled profile

eSIM Profile List

There are no profiles

Add eSIM Profile

QR code upload

Activation Code ? |Enter activation code

Confirmation Code | ? | Optional - Enter confirmation code

| Download eSIM Profile

Figure 151 - Add eSIM Profile via QR code upload or manually
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8a. If a QR code was downloaded, click on QR code upload, navigate to the file
and follow the instructions to upload the Activation Code and the optional
Confirmation Code from the QR code file. Then skip to step 8c.

8b. If you prefer to manually enter the Activation Code and the optional
Confirmation Code, enter the codes, then go to step 8c.

Add eSIM Profile

QR code upload

Iﬁc‘timtion Code ? | LPA1$sm-v4-099-a-gtm.prgo-esim.com$S10D48988EDE5164FEFEFCFIES212E61 I

Confirmation Code | ? IOp‘.io*'cI - Enter confirmation code

Download eSIM Profile

Figure 152 — Add eSIM code manually — no Confirmation code used as it is optional

8c. Click on the Download eSIM Profile botton.

9. The eSIM profile begins to download and may take over 30 seconds to
complete. Do not perform any other actions during this time.

Download profile..

This operation will take over 30 seconde. Do not perform any other actions during this time.

Figure 153 - eSIM Manage — Downloading profile...

10. After the eSIM profile completes downloading, an informational message lets
you know the modem is rebooting... please wait.
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Info: modem is rebooting.-. please wait

| Dismiss

Overview
i O Leading view...
System

Router Password

Startup

Scheduled Tasks

Configuration

GPS Configuration

e5SIM Manage

PN Configuration

Network
Logout

Figure 154 — eSIM Manage — Info: modem is rebooting... please wait

After the modem completes rebooting, the new eSIM profile will appear as
Profile ID 1. Validate the eSIM ICCID with your eSIM provider. Notice that the
Profile Class is operational for this profile. The Profile Name may vary by
provider with an actual name, or it may be represented with the eSIM ICCID
number as shown in this example. Enter an optional nickname if the field
provided if you wish to keep track of multiple eSIM profiles.

eSIM Manage

Currently Enabled Profile

There is no enabled profile

eSIM Profile List

Profile ID 1

eSIM ICCID 890178MM0283070353N1

Profile Name 890178MM0283070353N1

Profile Nickname Optional - Enter profile custom name
Profile Class operational

Action et |

Add eSIM Profile

Activation Code 2 | Enter activation code

Confirmation Code | 2 | Optional - Enter confirmation code

Download eSIM Profile

Figure 155 — eSIM Manage — Completed eSIM Profile and operational

11. Next to Action, click on the Enable button for Profile ID 1 for your newly
downloaded eSIM profile.
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eSIM Manage

Currently Enabled Profile

There is no enabled profile

eSIM Profile List

Profile ID 1

eSIM ICCID 8901790M0282070353N1

Profile Name 8901790M0282070353N1

Profile Nickname Optional - Enter profile custom name
Profile Class operational

Action [ Enabie [ Delets

Add eSIM Profile

QR code upload

Activation Code ? | Enter activation code

Confirmation Code | 2 | Optional - Enter confirmation code

Download eSIM Profile

Figure 156 — eSIM Manage — Enable eSIM

12. Wait for about 10 seconds for the confirmation. Do not perform any other
actions during this time.

Enable profile...

This operation will take over 10 seconds. Do not perform any other actions during this time.

Figure 157 — eSIM Manage — Wait for eSIM Profile to enable

13. After the wait, the Currently Enabled Profile reflects the eSIM profile in use.
After about another minute, the cellular strength signal bars will come back,
and the ‘e’ symbol on the LCD display is illuminated, indicating the device is
eSIM ready.

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain, 110
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.
Revised 07/02/26



Airgain)))

Airgain))) Mission Control

Network Mode: NAT III
al

Overview
eSIM Manage
Status 9
System Currently Enabled Profile
Router Password
Startup Profile ID 1
Scheduled Tasks eSIM ICCID 89017901028907035371
Canfiguration Profile Name 89017901028907035371
EEE Szt Profile Nickname Optional - Enter profile custom name
e5IM Manage Profile CI " |
VPN Configuration rome lass epsrations
Remote Configuration Actian
BRI eSIM Profile List

Logout

There are no profiles

Add eSIM Profile

QR code upload

Activation Code ?

Confirmation Code | ?

Download eSIM Profile

Figure 158 — eSIM Manage — eSIM Profile in use

14. This process automatically configures the eSIM custom APN as shown in
Overview > Modem Status section and has made the eSIM the only SIM in
use over the physical SIM as shown further below under Admin Tools/System
Settings.

Modem Status

Connection Mode oG
Home Network ATT
Current SIM in use eSIM
Current APN in use internet

Figure 159 — Overview — Modem Status — eSIM custom APN

Admin Tools

System Settings

Primary SIk eSIM
e8IM APN selection Automatic
LAMIP 1921681131
WARN/LAM Port Mode WAN

Update Firmware

Backup Existing Configuration

Upload Firmware

Save to File

Figure 160 — Overview — Admin Tools — Primary SIM = eSIM, and set to automatic APN selection
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15. The WAN source can be disconnected, and internet connectivity will flow

through the eSIM.
16. In the Overview > Interfaces section, the IP address for the eSIM will be

displayed under the IPv4 WWAN interface.

Interfaces
Type  MAC RX 1S IPv4 IPvE
GUEST 0B (0 Pkts) 0B (0 Phkts.)

LAM 34BAQACIED:DO 417 MB (13917 Plts.) 2025 MB (19163 Pkts) 192168131/24 fdecocdSbbSb2:1/64
WAN 34BA9ACIED:D3 461 MB (168453 Pkis.) 4.65 MB (17323 Pkts)

WANG  34BAS9ACIED:D3 461 MB (168453 Pkts.) 4.65 MB (17323 Pkts.)

WWAN BECEADBDEBO1 14604 KB (792 Pkts) 23417KB (1632 Pkts)  100.76:15:193/30

Active Connections | 244 (15360 (1%)

Figure 161 — Interfaces - WWAN |P address

17. If you prefer to make the physical SIM the primary SIM and the eSIM the
standby SIM, do the following in Mission Control via Overview > Admin Tools.
Go to the Primary SIM drop-down menu and select Automatic from the list.

Admin Tools

Systemn Settings

Primary SIM eSIM "’l

=8I APM selection physical SIM

LAMNIP eSiM
WAN/LAM Port Mode

Updats Firmwars Upload Firmware
Backup Existing Configuration

Figure 162 - Admin Tools — Setting Primary SIM to Automatic

18. Hidden options will appear. Adjust the SIM settings as needed, otherwise the
default settings can be used as is.

Table 6 — SIM settings in Admin Tools

SIM Setting Default Other Options Description
setting
Primary SIM physical eSIM or Physical SIM — used when an eSIM is
SIM Automatic not in use.
eSIM — used when a physical SIM is
not in use.

Automatic — select for failover
between physical and eSIM
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Physical SIM APN selection or Automatic Custom - This field appears for Primary SIM set
eSIM APN selection When Custom to either physical SIM or eSIM.
is selected a Automatic — set when an eSIM profile
hidden field is enabled and auto-configures its
appears called APN.
Physical SIM Custom — can customize the APN
custom APN or when selected. The custom APN field
e5IM custom is otherwise hidden.
APN
Preferred SIM — normally Physical eSIM Select the preferred SIM
hidden until Primary SIM is set SIM
to Automatic
Switch after losing connection 60 15, 30, 90, 120 Select duration of time without
(seconds) — normally hidden connection before failover occurs
until Primary SIM is set to from the drop-down list
Automatic
Physical SIM APN selection — Automatic Custom Automatic — APN will automatically
normally hidden until Primary get configured
SIMis set to Automatic Custom - customize the APN
eSIM APN selection — normally Automatic Custom Automatic — APN will automatically

hidden until Primary SIM is set
to Automatic

get configured
Custom - customize the APN

This example shows the default settings when Automatic is selected for Primary

SIM :

Admin Tools

System Settings

Primary SIM Automatic
Preferred SIM physical SIM
Switch after losing connection (seconds) &0

Physical SIM AP selection
eSIM APN selection

Automatic

Automatic

< ¢ ¢ <|<

Figure 163 — Admin Tools — Primary SIM set to Automatic and default SIM settings

19. Click on Save & Apply at the bottom. The LCD display will indicate that the
physical SIM is now active with a ‘p’ on the top right corner, but it may take
Mission Control a few minutes to catch up and properly display this. After a
few minutes, check in Overview > Modem Status and validate which Current

SIM in use is physical SIM.
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Modem Status

Connection Mode oG+

Home Metwork ATT
ICurrerﬂ: SIM in use physioc:lSIMI
Current APN in use internet

Figure 164 — Modem Status — Current SIM in use

3.232 Disable and Delete eSIM Profile

If a currently enabled eSIM profile is no longer needed or you would like to use a
different profile, do the following in Mission Control to disable and/or delete it.

Disabling the eSIM profile keeps it on the device Profile List for later use, while
deleting the eSIM profile removes it from the Profile List.

Note: Deleting the eSIM profile will not remove it from the device's memory, and
currently it will automatically get added back to the Profile List after toggling the
Primary SIM between Physical and eSIM.

To Disable the eSIM Profile:

1. Navigate to the eSIM Manage page.

2. If the Primary SIM setting is set to Automatic as described above or set to
physical SIM, it is necessary to set eSIM as Primary SIM to manage eSIM
profiles. Click on set eSIM as Primary SIM to begin. The Info message reads:
Switching to eSIM... please wait. Allow a few minutes for the setting to take
place.

Woarning: To manage eSIM it is necessary to set 'eSIM' as Primary SIM

| Dismiss |

Overview
eSIM Manage
Status g
System Currently Enabled Profile
Router Password
Startup Profile ID 1
Scheduled Tasks eSIM ICCID 89017901028907035371
Configuration Profile Name 89017901028907035371
GPS Configuration Profile Nickname Optional - Enter profile custom name
e5IM Manage Brofile CI 4 |
VPN Conﬁgurg’tign ronile ass cperationa
e E eSIM Profile List
Network
Logout There are no profiles
set €SIM as Primary SIM

Figure 165 — eSIM Manage - set eSIM as Primary SIM

3. Select the Disable button next to Action of the Currently Enabled Profile.
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eSIM Manage

Currently Enabled Profile

Profile ID 1

eSIM ICCID 8901790102820703531

Profile Name 8901790102380703537

Profile Mickname Optional - Enter profile custom name
Profile Class operational

[

eSIM Profile List

There are no profiles

Add eSIM Profile

QR code upload

Activation Code 2 | Enter activation code

Confirmation Code | 9 | Optional - Enter confirmation code

Download eSIM Profile

Figure 166 — eSIM Manage — Disable Currently Enabled Profile

4. This action will take about 10 seconds to complete. If the MegaFi was currently
active on eSIM, failover to physical SIM will take longer. Once complete, the
eSIM profile is now under eSIM Profile List and it is ready to Enable or Delete
from here, or you may enable another eSIM profile and keep this for later use.

This operation will take about 10 seconds. Please wait...

Figure 167 — Disable Currently Enabled Profile — allow 10 seconds
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eSIM Manage

Currently Enabled Profile

There is no enabled profile

eSIM Profile List

Profile ID 1

eSIM ICCID 890M78M02820703537

Profile Name 89M79MM0O2830703531N

Profile Nickname Optional - Enter profile custom name
Profile Class operational

Acton

Add eSIM Profile

QR code upload

Activation Code ? | Enter activation code

Confirmation Code | 2 | Optional - Enter confirmation code

Download e5IM Profile

Figure 168 — Disabled eSIM Profile in List
To Delete the eSIM Profile:

5. If you want to delete the eSIM profile from the eSIM Profile List, select Delete.

Important: An active internet connection is required to notify the eSIM
management server. Otherwise, the eSIM may become unrecoverable or non-
downloadable again. This is best accomplished with an Internet source
connected to the WAN interface.

Note: Deleting the eSIM profile only deletes it from the eSIM Profile List. The
eSIM profile will still be intact within memory of the device.
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eSIM Manage

Currently Enabled Profile

There is no enabled profile

eSIM Profile List

Profile ID

esSIM ICCID
Profile Name
Profile Nickname
Profile Clozs

Action

1
8901790M028907035371
890179M02890703537

Optional - Enter profile custom name

operational

o J ot

Add eSIM Profile

Activation Code

QR code upload

2 | Enter activation code

Confirmation Code | 2 | Optional - Enter confirmation code

Download e5IM Profile

Figure 169 — Delete

eSIM Profile

192.168.113.1 says

Deleting the eSIM profile requires an active internet connection to
notify the e3IM management server.

If the device is offline, the deletion will only occur locally

and the operator may still treat the profile as active,

In this case the profile may not be recoverable or downloadable again.

Do you really want to delete profile 17

Figure 170 — Delete

6. This action will take about 10 seconds to complete. Do not perform any other

actions d

eSIM Profile Warning

uring this time.

This cperation will take over 10 seconds. Do not perform any other actions during this time.

Figure 171 - Delete eSIM Profile — allow 10 seconds
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3233 Purge eSIM Profile

In case a MegaFi is repurposed or needs to be returned for repair or replacement,
and the user wants to completely erase all data as well as any eSIM profile(s) data, a
simple factory reset will not remove eSIM profile data as it will be kept in memory. To
completely erase eSIM profile data, a user will need to first enable Purge eSIM
profiles..., then follow through with a factory reset. Do the following in Mission
Control to accomplish this.

Note: Proceed with purge of eSIM profiles with caution. Purging the eSIM profile
requires an active internet connection to notify the eSIM management server. If the
device is offline, the purge will only occur locally, and the operator may still treat the
profile as active. In this case the profile may not be recoverable or downloadable
again.

1. Connect a WAN source to the WAN port of the MegaFi device. A purge of the
eSIM profile requires this.

2. Login to Mission Control and navigate to Expert Configurations > System >
eSIM Manage.

3. Locate the target eSIM profile and select Disable.

4. Now select the Delete button next to the target eSIM profile.

5. Navigate to System > Configuration.

6. Under the Other section, select Enabled from the drop-down menu for the

Purge eSIM profiles if Factory Defaults setting.
Other
Hostname Airgain
Reboot Offline Time (minutes) Dizabled W
Band Lock Defoult Band Configuration w
Band 1 Dizsabled - Mobile cpplicotions w
Band 30 Enabled - Fixed applications W
Maximize Band 14 usage Disable hd
Failowver Primary Connection WAN - Internet Connection w
Failowver Switch Time (zeconds) 15
dB Threshold as Foilover Criteria Erakbled hd
dB Threshold Valus -120
dB Hysteresis Values 10
“F‘urge eSIM profiles if Factory Def‘c:ultsl Disabled w

Senszors Temperature Unit Disabled
Restore Configuration
Build Information

Figure 172 — eSIM Profile Purge setting

7. Click Save & Apply at the bottom.
8. Make sure the MegaFi has a WAN internet source connected.
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9. Right under Purge eSIM profiles if Factory Defaults, click on the Factory
Defaults button next to Restore Configuration and confirm by clicking on OK
on the popup box to proceed with this action.

Other

Hostname Ajrgain

Reboot Offline Time (minutes) Dizakbled w
Band Lock Default Band Configuration W
Band 1 Disabled - Mobile opplications N
Band 30 Enabled - Fixed applications W
Maximize Band 14 usage Dizable b
Failover Primary Connection WAM - Internet Connection w
Failover Switch Time (seconds) 15

dB Threshold as Failover Criteria Ernabled L
dB Threshold Valus =120

dB Hysteresis Value 10

Purge e8IM profiles if Factory Defoults Disabled £
Senszors Temperature Unit Fahrenheit b
Restore Configuration Factory Defaults .

Build Information

Figure 173 — Restore Configuration — Factory Defaults button

10. After the device boots up, check the eSIM Manage page.

1. Click on set eSIM as Primary SIM and verify that no eSIM profiles exist within
this page after the action is completed.

12. Check back in System > Configuration > Other and confirm that the Purge
eSIM profiles if Factory Default = Disabled (default setting).

3.24 Download Troubleshooting Files

A feature was added to the Admin Tools area where a collection of troubleshooting
files can be downloaded from the MegaFi. A tarball file is created and this can then
be easily forwarded to the Airgain support team for further analysis. Do the following
in Mission Control to download this file.

1. In Mission Control, navigate to Overview > System Settings under Admin
Tools.
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Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File

Change Password

physical SiM

Automatic
1921681131
WAN

Upload Firmware
a

Load File
Changs Password

I Download Troubleshooting Files

Save to Archive

Factory Defaults
Vehicle Shutdown Delay

Factory Defaults

30 seconds

Expert Configuration Expert Configurction
Reboot

[savo 5 Apply | - SRS

Figure 174 — System Settings — Expert Configuration

2. Click on Save to Archive next to Download Troubleshooting Files to
download the collection of files.

3. Look in the Downloads folder of your computer. The file will be called
troubleshooting.files.tar.gz.

3.25 Firewall

While in NAT mode, the Firewall of the AC-MegaFi 2 device is active and blocks
unsolicited incoming connections from the WWAN/WAN interfaces unless you
explicitly allow them.

There are two methods in which you can allow incoming connections through the
Firewall, either by a Port Forward or a Traffic Rule. Depending on the need, a Port
Forward allows specific traffic from the WWAN/WAN to LAN and translate it to an
internal host. A Traffic Rule allows, blocks, or redirects traffic without doing NAT. Do
the following in Mission Control to create a Port Forward or Traffic Rule.

The typical caveats for implementing these rules are the following:

1. The AC-MegaFi 2 device is in NAT mode
2. The AC-MegaFi 2 device has a SIM card with a static and or public IP
address
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3.251Port Forward

A Port Forward creates a NAT rule that takes traffic arriving on the WAN interface
and forwards it to a device inside your LAN. To create a Port Forward rule, do the

following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM v
Automatic ~
1921681131

Upload Firmware

Save to File

Load File

Change Password

p
=

Save to Archive
Factory Defaults

30 seconds v

I Expert Configuration

Expert Configuration

Reboot

Reboot

(savo 5 Appiy | - JSavel Reset]

Figure 175 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration

mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you
want to proceed.
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Figure 176 — Confirmation to Enter Expert Configuration mode

4. Navigate to Network > Firewall. The landing page is General Settings. Select

Port Forwards at the top.

Firewall - Zone Settings

General Settings I Port Forwcrdsl Traffic Rules MNAT Rules IP Sets

General Settings

The firewall creates zones over your network interfaces to control network traffic flow.

Enable SYN-flood protection
Drop invalid packets
Input

Output

Forward

Routing/NAT Offloadi

ng

accept
accept
reject

<

Software flow offloading

Zones
Zone = Forwardings
lan = wan swvpn
wan = REJECT
guest = wan

swvpn = lan

Add

Input
accept
reject
reject

accept

Experimental feature. Not fully compatible with QoS5/SQM.

Software based offloading for routing/NAT

Output
accept
accept
accept

accept

Forward
accept
reject
reject

accept

Masquerading

BENED

. L= | Edit] Doleto

BN

: BEnE

[save s Appiy | - JEHEINRSESH

Figure 177 — Firewall — General Settings

5. Click the Add button to add a Port Forward rule.

Firewall - Port Forw

ards

General Settings Port Forwards Traffic Rules NAT Rules

IP Sets

private LAN.

Port Forwards

=

Name Match

Action

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the

Enable

This section contains no values yet

[sovo 5 nvply | - ] Save | Reset]
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Figure 178 — Firewall — Port Forwards Add

6.

Within General Settings of the Port Forwards pop-up window the following
options are available:

Name - name of the Port Forward rule

Restrict to address family — options are automatic (default), IPv4 only, IPv6
only

Protocol - options are Any, TCP, UDP, ICMP, and custom. Both TCP and
UDP are selected by default

Source zone - options are guest, lan, swvpn, wan (wan, wan6, wwan); wan
is selected by default

External port — enter the port number or range of port numbers expected
Destination zone - options are unspecified, guest, lan (default), swvpn,
wan (wan, wano, wwan)

Internal IP address — select any or the desired destination device by
internal IP address, MAC address or hostname from the drop-down menu.
There is an option to enter a custom value as well.

¢ Internal port — enter the expected port number or port number range or
redirect to a different port number on the internal host

Firewall - Port Forwards - Unnamed forward

General Settings © Advanced Settings

Name
Restrict to address family
Protocol

Source zone

External port

Destination zone

Internal IP address

Internal port

Unnamed forward

automatic v
TCP ubpP v
wan [wcm: ;:_.IWDHGJ ;f_'Iwwcm: "L] v

Match incoming traffic directed at the given destination port or port range on
this host

lan|lan: 82/ v

any M

Redirect matched incoming traffic to the specified internal host

any

Redirect matched incoming traffic to the given port on the internal host

Figure 179 — Firewall — Port Forwards General Settings

7. In the following example, we created a Port Forward rule to allow an incoming
RDP (Remote Desktop Protocol) connection, which uses the TCP protocol, to a
specific PC computer on the LAN using the typical RDP port of 3389. We
match the external and internal port to 3389 as it will not change.
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General Settings Advanced Settings

Name Allow-RDP-Hostname

Restrict to address family automatic v

Protocol TCP M

Source zone Vﬂ'l(wcm: ;::IWUHGJ "_'ZIwwcm: ‘L.] v

External port 3389
Match incoming traffic directed at the given destination port or port range on
this host

Destination zone lan | lan: 37 v

Internal IP address 192168113134 (LPORCHAS-LT.Ian) M

Redirect matched incoming traffic to the specified internal host
Internal port 3389

Redirect matched incoming traffic to the given port on the internal host

Figure 180 - Firewall — Port Forwards RDP example

8. Click on Save then Save & Apply on the main Firewall - Port Forwards page.

9. Aremote user should now be able to successfully connect to the local PC
computer via an RDP connection. In the RDP connection image example
below, the user is entering the public-static IP address of the AC-MegaFi 2
device which comes from the SIM card.

B Remote Desktop Connection = x

| Remote Desktop
»¢ Connection

Computer: | [EAEEIFAIAN v

Usermame: Mone specified

You will be asked for credentials when you connect.

(= Show Options Help

Figure 181 — Remote user preparing an RDP connection

3252 Traffic Rule

A Traffic Rule simply allows, blocks or redirects traffic between firewall zones. For
example, is the IPSec VPN endpoint and we need to create a traffic rule to ensure
VPN traffic can pass through NAT. NAT-T or NAT-Traversal protocols UDP port 4500
and UDP port 500 will need to be allowed inbound. We'll show how to create one of
these rules. The other rule can be similarly created using the other port number.
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1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration

mode.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM
Automatic

192168113,

Upload Firmware

Save to File

Load File

I.Ilé
=
z

Change Password

Save to Archive

Factory Defaults

30 seconds

IExper't Configuration

Expert Configuration

Reboot

Reboot

(savo 5 Appiy | - JSave R Resst]

Figure 182 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration

mode. Click OK to continue.

192.168.113.1 says

want to proceed.

The Expert configuration section contains items that may render the
WegaFi inoperative and require a factory reset. Please confirm you

Figure 183 — Confirmation to Enter Expert Configuration mode

4. Navigate to Network > Firewall. The landing page is General Settings. Select

Traffic Rules at the top.
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General Settings Port Forwards | Traffic Rules| NAT Rules IP Sets

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings

Enable SYN-flood protection [ ]

Drop invalid packets

Input accept v
Output accept ~
Forward reject -

Routing/NAT Offloading

Experimental feature. Not fully compatible with QoS/SQM.

Software flow offloading
Software based offloading for routing/NAT
Zones

Zone = Forwardings Input Output Forward Masquerading

lan = wan swvpn accept ~ qaccept v accept v E
wan = | REJECT reject ~ accept + reject v @ E
guest = wan reject v accept v reject v E
swvpn = lan accept v accept ~ accept ~ (B E

Add

 save s Apply | - JiSave i Reset)

Figure 184 — Firewall — General Settings

5. A predefined set of Traffic Rules are already configured by default. Scroll to the
bottom and click on the Add button to add a new Traffic Rule.
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General Settings  Port Forwards | Traffic Rules § MAT Rules  |P Sats

Firewall - Traffic Rules

Troffic rules define policies for pockets traveling between different zones, for excmple to reject troffic between certoin

hosts or to open WAN portz on the router.

Traffic Rules

Nome

Allow-DHCP-Renaw

Allow-Ping

Allow-IGMP

Allow-DHCPwE

Allow-MLD

Allow-1CWPvE-Input

Allow-1CWMPvE-Forward

Allow-IPEec-ESP

Allow-I1SAKMP

Support-UDP-Trocerouts

Allow-Remote-HTTPS

Allow-DOME-guest

Allow-DHCP-gusst

Allow-NAT-T

]

Match

Incoming iPvd, protocol LUDP

From _

To | this device |, port 68

Inzoming iPwd, protocol ICME

From _

To | this dovice

Incoming P, protocol GME

From [wan

To | this dovice

Incoming Pvé. protocol LUDP

From [wan

To | this dewice |, port 546

Incoming Pve. protocol ICMP

From :_ﬂ:. P fag 010

To | this dovice

Incoming Pve. protocol ICMP

From [wan)

To | this dovice

Limit matching to 1000 paockete per second
Forwarded IPv6, protocol ICMEP

From _

To | any zone

Limit matching to 1000 paockete per second
Forwaorded iPwd ond [PvE protocol IPSEC-ESP

From == Accept forward

To lan

Forwarded IPw4 ond [PvE protocol UDP
From |wan

To lan , port 500

Incoming iPvd, protocol LUDP

From |wan|

To | this device |, port 33434-33689

Incoming (Pv4 and IPvE protocol TP
From _

To | this dovice |, port 443

Incoming (Pv4 and IPvE protocol TOR UDP
From guest

To | this device |, port 53

Incoming iPvd, protocol LUDP

From guest

Tor | this devace |, port 67

Forwarded Pwd and [Pv8. protocol UDP
From [wan

To lan , port 4500

Figure 185 - Firewall - General Settings
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6. Within General Settings of Traffic Rules pop-up window the following options

are available:

¢ Name - name of the Traffic Rule
¢ Protocol - options are Any, TCP, UDP, ICMP, IGMP, IPSEC-ESP, and

custom. Both TCP and UDP are selected by default

e Source zone - options are Device(output), Any zone(forward), guest, lan,
swvpn, wan (wan, wan6, wwan); Device(output) is selected by default
e Source address — choose from the drop-down menu or enter a custom IP

address

e Source port - enter a source port number

e Output zone - options are Any zone (default), guest, lan, swvpn, wan

(wan, wanb, wwan); Any zone is selected by default

e Destination address - choose from the drop-down menu or enter a

custom IP address

e Destination port — enter a source port number

e Action - options are accept (default), drop, reject, don’t track, assign
conntrack helper, apply firewall mark, XOR firewall mark, DSCP

classification

Firewall - Traffic Rules - Unnamed rule

General Settings Advanced Settings Time Restrictions

Name
Protocol

Scource zone
Source address

Source port

Output zone
Dsstination address

Destination port

Action

Unnamed rule
TCP
Deviceloutput)
--addIP-- -
any

Any zone
—addIP-- -
any

accept

UDP

Figure 186 — Firewall — Traffic Rules General Settings

7. In the following example, we created a Traffic Rule to allow or accept inbound
NAT-T traffic on port 4500, which uses the UDP protocol, to the LAN zone.
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General Settings Advanced Settings Time Restrictions

Name Allow-NAT-T

Protocol UDP .
Source zone m(qu:z_.lwmsl [ wwan: Lu] v
Source address ——addIP-—- ~

Source port any

Destination zone - \ITJ)'\ .
Destination address —addIP-—- ~

Destination port 4500]

Action accept ~

Figure 187 — Firewall — Traffic Rules NAT-T (port 4500) example

8. Click on Save then Save & Apply on the main Firewall - Traffic Rules page.
9. Following the same steps, create another Traffic Rule for port 500, only
change the name and this will complete what is needed for NAT-T.

3.26 Firewall Diagnostics

Firewall Diagnostics can be used to help troubleshoot blocked traffic that is
expected inbound through the MegakFi firewall. Turn this feature on for the selected
duration to help analyze this traffic that is not normally recorded in the system log.
Do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.
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Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Automatic A
LAN IP 1921681131

WAN/LAN Port Mode WWAN hd
Update Firmware

Backup Existing Configuration

Omit System Passwords []

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 seconds ~

I Expert Configuration Expert Configuration .

Reboot Reboot

[savo 5 Apply | - SRS

Figure 188 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to procead.

Figure 189 — Confirmation to Enter Expert Configuration mode

4. Navigate to Status > Firewall Diagnostics.
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Firewall Diagnostics
Temporary logging of blocked traffic

Duration: 1 minute

Legging is disabled

No blocked events logged yet.

Figure 190 - Firewall Diagnostics

5. Select the duration from the drop-down menu from the 1, 3, 5, 10, 15, or 30
minutes.

Firewall Diagnostics
Temporary logging of blocked traffic

Duration: 1minute

1 minute

Logging is

3 minutes

5 minutes

10 minutes

No blocke

15 minutes

30 minutes

Figure 191 - Firewall Diagnostics — Duration options

6. Then click on Start Logging to start. A timer will commence and start to

count down. Press Stop Logging to prematurely stop the action. Induce
perceived incoming traffic during this time frame to see any blocked traffic.

Firewall Diagnostics

Temporary logging of blocked traffic
Duration: 1minute

Active, will stop in O min 58 sec
Stop Logging

No blocked events logged yet.

Figure 192 - Firewall Diagnostics — Count down timer and Stop Logging — no blocked events

7. If there are any blocked events, the blocked events will be displayed below
under Recently Blocked Events as well as in the System Log.
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Firewall Diagnostics

Temporary logging of blocked traffic
Duration: 1minute ~

Logging is disabled

Stc

oggin

Recently Blocked Events

Count | Zone | Source | Destination { Proto | Action Suggestion |

5 wwan0  23117.226127:3015 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwan0  23117.226127:3016 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwan0  23117.226127:3017 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
S5 wwanQ  23117.226127:3031 107.89.21.27:443 TCP REJECT Allow incoming TCP port 443
S5 wwanQ  23117.226127:3033 107.89.21.27:443 TCP REJECT Allow incoming TCP port 443
S5 wwanQ  23117.226127:3050 107.89.21.27:443 TCP REJECT Allow incoming TCP port 443
5 wwan0  23117.226127:3052 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwan0  23117.226127:3066 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwan0  23117.226127:3067 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443

Figure 193 — Firewall Diagnostics — Recently Blocked events

8. Navigate to Status > System Log and scroll all the way down the System Log

to review any rejected entries.

FriFeb 13 21:21:35 2026 user.info : luci: accepted login en / for root from 192.168.113.134
user_natice firevall_debug: Cron job added for stop 3t 21:27

kermel: [ 3s4.213083 Wan dn: IN-sand OUT- MAC-86:33:49:03:62:ad:02:50: £1:00:00:00:08:00 SAC-23.117.226.127 0ST-187.89.21.27 LEN-52 10S-0x08 TTL-112 10-5145 OF PROTO-TCP SPT-3015 OPT-443 WINDOW-6SS35 AES-0Y00 SV LRGP-0
358233483 Teusiand OUT- MAC-88:aa: 00:00:00:08:00 SAC-23.117.226,127 DST-107.85.21.27 LEN-52 T05-0x08 TTL-112 105146 DF SPT-3816 DPT-443 WINDW-G5535 AES-0x00
358474078 Thewand DUTs MAC 00:05:80:08: 00 SAC:23.117.226,127 DSTal 127 LENe52 T05a0x08 TTLa112 105147 OF SPTa3817 DPTedd] WINDOWSG5535 RESs@xd0
358836954 Theiacan® OUT= PAC=66: 88 SRC-23.117.226.127 DST-187.89.21.27 LEN=52 T0S=6x85 TTL-112 10-5149 OF SPT=3816 DPT=443 WINDOW-65535 RES~Gxd8
358587382 Ihesseang D57-187 127 LEN=52 ToS~gxea -1z oF SPT=3815 OFT-d43 RES-Ex9é
359147956 © Diewwand OUT= W D5T-107.88.21.27 TTL112 10- oF SPT=3017 OFT RES-2:00
359.551771] TNews38 OUT= MACa56 00:00:00: 0% D5T-107 a7 TTL-112 oF SPT=1016 DPT-443 RES-0300

00:00:00:05:
00:00:08

o57-107
os1-107

27 112

112

oF 10 SPT-3015 OPT=443

SPT-3017 OPT-44:

RES=0400
RES-axe

3:00:00:90: 04 0s1-107 TTL-112 o TCP SPT-3016 OPT. RES-000
00:00:80: 04 DsTa187 TTLat12 oF SPTa3815 DPTedd3 RES=000
#0,09:80:83 7 D5T-1 M=tz oF SPT=3617 DPT=dd3 RES =526

7 D5T-187. -1 SPT-3816 OPT-443

Ds1-107 TTL-112 oF SPT=3015 OFT-d43 RES-gue
09:00:00: 03 D5T-107 TTL-112 oF SPT=3017 RES-2x00
0574107 112 o SPT=3031 RES=000

00:00:00: 03

: 112
TiL-112
TMLat12
TTLa112
112
112
TTLe112
TTLe112
-1z
-1z

P spT-3033
sp1-3a31
P SPTa3033
SpT=3031
SPT-3833
SPT-3031
P SPT.3023

os1-107
DsT-107
D5Ta187

00:08: 00
00109:80: 83
3

HINDOW-65535
WINDOW-65535 RES=8:08
WINDOW=65535 RES=0700
WINDD-55535 RES-0x88
INDOW-6S535 RAES=0u00

3:00:00:00:08

o TTL112 o <pT-3052 3 WINDOK-BS535 RES-0mb0
368, 847707 TTLa112 oF ] WINDOW=65535 RESs0x00
368.206716 -1 oF SPT=3852 WINDOH=65535 RES~x86

368536985

TL-112 WINDCW-G5535 RES=Ex08

368958476 112 oF SPT-3052 3 WINDOK-GS525 RES-8x80
369, 890777 09:00:00:03 TiLe112 oF TCP SPT=3050 DFTedd3 WINDOW-65535 RES-0x00
369911164 00:00:00:05: 0 TP-132 T o SPT=3052 DPT~443 WINDOW=55535 RES=0100
370560079 0a:00:00: 05 112 o P SPT-3050 OPT-443 WINDOW-55535 RES-oxB0

oa:00:00: 04
00:00:80: 04

00109:80:83
.

TTL-112
TTLat12

o
oF

SpT-3052 OPT
SPT21066 DPTedd] WINDOWSG5535 RESs0n00
=112 oF SPT=3067 DPTedd3 WINDOW=G5535 RESe@x00
-2 oF SPT=3866 DPT-443 WINDOW-G5535 RES~GxB8
TTL-112 10-5183 OF PROTO-TCP SPT-3867 OFT-443 WINDOW-GS535 RES-8xoé

370087979
371485937
a1 sessn:
7168578
372.140073 )

s0:F: SRC-23.117.226.127 D51-187.89,

LEN-52 T0S~8x08

s

00:00:00:05:00 SRC=23,117.226.127 DST-107.89.21.27 LEN=52 T05~0x08

TTL=112 105164 OF PROTOSTCP SPT=J066 DPT=443 WINDOW=65535 RES=GY00 SYN LSGP=0
o

3306 100 SAC-23.117.226.127 27 LEN=52 T05-0x08 TPL-112 10-5 SPT-3067 DPT-443 WINDIM-55535 RES-GKBO SYN URGP=0
372_g0t4s ‘0 SRC-23.117.226.127 27 LEN-52 105-0x08 P TPL-122 105188 SPT-3086 DPT-443 WINDM-BS535 AES-ORDO SYH LRGP0
373, 005478 180 SRC23.117.226.127 DST-107.89,21.27 LEN-52 T05-0x08 TTL-112 105187 SPT-1067 DPT-d43 WINDOW-BSE35 AES=0xbD SYH LACP-O

100 SRC23.117.226,127 B9,21.27 LEWe52 T0Se0x08 P 68 TTLa112 1D=5188
SRC-23.117.226.127 DST=187.89.21.27 LEN~52 T0S~6x83 PREC-BxEd TTL-112 ID=5189

SPTa3066 DPTedd3 WINDOW=GS535 RES=OxBD SYH URGPd
SPT=3867 DPT-443 WINDIW-GS535 RES~BrBB SYH LRGP=8

vs 1 input overrun(s)
1 dsbug: Stopping firewsll debug logging

e firevall debug: Dissbled log on Zone 'lan’ (section Firewall.gione(a))

& firewall debug: Dizsbled log on zone ‘wan’ (section Firewall gzons(1])
ice firewsll debug: Dizshled log on zone ‘guast’ (section firewsll guest)
_natice Firewall debug: Disshled log on zene "5 (sectian fireuall.zane_suvpn)
2026 user.natice firevall debug: Firewall reloaded successfully after stop

Fri Feb 13 21:27:00

Figure 194 — System Log - Blocked events

In the example above, the rejected or blocked events were blocked at the
wwanO interface and destined to IP address 107.89.21.27 on port 443 using TCP
protocol. The source of this traffic was noted as coming from an IP address of
23.117.226.127.
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This type of traffic is typical of an incoming HTTPS remote access request to
the destined device. The suggestion is given as to Allow incoming TCP port
443, but only do so if you trust the source.

Hint: There is a predefined Traffic Rule to Allow-Remote-HTTPS in the MegaFi
Firewall — Traffic Rules table that is set to Reject. The rule can easily be
modified to Accept by unchecking the box next to Reject input and Save &
Apply.

Allow-Remote-HTTPS Incoming IPv4 and IPvE, protocol TCP

From 8 i @] B EDET

To | this device |, port 443

Figure 195 — Firewall Traffic Rules — Allow-Remote-HTTPS

3.27 Smart Queue Management (SQM QoS)

Bufferbloat is most evident when a connection is heavily loaded with downloads or
uploads. This causes increased latency (ping), resulting in poor performance for
realtime tasks like VolP, Wi-Fi calling, video chat, lag in online gaming, and generally
Mmakes the internet less responsive. This latency can be mitigated with SQM.

This can be implemented in Mission Control as follows.

Preparation: Measure Your Current Speed and Latency

Before you can optimize your network, you need to test its initial state.

To maximize performance most modern devices will benefit from enabling
Packet Steering (all CPUs) under Network > Interfaces > Global network
options.

When your internet is unused run a speed test at Waveform, Speedtest, Libre
QOS or Cloudflare. This is to determine your peak download/upload speeds,
latency, and grade your bufferbloat. Where applicable save the results so that
you can more easily carry out before/after comparisons.

To help to eliminate network bottlenecks, you may wish to use more than one
speedtest app.

Ensure that your local network, system and web browser are otherwise lightly
loaded or preferably completely idle.

If you are using this OpenWrt device as an Extender, Repeater, or Bridge, test
your upstream router (OpenWrt or otherwise) and determine if an issue is
present there first.
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e Ifyou are on a wireless AP, test your upstream router separately. If your AP wifi
driver supports AQL limits (e.g. mt76 does) adjust/reduce those separately to

improve wifi latency.

—

Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM
Automatic

1921881131

Upload Firmware

Save to File

Load File
Change Password

Save to Archive

I
=z

Factory Defaults

30 seconds

IExper't Configuration Expert Configuration

Reboot

Reboot

[savo s Apply | - JECISINEEE

Figure 196 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed,

Figure 197 — Confirmation to Enter Expert Configuration mode

Specifications are subject to change without notice. Copyright © 2026 All Rights Reserved. Registered Trademarks TM Airgain,
Inc. Airgain, AirgainConnect, NimbelLink, and their associated logos are trademarks or registered trademarks of Airgain, Inc.

Revised 07/02/26

134


https://openwrt.org/docs/guide-user/network/wifi/wifiextenders/bridgedap
https://openwrt.org/docs/techref/driver.wlan/mt76

Airgain)))

4. Navigate to Network > SQM QoS

5. In the Basic Settings tab:

o

o

o

Check the Enable box

Set the Interface to your internet (WAN, WWAN, etc) link in the
dropdown. Check Network - Interfaces if you need to determine

your WAN port.

Enter your Download and Upload speeds to 90% of the results you

tested during Preparation.

6. In the Queue Discipline tab:

o

@)

@)

Choose cake as the Queueing Discipline (or fq_codel)

Choose piece_of_cake.qos as the Queue Setup Script

Advanced Configuration may be left unchecked

7. In the Link Layer Adaptation tab, select your link type and overhead (setting
mMpu is optional):

o

VDSL - choose Ethernet, and set overhead 34 (or 26 if you're not using
PPPoOE) (mpu 68). If the link is 100 Mbps Ethernet set overhead 42 (mpu
84).

DSL of any other type - choose ATM, and set overhead 44 (mpu 96).

DOCSIS Cable - choose Ethernet, and for rates < 760 Mbps set overhead
22 (mpu 64), for rates >= 760 Mbps set overhead 42 (mpu 84).

Fiber - choose Ethernet, and set overhead 44 (mpu 84).
Ethernet - choose Ethernet, and set overhead 44 (mpu 84).

If you are unsure, it's better to overestimate, choose Ethernet, and set
overhead 44 (mpu 96).

8. Click Save & Apply.

Done! You can confirm results by re-running the speedtest. Any increased ping
during download/uploads will now be minimal.

3.28 Time Zone

By default the MegaFi is set to UTC. The UTC time zone is replicated in System Logs,
and MegaPortal timestamps.

Do the following in Mission Control to change the Time Zone.
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1.

Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.

Admin Tools

System Settings

Primary SIM physical SIM
Physical SIM APN selection Automatic
LAN IP 1921681131
WAN/LAN Port Mode WAN

Update Firmware
Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Upload Firmware

Load File
Change Password
Save to Archive

Factory Defaults

30 seconds

I Expert Configuration

Reboot

Expert Configuration
Savo & Apply | -+ | Save

Figure 198 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

want to proceed.

192.168.113.1 says

The Expert configuration section contains items that may render the
WegaFi inoperative and require a factory reset. Please confirm you

Figure 199 — Confirmation to Enter Expert Configuration mode

4. Navigate to System > Configuration > Time Zone

Time Zone

Timezone Default / UTC (UTC+00:00)

Figure 200 — Time Zone setting
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5. Choose the preferred time zone from the drop-down menu.

Time Zone
Timezone Default / UTC (UTC+00:00) v
Other America [ Lima (UTC-05:00) -
Hostname America / Los Angeles (UTC-08:00 / DST)
Reboot Offline Time (minutes) America / Lower Princes (UTC-04:00)
Band Lock America [ Maceio (UTC-03:00)
Band 1 o
America [ Managua (UTC-08:00)
Band 30 _
Maximize Band 14 usage America [ Manaus (UTC-04:00)
Failover Primary Connection America [ Marigot (UTC-04:00) .
Failowver Switch Time (seconds) America [ Martinique (UTC-04:00)

dB Threshold as Failover Criteria
dB Threshold Value

America / Maotamoros (UTC-06:00 / DST)

A ica / Mazaotl UTC-07:00
dB Hysteresis Value merica / Mazatlan ( )

Purge eSIM profiles if Factory Defaults America / Menomines (UTC-06:00 / DST)

Sensors Temperature Unit America / Merida (UTC-06:00)
Restore Configuration

Build Information

America / Metlokotla (UTC-09:00 / DST)

America / Mexico City (UTC-08:00)

Firmware Version: v3.7.8.22 America [ Miguelon (UTC-02:00 / DET)
Target beard: Megari_2 _
America [ Moncton (UTGC-04:00 / DST)
America [ Monterrey (UTC-08:00)
America [ Montevideo (UTC-03:00)

America / Montserrat (UTC-04:00)

America / Nossau (UTC-05:00 / DST) v

A

[ Save & Aoply | - | Save | eset!

Figure 201 - Time Zone setting menu

6. Click on Save & Apply to commit the new time zone.

3.29 API Configuration

In the API Configuration section, there are three options that can be
enabled/disabled. These APIs allow external systems to use https to gather modem
status, reboot, or power cycle the MegaFi.

= MegaFi Reboot API Enabled: Disabled by default
 Modem power Cycle API Enabled: Disabled by default
 Modem Status API Enabled: Disabled by default
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1. Navigate to Overview > System Settings under Admin Tools.
2. Click on the Expert Configuration button to enter Expert Configuration
mode.

Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Omit System Passwords

Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM

Automatic
1921681131
WAN

Upload Firmware

Load File
Change Password
Save to Archive

Factory Defaults

30 seconds

I Expert Configuration

Reboot

Expert Configuration

[avo 5 Appi | - SIS

Figure 202 — System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration
mode. Click OK to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
WegaFi inoperative and require a factory reset. Please confirm you

Figure 203 — Confirmation to Enter Expert Configuration mode

want to proceed.

4. Navigate to System > Configuration > API Configuration
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API

MegaFi Reboot APl Enabled Disabled
Modem Power Cycle API Enabled Disabled
Modem Status AP Enabled Disabled

Figure 204 — API Configuration

5.

6.

Click on the dropdown for the setting you wish to change and select the
required option of Enabled or Disabled.
Click on Save & Apply to confirm the change.

Once the desired API has been enabled, append the appropriate string to the
end of the AC-MegaFi 2's url on a web browser as follows.

o [cgi-bin/actions/reboot - will reboot AC-MegaFi 2 and power cycle the
modem

o [cgi-bin/actions/power-cycle — will power cycle the modem
o [cgi-bin/actions/modem-status — will return modem status as json
Example: To get modem status with the default AC-MegaFi 2 IP address:

o Open a web browser and enter the following url: https://192.168.113.1/cqi-
bin/actions/modem-status
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w1 ))) 192.168.113.1/cgi-binfactions/mo: X o

frretty-print (]

d

"time": 1781846586,
"status": [
{
"name": "Sn_s",
"wvalue™: "258382000825",
"lastChange": "",
"lastUpdate": "1781@4s581"

"name": "Sw\ersion_s",
"wvalue™: " w3.7.8.22",

"lastChange": P
"lastUpdate": "178@960688"

"name": "SystemMams_s",
"wvalue™: "MegaFi_2",
"lastChange™: ""
"lastUpdate”: "178@96060E"

"name™: "HostMame s",
"value™: "Airgain”,
"lastChange™: ""
"lastUpdate”: "17B@968608"

"name": "UpTime i",
"value™: "85943",

"lastChange": P
"lastUpdate”: "1781846587"

"name": "StatusTime_i",
"walue™: "1781846586",
"lastChange": "",
"lastUpdate™: "1781846506"

"name": "PdpIpAddr_s",
"wvalue™: "18.113.78.199%",
"lastChange™: ™"
"lastUpdate": "178184658&6"

"name": "ModemMacAddr_s",
"walue™: "36:FE:@@:33:4D:62",

"lastChange": P
"lastUpdate”: "178184658&6"

"name": "WWanTxBytes i",
"yalus™: "2375R3IAGA".

C M (EEEEENEY Hitps://192.168.113.1/cgi-bin/actions

/modem-status

Figure 205 - Modem Status
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4 Customer Support

For any questions, please contact Airgain Support:
connectivity.support@airgain.com.
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