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Introduction » Objectives

1| Introduction

The purpose of this manual is to assist the user in operating the SHIELD MegaFi 2 wireless
WAN HPUE router. This manual will help the user configure and operate the device using the
device’s Mission Control software.

® For assistance in implementing or installing the MegaFi 2 device, please refer to
the separate MegaFi 2 User Manual.

2 Note: All images used in this document are used only for displaying examples of
configurations and may not reflect the users’ current device.

1.1 Objectives
The objectives of this document are:

= to describe the software environment and basic understanding of interacting and
configuring MegaFi 2 for your use.

= to provide the necessary information to understand the device and the options available in
the MegaFi 2; and

= to support implementing the necessary configuration for your communications
environment and for your continued use.

= This document expects the user to have basic computer skills and to be familiar with
using and navigating with a web browser, to be knowledgeable in networking concepts,
and to be able to configure a traditional wired or wireless router for their communications
environment.

1.2 Conventions
This document follows certain typographic conventions, outlined below:
Bold

Is used for directories, filenames, commands, and options. All terms shown in bold are typed
literally.

Bold Italic
Is used to show generic arguments and options; these should be replaced with user-supplied
values.

Italic
Is used to highlight comments in examples.

Constant Width
Is used to show the contents of files or the output from commands.
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1.3 Related Documents

The MegaFi 2 User Manual: htips://nextivityinc.com/wp-
content/uploads/2024/01/SHIELD-MegaFi 2-User-Manual.pdf

The MegaPortal User Manual: https://go.nextivityinc.com/shield-megaportal-
manual

For other MegaFi 2 documentation, please go to
https://nextivityinc.com/products/shield-MegaFi-2-hpue/



https://nextivityinc.com/wp-content/uploads/2024/01/SHIELD-MegaFi-User-Guide.pdf
https://nextivityinc.com/wp-content/uploads/2024/01/SHIELD-MegaFi-User-Guide.pdf
https://go.nextivityinc.com/shield-megaportal-guide
https://go.nextivityinc.com/shield-megaportal-guide
https://nextivityinc.com/products/shield-MegaFi-2-hpue/

1.4 Abbreviations and Acronyms

Introduction » Abbreviations and Acronyms

The following table provides a list of abbreviations and acronyms that are referenced
throughout this manual.

APN

DHCP

DNS

DDNS

GNSS

GPS

HTTPS

ICCID

ICMP

IGMP

IMEI

IMSI

IP

IPSEC

LAN

LTE

MAC address

MCBV

Access Point Name

Dynamic Host Configuration
Protocol

Domain Name System
Dynamic Domain Name System

Global Navigation Satellite
System

Global Positioning System

Hypertext Transfer Protocol
Secure

Integrated Circuit Card Identifier

Internet Control Message
Protocol

Internet Group Management
Protocol

International Mobile Equipment
Identity

International Mobile Subscriber
Identity

Internet Protocol

Internet Protocol Security
Local Area Network
Long-Term Evolution

Media Access Control address

Modem Configuration Band
Values

XNEXTIVITY

NTPD

PD

PID

PIN

Ping

PoE

PPP

PPPOE

RA

SIM

SLAAC

SSH

SSID

STP

TAIP

TFTP

UbDP

uTC

Network Time Protocol Daemon

Prefix Delegation

Process Identification Number

Personal Identification Number

Packet Internet Groper

Power over Ethernet

Point-to-Point Protocol

Point-to-Point Protocol over
Ethernet

Route Advertisement

Subscriber Identity Module

Stateless Address Auto
Configuration

Secure Shell

Service Set Identifier

Spanning Tree Protocol

Trimble ASCII Interface Protocol

Trivial File Transfer Protocol

User Datagram Protocol

Coordinated Universal Time



MCLBV

MTU

NAT

NDP Proxy

Modem Configuration LTE Band
Values

Maximum Transmission Unit

Network Address Translation

Neighbor Discovery Protocol
Proxy

uuibD

VLAN

VPN

HPUE

Introduction » Abbreviations and Acronyms

Universally Unique Identifier

Virtual LAN

Virtual Private Network

High Power User Equipment

Table 1: Abbreviations and Acronyms



Introduction » About OpenWRT and Mission Control

1.5 About OpenWRT and Mission Control

The OpenWRT software that the MegaFi 2 system uses is an open-source project that provides
a full-featured operating system for embedded devices. Nextivity's implementation of OpenWRT
LuCl—the dashboard that allows you to configure and manage the MegaFi 2 suite of software
and devices from a single computer—is known as Mission Control.

1.6 About this Document

This document is in 4 parts: part 1 is the Introduction, part 2 is Mission Control, part 3 Basic
Configuration Settings and part 4 (forthcoming) is Expert Configuration Settings.

You are currently in the introduction. Part 2, Mission Control, provides information on accessing,
navigating, and working within the system, including how to save your work. We cannot
emphasize enough how important it is that you understand how to navigate and work within the
system, as it is a new experience for many. Indeed, if this is your first time using this document
and/or accessing the dashboard, we recommend reading it in its entirety and reaching out with
any questions.

Part 3 is Basic Configuration Settings. Most users can simply use this section to complete the
most frequent and basic configuration settings such as password, Wi-Fi, firmware updates,
APN, IP address and others.

Part 4 (forthcoming) is Expert Configuration Settings. This is where you will view and manage
your device at a more advanced level. The user can schedule tasks, configure interfaces, set
firewall rules, etc.

1.7 Support
Nextivity's support desk is always ready to help you with any support issues or requests. If you

encounter any problems, need clarification, or have feedback, recommendations, or
suggestions, please contact us at support@nextivityinc.com.

For additional assistance: +1 (858) 485-9442 OPTION 1
Support Business Hours: 6:00 AM - 5:00 PM PST

We look forward to being of service.


mailto:support@nextivityinc.com




2 | Misson Control

Mission Control is the built-in web interface that provides information about the SHIELD
MegaFi 2 router and allows the user to configure settings to their preferences. All
configuration and management are done via your workstation or laptop computer’s web
browser, and you will need to be locally connected to the device via Ethernet to a LAN
port, or by utilizing its Wi-Fi capability in the admin dashboard. Remote access to
Mission Control is also possible through MegaPortal. Please refer to the MegaPortal
Manual for guidance on remote access to Mission Control.
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Misson Control » Accessing Mission Control via Ethernet Connection

2.1 Accessing Mission Control via Ethernet Connection

To access Mission Control, you will need both your admin password and the default factory
LAN IP, 192.168.113.1. The password is printed on the label on the bottom of your MegaFi 2 or
on the LCD display screen.

2 Note: Use the defined password and/or IP address if it has been changed for your
environment.

2 Note: Beginning in firmware release version 3.4.1, once the default password is
changed, the password will no longer be displayed on the display screen. To re-
enable this device password to be displayed back on the display screen, go to
section 3.16 LCD Configuration for details.

1. Connect an Ethernet cable between your workstation computer or laptop and LAN port 1 on
the MegaFi 2.

2. Open a web browser to the following URL address: https://192.168.113.1

3. The first time you try to connect to MegaFi 2, a connection warning screen will display as
shown below. Accept the connection warning by clicking on Advanced.

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.113.1 (for example, passwords,
messages. or credit cards).

MET:ERR_CERT_AUTHORITY_INVALID

ﬁ' Advanced m

Figure 1: MegaFi 2 connection warning screen

4. A second warning screen will be displayed as shown below. Click on Continue to
192.168.113.1 (unsafe) link to proceed.

XNEXTIVITY o


https://192.168.113.1/

Misson Control » Accessing Mission Control via Ethernet Connection

Your connection isn't private

Attackers might be trying to steal your information from 192.168.113.1 (for example, passwords,

messages, or credit cards),

Hide advanced Go back

This server couldn’t prove that it's 192.168.113.1; its security certificate is not trusted by
your computer’s operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection

Continue 0 192.168.113.1 (unsafe

Figure 2: MegaFi 2 connection warning — second screen

5. The MegaFi 2's Mission Control GUI login page will now be displayed.

5a. Enter the password as found on the bottom label or on the LCD display screen of the
MegaFi 2 on the Mission Control login page.

2 Note: The username always defaults to admin.

5b. Click Login to proceed.

Mission Control

Current Status
Connected Signal Strength Band Access Point Name WAN IP Address Local IP Address
—
— 10.83.3038 192168131
1 4 —
FirstNet (Excellent) firstnet-broadband
Login
Please enter your username and passwaord
Uszername admin
Password |

Figure 3: Mission Control Log-In screen

NEXTIVITY



Misson Control » Accessing Mission Control via Ethernet Connection

6. When logging in for the first time, the EULA (End User License Agreement) will be displayed.

7. Fill out the requested information and click Accept to continue.

End Usar Licaence Agreamant

Nextivity Inc. (“Nextivity”) =
End User License Agreement ["ELILA") l

Varsion Date: Juby 25, 2023

B ACCIFTIMG THES DULA, [ITHER BY INDICATING YOUIR ACCDFTANCE, B [XICLTING & QUOTE OR DRDIRING [QIAPMINT OR SIEVICIS DISTCTLY WITH US OR THEOLGH AN
AFPROVID NEXTTVITY [HETESLITOR OF RISCLLIR (WOWEWER TITLED, EIFDERED TD HDRTIN AS AN “OADIRC), OR 07 DOWYNLQADING, INSTALLING ANDJOR UTILTING ANV OF THE
SEMNCES (DEFRED BELOW], YOU AGEREE TO THE TERAY AND CONDIMONE OF THIS ELULA. THE BULA B A LEGRLLY BaMDaNG CONTRACT BETWEEN YOU AND NEXTPATY AND $ETS
FOETH THE TERANS THAT GOVERN THE LICENSES MOWVIDED TO YOU HEREUNDER. IF 7O ARE ENTERING INTO TH: EULA ON BEHALF OF A COMPANT OR OTHER LECAL ENTITY, FOU
EEPBESENT THAT YOU HAVE THE AUTHOSITY TO SIND JUCH ENTITY TO THIS EURLA. ANY CHAMGES, ADDITIONS OR DELETIONS BY POU TO THIS EULA WILL NOT BE ADCEPTED AND
WWILL NOT B & PART OF THIS ELILA. IF YOU DD NOT AGREE TiD THIS EUSLA, YOU MIUST NOT DOWRLOAD, INSTALL, OF LISE THE SERVICES

This Restivity Bad User License Agreement ["EULAT) i3 betwees Meaivity (o0 “we™ or "us”) and the wher [MUser” o "Vou™ or "Your™] of the Servoes, oe cefined bebow: This EUILA sples 1o
o e of
(b} S Nty equipmend | auipment ).
[} e Mty on-premies, instaled softuses that inftialion snd erables the [ougment [Minetalled Softwe |
(3} e Moty consdhbaried softwnne Tt aliows Sou o ranage and corfiune Your Eguieret ["Coud Soltware ™.
4} ®he writhen and vitusl maberisl Moty sy rovide b sid Yeu in Your ute of the Eguipment, nstalled Software bed Coud Lofvwars (Dotumentation”]; asd
S ey tening of Sport ol perlonmed, sither semately o I pbaon, by Moty [“luppert’]. The intalled Softwade and Coud Toltwice may be refbired to togethe & the
“Saliwae " The Softeare, Bouipment, Documentation and Supaon may be refered G0 Colectvely it the “Senvioes.” This EULA aleo in0orporabes 3y EQupmentaperig
bErmS ERE iy 800N 10 the Equapement vou sogune [Sepplements] Termwi )

Seqtion 1. Usieg the Servioes
1.3 Ukenes snd Right 1o Use. Rasthity grants B & nos-aachehon, non-trasshrable, son-jublicensabble, rivocably () Koanie 1o use tha iagtalled Softwars: () fght 55 use the Clowd
Softvnne; dnd |2} right 50 use the Documentstion solily in conmchion with Your uis of the Sofwere sad Equipment, sech b3 scquired from: NexSvity o 80 sepnved reseller o
dighribetzr of Maxtvity [“Approved Provides"), solily far Your intemal butiness porpoiet dering the Usspe Trm (i defined in Section 18 Balowl. subject % the berma of this
EULS and the spplcwble Orser joollectvely, the "Usage Rights”]. Restvity reserves ol rights, tike, sad imerest in aad 10 the Services, iscluting o relted mteSootusl prosenty
Fighas, Sulbjet B0 the Rmited Fighs expreialy granted hereusder -
Flrst Moame
Laost Noms
Company (optional)
Phorne (optional)

E-Mail

Figure 4: Nextivity, Inc. End User License Agreement screen

8. Also, as part of first-time login to MegaFi 2, the user will be required to change the default
login password.

8a. Proceed to change the default password to a ‘Strong’ password in the Password field.

2 Note: The device will not accept weak passwords. Password must meet the
following requirements: a minimum length of 10 characters and a randomized
complexity of lowercase letters, uppercase letters, and numbers.

8b. Confirm the new password in the Confirmation field, then click on Save.

DO NEXTIVITY 10
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Misson Control

Mission Control

Accessing Mission Control via Ethernet Connection

Network Mode: NAT IllII

Overview

Status

System
Router Possword
Startup
Scheduled Tosks
Configuration
GPS Configuration
eSIM Manage
VPN Configuration

Network

Logout

Router Password SSH Access SSH-Keys

Router Password

Changes the administ accessing the device
Paossword sreesnases
Confirmation srensnnnee

Possword strength: Strong

Figure 5: Change Router Password screen

9. The user will now be redirected to Mission Control’s Overview page.

I nExTIVITY

Mission Control

Network Mode: MAT III
ul

Overview
Device
Networking
DHCP Leazes
Interfoces
Systermn Settings
Logout

Refreshing

Overview
Device
Model SHIELD MegaFi 2
Serial Number 250601000632
IMEI 358172301083678

Phone Mumber 858.014.8261

ICCID (1M} 880M003330143879860
ESIMID 88040032000001000000212886270921
Uptime 1d 20h 2rm 50

Cloud Connection Stotus
Z18.75 MB (742319 Pkta)

138 GB (1627490 Pkea)
74.46 MiB [ 235.02 MIB (3132)
0.000000,0.000000

T Bytes (since last power cycle)
R Bytes (gince lost power cycle)
Memary Used

Location (Lat,Lon)

Modem Status

Connected (7/24/2025, 10:4410 AM)

Connection Mode 5=

Home Metwork

rrent SIM in use

Current APN in use firstnet-broodband

LTE

Connection Status Connected
Band 14
CID (Serving Cell IT) 72474263

Cl (Physical Cell ID) 388
Bandwidth 10
RERP -28
RSRQ -8
RESI -60
TH Power o
MIMO stotus Aed-MIMOD

Networking

G

Mot connected

not_attach

DHCP Leases

Active DHCPv4 Leases

Hostname IPv4 address MAC address

Lease time remaining

Figure 6: Mission Control — Overview page

10. First-time router configuration is now complete!

NEXTIVITY
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Misson Control » Initial Connection to MegaFi 2 via Wi-Fi

2.2 Initial Connection to MegaFi 2 via Wi-Fi

To access Mission Control, you will need both your admin password, and the default factory
LAN IP, 192.168.113.1. The password is printed on the label on the bottom of your MegaFi 2 or
on the LCD display screen.

Notes:

2 Use the defined password and/or IP address if it has been changed for your
environment.

2 The example shown below was accomplished using a Windows (10/11) PC. The
steps should be similar using a different OS.

2 Handheld devices can automatically connect to MegaFi 2's Wi-Fi by scanning the QR

code from the LCD Display screen, but it may become difficult to configure certain
settings. Therefore, it is highly recommended to configure settings using a computer
workstation or laptop.

To connect to MegaFi 2 via Wi-Fi using a PC:

1.

2.

3.

Go into your PC’'s Network & internet > Wi-Fi settings to add a new Wi-Fi connection.

Select your MegaFi 2 device by looking for its default SSID under Show available networks
by selecting it. The default SSID and its password are printed on the device's label located
underneath the device or it can be found on the LCD display screen.

Network & internet > Wi-Fi

B WiFi on @D

Show available networks #

be 4

Midway-550
megafi-002229

megafi-002104

d &) &) &)

megafi-002455

&)

megafi-228015

)

megafi-23A006

&)

megafi-23401

Figure 7: Windows network & internet window showing list of available Wi-Fi networks

The Connect automatically box may or may not be checked by default. Select as desired
then click on Connect.

I NEXTIVITY 12
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Ty megafi-002229

B connect automatically

Connect

Figure 8: Wi-Fi Network Connection — Connect automatically option

4. Enter the network security key (default SSID password), then click on Next.

Ty megan-002229

ErAber 19 ditinds K SeOUrly kiy

LR L LT L LY

Mext Cancel

Figure 9: Wi-Fi Network Connection — Enter network security key

5. If the connection is successful, it will say Connected, secured.

B megafi-002229 o

Disconrect

Figure 10: Wi-Fi Network Connection — Successful connection

6. Open a web browser to the following URL address: hitps://192.168.113.1

7. The first time you try to connect to MegaFi 2, a connection warning screen will display as
shown below. Accept the connection warning by clicking on Advanced.


https://192.168.113.1/

Misson Control » Initial Connection to MegaFi 2 via Wi-Fi

Your connection isn't private

Attackers might be trying to steal your information from 192.168.113.1 (for example. passwords,
messages. or credit cards).

NET-ERR_CERT_AUTHORITY_INVALID

ﬁ Advanced m

Figure 11: Warning message — Connection not private

8. A second warning screen will be displayed as shown below. Click on Continue to
192.168.113.1 (unsafe) link to proceed.

Your connection isn't private

Attackers might be trying to steal your information from 192.168.113.1 (for example, passwords.
messages, or credit cards),

MET=ERA_CERT_AUTHORITY INVALID

Hide advanced

This server couldn’t prove that it’s 192.168.113.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

ﬁ Continue to 192.168.113.1 {unsafe)

Figure 12: Warning message — Continue to IP address



Misson Control » Initial Connection to MegaFi 2 via Wi-Fi

9. The MegaFi 2’'s Mission Control GUI login page will now be displayed.

9a. Enter the password as found on the bottom label or on the LCD display of the MegaFi 2
on the Mission Control login page.

2 Note: The username always defaults to admin.

9b. Click Login to proceed.

Mission Control

Current Status

Connected Signal Strength Band Access Point Name WAN IP Address Local IP Address
—
— 10.83.3038 192168131
1 4 —
FirstNet (Excellent) firstnet-broadband
Login

Please enter your username and password

Uszername admin

Password |

Figure 13: Mission Control — Log In page

10. When logging in for the first time, the EULA (End User License Agreement) will be displayed.

10a. Fill out the requested information and click Accept to continue.

NEXTIVITY
15



Misson Control » Initial Connection to MegaFi 2 via Wi-Fi

End Usar Licence Agreament

Newtivity Inc., (“Mextivity™) =
End User License Agreement ["ELILA") I

Versson Date: Juby 35, 2023

B ACCIPTING THES DULA, [ITHIS BY INDICATING YOLIR ACCDPTANCE, BY [XICUTING A GUOTE OF DSDIRING [OUSRMINT OR SISVCTS DELCTLY WITH US OR THEDUSH AN
APPROAID HENTTVTY DESTESBLITOR 0 BISELLIR (HORVIVER TITLID, SIPESSE0 TO HOSEIN AS AN “DROER}, OR BV DOWHRLOADING, INSTALLING AND/OR UTIZING ANV OF THE
SERVICES (DEFINID BELONW ), YOU AGEEE TO THE TESAY, ANMD CONDITIONS OF THIS LA THES EULA 5 A LEGALLY BNDING CONTRALT SETWEELN YOU AND NEXTIVITY ANMD SETS
FOETH THE TERARLS THAT GOVERN THE LICENSES FROVIDED 70 YOU HEREUNMDER. IF POU ARE ENTERING INTO THES TUALA DM BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, FOU
EEPREIENT THAT YOU HAVE THE ALITHORITY TO BIND SUCH ENTTTY TO THIS TULA. ANY CHANGES, ADDHTIONS DR DELETIONS BY PO TO THIS EULA WILL NOT BE ALCEPTED AND
WWILL NOT BE & PART OF THIS ELILA. IF YOU DD NOT AGREE TO THIS. EULA, ViOU MUST NOT DOWRLOAD, INSTALL, OF LISE THE SERVICES

Thiss Meativity Eved Uber License Agreement ["EULAT) & betveees Neatity (o0 “we™ of "us"| and the wer ["User” oo “Vou™ of “Your ] of the Servives, 55 tefned beloes This ELLA oples i
o e of
[E} S Mty pguipmand | Tauipment” |
(3} Fe Bheety on-premies, intaled softwacs that inalos sndl erabies the [aupment [installed Softwsse |
(3} e ety it buiried setvare Tt altn Wou ' ranage and covdure Wour Bauerret O St |
(8} the writhen and vitull Matenak Mexhoty Sdy rovide 15 B Yoy i Teur ue of Bhe Egupment, nfteled Software sod Coud Sofware (Documentition”]; asd
(5} ey bR 6F Wope Wi pedanmed, ether sermotely o iF peeion, by Moty (Suppent] The inttalled Sofwae and Coud Soltwice may be refivred o Iopether i the
“Saplrire "~ The Softenre, EiaiDement, DaCumentsnion snd SUDSon miy be refered 10 Cobettvely 85 the “Servioes.” This BULL BHeo iniar porsbes 5y EROment30e0ha
bErmS R sy B0 0 the Eguapement vou SChune [ Sepplements] Terme )

dertion 1. Usieg the Senioey
1.1 Lkenss sad Right to Use. MexBuity prank B & not-aachaiig, non-triadhrable, son-sublicensable, rreccabl o) Ienis 10 uis B eatalled Softwant: (5) right 1o use the Cloud
Salewinn; and fe) ight 8o uie the Digumentstion soligly in cornechion with Your i of the Sofwane sad Equicment, sich s scquired From NexBvity o 80 spproved redsller o
dittribeaton of NaxSvity [“Approwed Providier™), solely for Your internal butineds purpoies dering the Usspe Term (i defined in SecBion 18 Balowl. iubject to the Rermi of this
EULA andl e paplaable Seder joollectovely, the "Uage Kighis") Meatwty seterees ol dighis, Dile, bod imteredt in and 10 the Serviced, inddudng ol related wvielerusl peogsmry
righas, suljen to Bhe lievited rights exprestly grasted eneusder L
First Mo
Lost Mams
Company (optional)
Phone (optional)

E-Mail

Figure 14: Nextivity, Inc. End-User License Agreement (EULA)

11. Also, as part of first-time login to MegaFi 2, the user will be required to change the default
login password.

11a. Proceed to change the default password to a ‘Strong’ password in the Password field.
2 Note: The device will not accept weak passwords. Password must meet the

following requirements: a minimum length of 10 characters and a randomized
complexity of lowercase letters, uppercase letters, and numbers.

12. Confirm the new password in the Confirmation field, then click on Save.

XNEXTIVITY 16
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Misson Control

Mission Control

Initial Connection to MegaFi 2 via Wi-Fi

MNetwork Mode: NAT IIIII

Overview

Status

System
Router Password
Startup
Scheduled Tasks
Configuration
GPS Configuration
eSIM Manage
VPN Configuration

Network
Logout

Router Password SSH Access SSH-Keys

Router Password

Changes the administr:

Password

Confirmation

Figure 15: Change Router Password screen

13. The user will now be re-directed to Mission Control’s Overview page.

XNEXTIVITY

Mission Control

Network Mode: MAT III
ul

Overview
Device
Networking

DHCP Leazes

Interfaces
System Settings
Logout

Refreahing

Overview
Device
Model SHIELD MegaFi 2
Serial Number 250601000632
IMEI 350172201083678
Phone Mumber 858.014.8261
ICCID (SIM) 8801M002330143879960
ESIMID 880420320000070: 0212086270021
Uptime 1d 20h 2rm 50

Cloud Connection Stotus

T Bytes (since last power cycle)
R Bytes (gince lost power cycle)
Memary Used

Location (Lat,Lon)

Modem Status

Connected (7/24/2025, 10:44:10 AM)
Z18.75 MB (742319 Pkta)

138 GB (1627490 Pkea)

74.46 MiB [ 235.02 MIB (3132)
00000

Q.

000,01

Connection Mode
Home Metwork

Current SIM in use

Current APN in use

Connection Statue

Band

CID (Serving Cell ID)
PCI (Physical Cell ID)
Bandwidth

RERP

RSRQ

RSSI

TH Power

MIMO stotus

Networking

5

FirstMet

physical SIM
firstnet-broadband

LTE
Connected
14
TBA74863
a8e
10
-28
-@

-80
by
Axd-MIMO

G

MNot connected

not_attach

DHCP Leases

Active DHCPv4 Leases

Hostname IPv4 address

MAC address

Laase time remaining

Figure 16: Mission Control — Overview page

14. First-time router configuration is now complete!

NEXTIVITY
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2.3 Navigating Mission Control

Misson Control

Navigating Mission Control

Once logged into Mission Control, the first page the user will see is the Overview page.

I NEXTIVITY

Mission Control

Network Mode: NAT
etwol e IIIII

Overview
Device
Metworking
DHCP Leazes
Interfoces
System Settings
Logout

Refreshing

Overview
Device
Model SHIELD MegaFi 2
Serial Number 250801000632
IMEI 350172201083678
Phone Number 858.814.5261
ICCID (SIM) 8801M002330143879960
ESIMID 88040032000001000000212886270921
Uptime 1d 20h 2rm 50

Cloud Connection Stotus

T Bytes (since last power cycle)
R Bytes (gince lost power cycle)
Memory Used

Location (Lat,Lon)

Modem Status

Connected (7/24/2025, 10:4410 AM)
Z18.75 MEB (742310 Pkts )

138 GB (1627490 Pkea)

7446 MiE [ 235.02 MIB (2132)

Q 000,0.000000

Connection Mode
Home Metwork
Current SIM in uze

Current APN in use

==

FirstMet

cal SiM
firstnet-broadband

phy:

LTE EG

Connection Status Connected Mot connected

Band 14

CID (Serving Cell ID) TBA74863

PCl (Physical Cell IT) fe=az)

Bandwidth i)

RSRP -88

RSRQ -9

RESI -60

TH Power o

MIMO stotus A d-MIMO not_attach
Networking

DHCP Leases

Active DHCPv4 Leases

Hostname

IPv4 address

MAC address

Lease time remaining

NEXTIVITY

Figure 17: Mission Control — Overview page
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The top banner area, which is consistently displayed on every navigation page, will show the
current Network mode and cellular signal strength information towards the top right area.

I NExTIVITY Mission Control Network Mode: NAT .IIII

Figure 18: Mission Control — top banner

Network Mode NAT (default) or Passthrough mode

Sianal Strenath The number of cellular signal strength bars that should match up with
g g the bars on the device LCD Display screen.

Table 2: Network Mode and Signal Strength

NEXTIVITY
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2.3.2 Navigation Pane

The navigation pane on the left consists of a two-level menu system:

I NEXTIVITY

Overview
Device
Metworking

DHCP Leases
Interfoces
System Settings

Logout

Figure 19: Mission Control Navigation Pane — Overview menu

a: Inthe main Overview page, the Top-level menu section consists of four on-page topics:
Device, Networking, System Settings, and Logout.

b: If any, the second-level sub-menu contains on-page quick links.

For example, Figure 19 shows the top-level Networking menu item with its second-level sub-
menu items of DHCP Leases and Interfaces. Clicking on any of those options will take you
to that area of the current Top-level selection.

c: Selecting the Logout option will log you out of Mission Control.

When the user navigates into Expert Configuration mode by clicking on the Expert Configuration
button, located in the System Settings under Admin Tools, the navigation pane on the left
exposes different selectable options and lands the user inside the General page (Second-level
page) under Status (Top-level menu).
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P NEXTIVITY

Overview

Status
General
Routing
Firewall
System Log
Processes
Channel Analysis
Realtime Graphs
Modem Status
Network Scan

Firewall Diagnostics

System
Network
Logout

Figure 20: Mission Control Navigation Pane — Expert Configuration mode menu

There is a link back to the main Overview page at the top. Click on it to go back to the main
Overview page.

The Top-level menu section consists of four new topics with links to different pages under
each: Status, System, Network, and Logout.

If any, the second—-level sub-menu in this area contains a variable number of page links.

For example, Figure 20 shows the top-level Status menu item with its second-level sub page
links to General, Routing, Firewall, System Log, Processes, Channel Analysis, etc. Clicking
on any of those page link options will take you to that page of the current Top-level
selection.

Selecting the Logout option will log you out of Mission Control.

NEXTIVITY
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2.4 Working within Mission Control

When working within Mission Control, you will need to perform actions such as Edit, Save,
Discard, Reset, etc. To both ease this process and to ensure efficiency of workflow, changes
made are stored as Unapplied Changes rather than being actioned and implemented
immediately. In doing so, if your workflow is interrupted or if you inadvertently navigate away
from a page without applying your changes, any work done to date is not discarded and
accidentally lost.

Subsequently, when you are ready to apply these unapplied changes, they can either be saved
and applied, reset/discarded, or revert/cancelled in one stroke rather than piecemeal, one at a
time. This process also lets you check, verify, and manage the list of queued changes prior to
updating the system, and, depending on the changes required, avoids slowing your workflow.

2.4.1 Save Options

Within Mission Control, all changes and saves must be applied manually—there are no
automatic save or apply options. Typically, there are three save options: Save, Save & Apply,
and Apply Unchecked; plus, non-save options such as Reset, Dismiss, Revert, etc.

Router Password SSH Access SSH-Keys

SSH Access

Dropbear offers SSH network shell access and an integrated SCP server

Dropbear Instance

This section contains no values yet
Add instance

[ soves apoy [ -] [Reset ]

Figure 21: Mission Control — Save options

The action buttons you see will depend on where you are in the system and what changes you
have made. We will look at these in more detail below, starting with Save.

Reset

Apply unchecked

Figure 22: Mission Control — Save options
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2.4.2 Save

Though the Overview page presents most of the basic admin functionality in a single scrolling
page, you may need to navigate between, and make changes to, multiple pages within Mission
Control itself. The Save button allows you to save your changes as you go. In contrast, without
this save option, if you navigated away from a page without saving your changes, these would
then be discarded and lost, and current applied settings and values would remain unchanged.
However, it is important to note that saving changes does not apply/commit them to the
system (i.e., no updates occur as a result of saving changes).

Instead, saving any changes adds them as pending to the Unapplied Changes list as shown
below.

I NExTIVITY

Overview

Status

System
Router Passwerd
Startup
Scheduled Tasks
Configuration
GPS Configuration
eSIM Manoge
WPMN Configuration

Network
Logout

Figure 23: Navigation pane showing pending Unapplied Changes

Once saved as Unapplied Changes, you can then:

= carry out additional work on the current page or navigate away to a different page and
continue your tasks until you are ready to apply all changes.

= manage your unapplied changes.

= save and apply your unapplied changes.
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2.4.3 Managing Unapplied Changes

To view or manage your unapplied changes:

1. Click on the Unapplied Changes button and the Configuration/Changes dialog will show,
listing all queued changes as shown below. Also, the status of each item is indicated by its
color, per the legend.

2. From here, you have several buttons: Close, Save & Apply (Apply unchecked is in the drop-
down menu), and Revert or Reset

Configuration / Changes
Legend:
[[] Section added [J5=ction removed Option changed Option remaoved

# Jetc/config/dropbear
|uci add dropbear dropbear # =cfg@lddad

Save & Apply | ~

Save & Apply

Apply unchecked

Figure 24: Configuration/Changes showing button options

2a. Close — will close this dialog window.

2b. Save & Apply — will apply the changes, clear the Configuration/Changes list, close the
dialog window, and you will then see the Apply configuration changes countdown
popup.

2 Note: Unlike performing a Save & Apply from the main dashboard, because these
items have already been saved once (the initial save added them to the unapplied
changes queue), no second click is required to initiate these changes. A single
click on the Save & Apply button will commit all changes and the countdown will
commence.

2c. Revert/Reset will cancel all unapplied changes, clears the list of any pending changes,
and displays the “changes have been reverted” message as a popup, and then takes you
back to the Mission Control dashboard where all settings remain unchanged.

2.4.4 Save & Apply

When you are ready to apply your unapplied changes, click on Save & Apply. This will then apply
all unapplied changes to the system and update your current configuration.

% IMPORTANT: Please allow adequate time for changes to update and ensure
continuous power is supplied to the MegaFi 2 during any updates.
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2.4.5 Apply Unchecked

When updating certain attributes, such as the LAN IP address or other configurations, there is
often a time delay between events, (e.g., a change in the LAN IP that uses DHCP) so there may
be a delay between connecting to the new IP and subsequent assignment of new DHCP
addresses. In such cases, the system will attempt to check that both communication and
function are maintained. However, if, during this check, the system determines that either would
be lost because of the change, it will trigger the “Configuration has been rolled back!” alert.
Apply unchecked allows us to avert this by applying pending changes without performing
communication and function checks.

1. Click on the Save & Apply button arrow and the popup, as shown below, will open.

2. Click on Apply unchecked and the dropdown will close, the button label will change to Apply
unchecked, and the button color will change to red as shown below.

3. Asecond click, on the now [aYs]s] Mooy button, will apply the changes and the
Applying configuration changes countdown will initiate.

Legend:
| Section added O section removed Option changed Cption removed

# fetc/configiawe
ucl set awc.mou.shutdown_periods"900"

[Glose | Appl unchecke | - | Revert]

Figure 25: Configuration/Changes showing applied configuration changes

2.4.5.1 Cancelling Apply Unchecked

To cancel the Apply unchecked button (and revert to the default Save & Apply):
1. Click on the arrow on the Apply unchecked button to display the popup as shown above.

2. Click on Save & Apply. The button’s label will revert to Save & Apply, and the button’s color
will change to blue.

2.4.6 Reset or Revert

Clicking on Reset or Revert will cancel all unapplied changes, clear this list, return on-page
settings to their current values, and leave the current settings and configuration in their present
state.

2.4.7 Overview Page

As previously pointed out above, the top-level menu, the user can see direct links to Device,
Networking, System Settings all listed in the left-hand pane and detailed information and
statistics for each of these pages within the main window. The Logout button function is also
listed at the bottom.

M NEXTIVITY -
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Mission Control

Misson Control

Working within Mission Control

Network Mode: MAT III
ul

Overview
Device
Networking
DHCP Leazes
Interfaces
System Settings
Logout

Refreahing

Overview
Device
Model SHIELD MegaFi 2
Serial Number 250601000632
IMEI 350172201083678
Phone Mumber 858.014.8261
ICCID (SIM) 8801M002330143879960
ESIMID 88042032000001000000212088270821
Uptime 1d 20h 2rm 50

Cloud Connection Stotus

T Bytes (since last power cycle)
R Bytes (gince lost power cycle)
Memary Used

Location (Lat,Lon)

Modem Status

Connected (7/24/2025, 10:44:10 AM)

Z18.75 MEB (742310 Pkts )
138 GB (1627490 Pkea)
74.46 MiB [ 235.02 MIB (3132)
0.000000,0.000000

Connection Mode
Home Metwork
Current SIM in use

Current APN in use

5

FirstMet

physical SIM
firstnet-broadband

LTE EG
Connection Statue Connected MNot connected
Band 14
CID (Serving Cell ID) TBA74863
PCI (Physical Cell ID) 288
Bandwidth 10
RSRP -22
RSRQ -9
RSSI -80
TX Power by
MIMO stotus 4xd-MIMO not_attach
Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPv4 address MAC address Lease time remaining
Figure 26: Mission Control — Overview page

The user may need to scroll down the main window to see all that is presented under Overview.
Each of these areas are detailed below.

24.71

Device

For a detailed summary of the device, view the Device section. Right below is the Modem Status
area for Connection Mode and Connection Status, as well as cellular network information and

other statistics.

NEXTIVITY
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I nExTIVITY Mission Control Network Mode: MAT IIIII
Owverview
MNetworklpa Overview
DHCP Lagses
Interfaces Device
System Setting'
LerTo Madel SHIELD MegaFi 2
Serial Number 250801000632
IMEI 350172391082678
BT Phone Number 858 9148281
ICCID (S1h) 880M053301438798960
ESIMID 88048032000001000000212886270821
Uptime 1d 20h Om 28s

Cloud Connection Status

T Bytes (since lost power cycle)
R Bytes (zince lost power cycle)
Memory Used

Location (LotLon)

Modem Status

Connected (7/24/2025, 10:50:17 AM)
18.81 MB (746713 Phkta)

1.40 GB (1632812 Phkxa )

T3.22 MIB [ 23502 MIB (3138)
0.000000,0.000000

Connection hMode
Home Network
Current SIM in use

Current APN in use

SEe
FirstMet

physical SIM
firstnet-brocdband

LTE 5G
Connection Status Connected Mot connected
Band 14
CID (Serving Cell ID) TOATABES
PCI (Physical Cell 1D} 338
Bandwidth 0
RSRE -87
REROQ -2
RSS! -80
T Power 24
MIMO stotus Zy2-bIMO not_attach

Figure 27: Mission Control — Device

2.4.7.2 Networking

Clicking on Networking on the left-hand menu, the main window displays detailed information
for DHCP Leases for connected hosts and Interfaces: LAN, WAN, WAN6, WWAN, and Active
Connections.

NEXTIVITY
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Networking

DHCP Leases

Active DHCPv4 Leases

Hostname IPv4 address MAC address Lease time remaining
LPORCHAS-LT 19216813140 BC:F4:D4:6F:D8&:C1 0Oh 50m 128
LPORCHAS-TEST 1921681310 18:DB:F2:42:1A:80 unlimited

IBR1700-¢2f 192168113130 00:30:44:33:4C:2F Oh 41m 34s
Lorenzo-s-S25-Ultra 192168113144 T6:E2:CB:9T:46:3E 0Oh 56m 8s

Active DHCPV6 Leases

Host IPv6 address DUID Lease time remaining

There are no active leases

Interfaces

Type MAC RX ™ IPva IPv6
2274 MB 146.46 MB
(81282 Pkts) (122949 Pkts.)
WAN  34BAOA:C2:68:B7 OB (0Pkts) 0B (0 Pkts)
WAN6 34BAOA:C268:E7 OB (0Pkts) 0B (0 Pkts)

43.93 MB 13.36 MB
(64684 Pkts.) (54324 Pkts.)

LAMN 34:BA:OA:C3:68:B4 1921681131/24 fdea:cdsb:bsb2:1/64

WWAN  02:0F:5A:28:48:0D

Active Connections l 287 /15360 (1%)

10.209129:136/28 2600:380:30e8:4e55:9898:0499:a5f7:120/64

Figure 28: Mission Control — Networking

2.4.7.3 System Settings

Clicking on System Settings on the left-hand menu, the main window displays Admin Tools for:

* Primary SIM

= Physical SIM APN selection

* Physical SIM custom APN

= eSIM APN selection

= eSIM custom APN

= LANIP

=  WAN/LAN Port Mode

= Update Firmware

* Backup Existing Configuration
* Load Configuration from File

= Change Password

* Download Troubleshooting Files

* Factory Defaults

XNEXTIVITY
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= Vehicle Shutdown Delay
= Expert Configuration
= Reboot

The user has complete access to all these configuration features from this environment without
needing to be in Expert Configuration mode.

Further details on how to use these settings will be discussed later in this document.

Admin Tools

System Settings

Primary SIM

Physical SIM APN selection
Physical SIM custom APN

eSIM APN selection

eSIM custom APN

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay
Expert Configuration

Reboot

physical SIM
Custom
firstnet-broadband

Automatic

192168131

VAZA
WV

£
=

Upload Firmware
Save to File

Load File

Change Password

Save to Archive

Factory Defaults

30 Seconds

Expert Configuration
Reboot

(sovo o Aol | - | Sauelcesee)

Figure 29: Mission Control — System Settings

24.7.4 Logout

The user can log out of Mission Control by clicking on this button. This button is always visible
in either Overview or Expert Configuration Mode located on the lefthand pane towards the
bottom.
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I NEXTIVITY P NEXTIVITY

Overview
Device Overview
Metworking
DHCP Lea=ses Status
Interfoces SEnEm
Routing

System Settings

Firewall

Systemn Log
Processes

Channel Analysis

Realtime Graphs
Figure 30: Logout from Overview mode Modem Status

Network Scan

Firewall Diagnostics

System
Network
Logout

Figure 31: Logout from Expert
Configuration mode
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3 | Basic Configuration Settings

This section details the most frequent configuration settings that typical users need to
make. Most users can simply use this section to complete the most frequent and basic
configuration settings such as password, Wi-Fi, firmware updates, APN, IP address and
others.

W NexTIVITY .
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3.1 Changing APN (Access Point Name)

By default, the Physical SIM APN selection is set to Automatic and the Physical SIM custom
APN will automatically detect and configure itself when a firstnet-broadband or an Enterprise
(broadband) SIM is installed. If the user has a custom APN SIM card, do the following to
manually change the Physical SIM custom APN in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.
2. Click the drop-down menu next to Physical SIM APN selection and select Custom.

3. Click on the Save & Apply button at the bottom to confirm the change.

Admin Tools

System Settings

Primary SIM physical SIM v
[ Physical SIM APN se\ection] Automatic v
Physical SIM custom APN >

eSIM APN selection

eSIM custom APN M

LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware Upload Firmware

Backup Existing Configuration Save to File

Load Configuration from File Load File

Change Password Change Password
Download Troubleshooting Files Save to Archive
Factory Defaults Factory Defaults
Vehicle Shutdown Delay

Expert Configuration Expert Configuration

]
[&]
w
L]
Q
o]
o]
Q.
w

Reboot Reboot

Figure 32: System Settings — Physical SIM APN selection

4. Now click the drop-down menu next to Physical SIM custom APN and click inside the
custom field.

5. Correctly type in the APN name associated with the SIM card into the custom field and hit
Enter. Otherwise, it will revert to its default setting, or pre-configured APN.

6. Click on the Save & Apply button at the bottom to confirm the change.
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Admin Tools

System Settings

Primary SIM
Physical SIM APN selection

IF’hysicc\ SIM custom APN I

eSIM APN selection

eSIM custom APN

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay
Expert Configuration

Reboot

physical SIM v

Custom v

undefined

192168131 v
WAN v
Upload Firmware

Save to File

Load File

Change Password

Save to Archive

Factory Defaults

30 Seconds v

Expert Configuration

Reboot

Figure 33: System Settings — Physical SIM custom APN

Give the device a few minutes to successfully regain network connectivity.

After the device becomes available, issue a Reboot so the device receives the correct IP
address and any other provisioned network settings. See Section 3.9 for Reboot procedure.

To validate the custom IP address associated with your custom APN, navigate to Overview
> Networking and verify the WWAN IPv4 address under Interfaces and make sure it is what

you are expecting.
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Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPv4 address MAC address Lease time remaining
LPORCHAS-LT 192168113140 BC:F4:D4:6FD8:C1 11h 59m 30s
L3gram 19216813173 00-24:9B:2D-4817 11h 55m ds
Active DHCPvG Leases
Host IPv6 address DUID Lease time remaining
There are no active leases
Interfaces
Type MAC RX P IPva IPvE
LAN  34:BA-OAC35agp SO1MB(4477  188IMB (14354 1on4ea1a1m4  fdeacdBbib5b2-1/64
Pkts.) Pkts.)
WAN  34:BA9A:C3:54:95 0B (D Pkts.) 0 B (0 Pkts.)
WANG 34:BA9A:C2:54:05 OB (D Pkts.) 0 B (0 Pkts.)
e e a 245 MB (812 217 MB (8473
WWAN EAFISDAGCEAL o = | PKts) 107.80.21.27/29
Active Connections l 390 /19360 (2%:)

Figure 34: Networking — WWAN IPv4 Address
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3.2 Changing LAN IP Address

By default, the LAN IP address of the device is set to 192.168.113.1. If the user needs to
configure this setting to fit their network environment, do the following to make the change in
Mission Control:

2 Note: In this environment, the system automatically sets a /24 or Class C network
and will provide IP addresses to devices within this range.

1. Navigate to Overview > System Settings under Admin Tools.

2. Inthe LAN IP field, click on the drop-down arrow and click inside the custom field.

Admin Tools

System Settings

Primary SIM physical SIM -
Physical SIM APN sslection Automatic -
Physical SIM custom APMN firstnet-breadband

e5IM APN selection Automatic -

e8IM custom APN

LAN IP 192168131 -

WAN/LAN Port Mode

Update Firmware

Figure 35: System Settings — Changing LAN IP Address

3. Enter the new IP address in the custom field and hit Enter. Otherwise, it will revert to its
default setting, or pre-configured IP address.

4. After clicking on Enter above, a popup window will warn the user that the system will be
temporarily unreachable and that a manual reconfiguration of the URL address in the web
browser address bar will be required to regain access to the device as soon as the change is
committed.

192.168.112.1 says

Changing the LAM IP address may render the system temporarily
unreachable. You may need to manually reconfigure your host

system's interface and visit the new address manually,

Figure 36: LAN IP address warning
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5. Click on the Save & Apply button at the bottom to confirm the change.

6. A Connectivity change popup message will appear, warning the user that current access to
the device will be interrupted if the user proceeds. The user is given options to either Cancel,
Apply with revert after connectivity loss, or Apply and keep settings.

The network access to this device could be interrupted by changing settings of the "lan® interface.

If the IP address used to access LuCl changes, @ manual reconnect to the new IP is required within 90 seconds to confirm the settings, otherwise modifications will be

reverted.
Apply with revert after connectivity loss ] Apply and keep settings

Figure 37: Connectivity change popup message

6a. Cancel — will not proceed with committing the change but will keep unapplied changes
pending and take the user back to step 5.

6b. Apply with revert after connectivity loss — will begin to commit the change but the user
will have 90 seconds to regain access to the device using the new IP address.
Otherwise, the setting will automatically revert to the previous setting. Another popup
window (Configuration changes have been rolled back!) will ask the user to select
Dismiss, Revert changes, or Apply unchecked.

= Dismiss — will dismiss this popup window and take the user back to step 5.
= Revert changes — will revert changes and take the user back to step 2.

= Apply unchecked - will commit the change. Skip to step 7.

Configuration changes have been rolled back!

The device could not be reached within 90 seconds after applying the pending changes, which caused the configuration to be rolled back for safety reasons. If you
believe that the configuration changes are correct nonetheless, perform an unchecked configuration apply. Alternatively, you can dismiss this warning and edit
changes before attempting to apply again, or revert all pending changes to keep the currently working configuration state.

=3 Apply unchecked

Figure 38: Configuration changes have rolled back! popup message

6c. Apply and keep settings — will commit the change.

7. Give the device a few minutes to successfully regain network connectivity before attempting
to reconnect to MegaFi 2 via Mission Control.

2 Note: After proceeding with the LAN IP change, the user will need to retype the new
IP address in the web browser address bar to regain access to the device.
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3.3 Flash/Update Firmware

The user can either use Mission Control or MegaPortal (Nextivity's Cloud portal for MegaFi 2), to
update MegaFi 2's firmware.

Notes:

=

Firmware updates for MegaFi 2 are primarily only supported via MegaPortal. By
default, the device is set to automatically update its firmware whenever there is a
new version available in the cloud. This feature does not necessarily auto-update the
device, but it acknowledges a new update is available and requires some user
intervention to carry out the update. To update the device using MegaPortal, please
refer to the MegaPortal User Manual.

For special needs or requirements, and only with the assistance of Nextivity Support,
a user may update the firmware via Mission Control. To manually update the
firmware for MegaFi 2 via Mission Control, the firmware version-specific BIN file
needs to be obtained from Nextivity Support.

If the user cannot update from the Portal or requires an immediate update, do the following to
update the device in Mission Control.

v

Assumption: The user has obtained the appropriate firmware (BIN file) from
Nextivity Support, it is loaded on a computer workstation or laptop, and it is
directly connected to a LAN port on MegaFi 2 or via its Wi-Fi connection.

Note: Uploading an incorrect file can render your device inoperable and may void

warranty.

Navigate to Overview > System Settings under Admin Tools.

Click on the Upload Firmware or Flash image... button next to Update Firmware.
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Admin Tools
System Settings
Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
aSIM custom APN M
LAN IP 192168131 v
WAN/LAN Port Mode WAN -
IUpdote Firmware Upload Firmware ]
Backup Existing Configuration
Load Configuration from File
Change Password
Download Troubleshooting Files
Factory Defaults
Vehicle Shutdown Delay 30 Seconds v
Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 39: Firmware update — Upload Firmware button

3. Onthe pop-up Uploading file... window, click on Browse to locate the firmware file.

Please select the file to uplood

ez

Figure 40: Uploading file... - Browse button

4. The firmware file should be a BIN type file, and, depending on the firmware version, around
47 MB or more.

Mame h Status Date modified Type Size

D Speedway_Sysupgrade_v3.4.1.bin = 10/6/2025 2:29 PM BIM File 43,642 KB

Figure 41: Firmware update — Select the upgrade file

5. Select the firmware file. The Uploading file... window now shows the selected file.
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Uploading file...

Il Mame: Speedway_Sysupgrade_v3 41bin

» Size: 4750 MiB

(Gancel] Upiooo ]

Figure 42: Firmware update — Uploading the selected upgrade file

6. Click on Upload, and the file will begin to upload.

Figure 43: Firmware update — Status of upgrade file upload

7. A new pop-up window Flash image? will ask the user to manually verify the checksum
SHA256 value displayed here, with the checksum SHA256 value displayed inside the
checksum file. Only continue if the values match.

2 Note: The SHA256 value is unique to each version. In this example, this is the
SHA256 value for firmware version 3.4.1.

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click 'Continue' below to start the flash procedure

= Size: 4750 MiB

. |SHA256: T3bdceal644f89274018e63dcf35fd380beia8080d 366 3f44?08d841205?::664]

+ Keep settings and retain the current configuration

Cancel § Continue

Figure 44: Flash image window — Compare checksum and file size with original

2 Note: By default, the Keep settings and retain the current configuration box is
checked. If you uncheck this box, the current configuration will be erased after the
update.

WARNING: If you accidentally try to upload the wrong file format to the MegaFi 2
device, a warning screen will be displayed (see example below) with the error
message in orange: “The uploaded image file does not contain a supported format.
Make sure that you choose the generic image format for your platform”. If this
happens, STOP - DO NOT PROCEED. Select Cancel to back out of this operation and
avoid "bricking" your device.
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The flash imoge was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click 'Continue' below to start the flash procedure

* Size137B
* MDS: 03eaddbecd3e9179c25cdf9b504beadd
* SHAZ256: 96b6e2975d7cce3928ad0ecfBb2ecE3f2805ce2T1c22573f53fd 7138359453

v Keep settings and retain the current configuration

Wed Apr 16 18:13:14 UTC 2025 upgrade: Image metodata not present Wed Apr 16 18:13:14 UTC 2025 upgrade: Use sysupgrade -F to override this check when
downgrading or flashing to vendor firmware Invalid sysupgrade file. Image check failed.

The uploaded image file does not contain a supported format. Make sure that you choose the generic image format for your platform.

m Force upgrade: Select "Force upgrade’ to flash the image even if the image format check faoils. Use only if you are sure that the firmware is correct and meant for
your device!

Figure 45: Flash image window — Image format check failure

2 Note: Updating from version 3.3.0 to version 3.4.1, there is a slightly different
warning. In this case the size of the file is in question and the error message in
yellow reads: “It appears that you are trying to flash an image that does not fit into
the flash memory, please verify the image file!”. This is a known issue, and if the
checksum value matches proceed by checking the box: “Force upgrade: Select ‘Force
upgrade’ to flash the image even if the image format check fails. Use only if you are
sure that the firmware is correct and meant for your device!”. Then proceed to the
next step.

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click 'Continue' below to start the flash procedure.

* Size: 4750 MiB
* MDB5: 77c29ech00dcal03alc04fdd622ba6BE
* SHAZ56: 73bdcealB44f89274018263dcf35fd380be508080dB8663f447c8d8412057564

+ Keep zettings and retain the current configuration

It appears that you are trying to flash an image that does not fit into the flach memory, please verify the image file!

+ Force upgrade: Select "'Force upgrade’ to flash the image even if the image format check fails. Use only if you are sure that the firmware is correct and meant for
your device!

Cancel §| Continue

Figure 46: Flash image window - Image size

8. Click on Continue on Flash image? only after the SHA256 values have been verified to
match.

9. The Flashing... window will display.
! WARNING: “Do not power off the unit until the image flashing is complete.”

2 Note: The update will take 3-5 minutes.

The aystern i flazhing now

DO MOT POWEHR OFF THE DEVICE!

Walt a few minutes bafore you try te reconnact It might be neacessary to ransw the oddrass of your computor to reach the device agoin
dapanding on yHur 38mings

Figure 47: Flashing window — message indicating progress of the system flashing process

DO NEXTIVITY 40



Basic Configuration Settings » Flash/Update Firmware

10. When the image flash is complete, you will be taken back to the login page.

11. Log in to continue.

Notes:

o Current status may initially display No Internet and no signal strength bars. It will
correct itself once the device properly boots up from the upgrade process.

2 Refresh the browser if the device has not gone back to the home screen after 10
minutes and re-login again.

12. Verify that the intended firmware upgrade successfully loaded by looking at the bottom right
of any Mission Control page. Once verified, the firmware update is complete.

Save G Apoly | - QO]

Powered bw SHIELD MeoaFi 2 - v3.41

Figure 48: Mission Control page showing Firmware Version
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3.4 Backup Existing Configuration

If the user wants to backup an existing configuration, do the following in Mission Control:
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Save to File button next to Backup Existing Configuration.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v

eSIM custom APN
LANIP 192168131 v

WAN/LAN Port Mode

Update Firmware Upload Firmware
Backup Existing Configuration Save to File
Load Configuration from File Load File

Change Password Change Password

Download Troubleshooting Files Save to Archive

=
=
z

Factory Defaults Factory Defaults
Vehicle Shutdown Delay 30 Seconds v

Expert Configuration Expert Configuration

Reboot Reboot

(sovo & Appiy | - SauefReset)

Figure 49: System Settings — Save to File button

3. Atar.gz (tarball) file is created and stored in Downloads. Take note of the date of the file for
future reference if needed.

»  Downloads »

@D &= | Tl Sert = View
Mame Date mcclifiEEI Type Size
I D backup-Mextivity-2025-04-21 tar.gz 4/21/2025 2:55 PM 7-Zip.gz 10KE

Figure 50: Downloads folder showing downloaded tar.gz file

© Note: The backup configuration file will not include the configured device password.
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3.5 Load Configuration from File

If the user wants to load a backup/saved configuration (i.e., duplicate a configuration file onto
other MegaFi 2 devices or restore a previous configuration file), do the following in Mission
Control:

=

Note: The backup configuration file will not bring over the previous device password.

All other Wi-Fi settings, and configuration settings from that MegaFi 2 device will be

included.

Navigate to Overview > System Settings under Admin Tools.

Click on the Load File button, sometimes referred to as Upload archive... next to Load

Configuration from File.

Admin Tools

System Settings

Primary SIM

Physical SIM APN selection
Physical SIM custom APN
eSIM APN selection

s5IM custom APN

LAN IP

WAN/LAN Port Mode
Update Firmware

Backup Existing Configuration

physical SIM
Custom
firstnet-broadband

Automatic

192168131
WAN
Upload Firmware

Save to File

[ Load Configuration from File

Load File

Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Expert Configuration

Reboot

Change Password
Save to Archive

Factory Defaults

30 Seconds

Expert Configuration

Reboot

(save & Avol | - | Save | Reset]

Figure 51: System Settings — Load File button

3. The Uploading file... window pop ups, select Browse to locate the appropriate tarball file and

Open.
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Pleose select the file to upload.

[ Gancel | uplood ]

Figure 52: Uploading file — Browse to locate file button

@ File Upload *
<« A < > Downloads w &) Search Downloads el
Organize + New folder =~ O 0

MName Date modified Type Size |
B Desktop » l ~ Last month
4 Downloads . [ backup-Nextivity-2025-04-21.4ar.gz 4/21/2025 2:55 PM 7-Zip.gz 10K8]
- IE:ﬁ CUICI N K drnnmaDi Heae Coid~ NDACT NAT1I0IE AR AFATINNIS ALDT DA Al e W e T 7 ASC VD
File name: |backup-Na¢ivity-2025-04-21 targz v| All Files ~

Figure 53: Uploading file and Browse to and select the tarball file

4. The Uploading file... pop-up window shows the file chosen to load. Verify it is the intended
file before selecting Upload to continue with loading the file.

Uploading file...

» MName: backup-Mextivity-2025-04-21 targz
* Size: 900KiB

[Ganeei ][ Upiood |
Figure 54: Load Configuration from File — Uploading selected file

5. Inthe Apply backup? pop up window, press Continue at the bottom to proceed with
restoring the backup file and reboot. Otherwise, Cancel to abort the operation.
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Basic Configuration Settings » Load Configuration from File

The uploaded backup archive appears to be valid and contains the files listed below. Press "Continue® to restore the backup and reboot, or "Cancel" to abort the
operation.

etc/awc/dhcp/dhcp. leases
etc/awc/dhcp/odhcpd
etc/awc/sha2s6config
etc/config/attendedsysupgrade
etc/config/awc
etc/config/awc_cloud
etc/config/awc_update
etc/config/awe_uuid
etc/config/dhcp
etc/config/dropbear
etc/config/fFirewall
etc/config/gpsd

etc/configsled

etc/config/luci
etc/config/network
etc/config/openssl
etc/config/rpcd
etc/config/speedway_gpsd
etc/config/system
etc/config/ubooteny
etc/config/fucitrack
etc/config/unttpd
etc/config/wireless
etc/dropbear/dropbear_ed25519_host_key
etc/dropbear/dropbear_rsa_host_key
etc/group

etc/hosts

etc/inittab
etc/luci-uploads/.placeholder
etc/nftables.d/18-custom-filter-chains.nft
etc/nftables.d/README
etc/opkg/keys/24b604a7d62ebb93
etc/opkg/keys/Ball255d14aefacd
etc/opkg/keys/b5843e78f9%a75cde
etc/passwd

etc/profile

etc/rc.local

etc/shadow

etc/shells

etc/shinit

etc/sysctl.conf
etc/sysupgrade. conf

Cancel

Figure 55: Apply backup — Confirmation to continue

6. Give the backup operation 3-5 minutes to finish as it reboots.

! WARNING: Do not power off the device during this time.
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3.6 Change Password

Basic Configuration Settings » Change Password

If the user requires to change the current password, do the following in Mission Control.

1.

Navigate to Overview > System Settings under Admin Tools.

2. Click on the Change Password button next to Change Password.

Admin Tools

System Settings

Primary SIM

Physical SIM APN selection
Physical SIM custom APN

eSIM APN selection

eSIM custom APN

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration

Load Configuration from File

physical SIM
Custom
firstnet-broadband

Automatic

192168131

Upload Firmware
Save to File

Load File

Change Password

Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Expert Configuration

Reboot

Save to Archive

Factory Defaults

30 Seconds

Expert Configuration

Reboot

(sovo s Appiy | - | SauelReset)

Figure 56: System Settings — Change Password button

3. The user is automatically put into Expert Configuration Mode and taken to the System >

Router Password page.
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I nExTIVITY Mission Control Network Mode: NAT IIIII

Overview

Router Password SSH Access SSH-Keys
Status E—

System
Router Password

Router Password

Startup Changes the administrator password for accessing the device

Scheduled Tasks

Configuration

GPS Configuration Confirmation

eSIM Manage

VPN Configuration
Network m
Logout

Password

Figure 57: Router Password page — Expert Configuration Mode

4. Enter a new password in the Password field and re-type it in the Confirmation field as well.

2 Note: The device will not accept weak passwords. Password must meet the following
requirements: a minimum length of 10 characters and a randomized complexity of
lowercase letters, uppercase letters, and numbers.

I nexTIVITY Mission Control Network Mode: NAT |I|II
Overview
Router Password SSH Access SSH-Keys
Status —
S Router Password
Router Password
Startup Changes the administrator password for accessing the device

Scheduled Tasks

Configuration

GPS Configuration Confirmation
ST Possword strength: Stron
VPN Configuration

Network

Logout

Password

Figure 58: Router Password page — Enter new password

5. Click on the Save button.

6. Once the change is confirmed by the device, the user will be put back in the Overview page.

NEXTIVITY
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3.7 Factory Defaults via Mission Control

Basic Configuration Settings » Factory Defaults via Mission Control

If the user wants to return to factory default settings, the user can perform a factory reset to the
MegaFi 2 device in Mission Control as follows:

=

Note: Before proceeding with a factory reset, it is recommended to save a backup
configuration of the device in case you need to revert to its previous settings.
Follow the steps hi-lighted above in section 3.4 Backup Existing Configuration.

Note: After a factory reset, MegaFi 2's UUID may need to be reassigned for Cloud
support. If cloud access breaks after a factory reset, contact the support team at

support@nextivityinc.com for further assistance.

Navigate to Overview > System Settings under Admin Tools.

Click on the Factory Defaults button next to Factory Defaults.

Admin Tools

System Settings

Primary SIM

Physical SIM APN selection
Physical SIM custom APN
eSIM APN selection

eSIM custom APN

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Load Configuration from File
Change Password

Download Troubleshooting Files

physical SIM
Custom
firstnet-broadband

Automatic

192168131

Upload Firmware
Save to File

Load File

Change Password

Save to Archive

Factory Defaults

=
>
z

Factory Defaults

Vehicle Shutdown Delay
Expert Configuration
Reboot

30 Seconds

Expert Configuration
Reboot

(Sovo s noply | - | Save | Reset!

Figure 59: System Settings — Factory Defaults button

3. A window will pop up and ask the user to confirm the operation. Click OK to continue.

XNEXTIVITY
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Basic Configuration Settings » Factory Defaults via Mission Control

192.168.113.1 says

Do you really want to return settings to factory defaults?

Figure 60: Confirmation to return settings back to factory defaults

4. Give the device 3-5 minutes to complete the operation.
5. Once the device recovers, the user will be asked to log in to Mission Control again.

6. The user will then be asked to accept the EULA agreement and change the default
password.

® To factory default the MegaFi 2 using the DISPLAY button (in case of a forgotten
password), press and hold the DISPLAY button for 20 seconds and release. The
device will take a few minutes to recover, and all settings will now be set to
factory default.



Basic Configuration Settings » Vehicle Shutdown Delay

3.8 Vehicle Shutdown Delay

If the MegaFi 2 device is installed in a vehicle, the user can increase the Vehicle Shutdown
Delay setting up to 2 hours. The default setting is 30 seconds. This ensures that the MegaFi 2
device will stay powered on after the vehicle is shut off and it will continue to provide services
until the timer expires. To change this setting, do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.

2. Click the drop-down arrow to expose the other pre-defined settings and select from 15
minutes, 1 Hour, or 2 Hours.

Admin Tools

System Settings

Primary SIM physical SIM .
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v

eSIM custom APN
LAN IP 192168131 v

WAN/LAN Port Mode WAN v

Update Firmware Upload Firmware
Backup Existing Configuration Save to File

Load Configuration from File

Change Password
Download Troubleshooting Files Save to Archive
Factory Defaults

30 Seconds
30 Seconds
15 Minutes
THour

[Vehicle Shutdown Delay

Expert Configuration

Reboot

2 Hours

Save & Apply -

Figure 61: System Settings — Vehicle Shutdown Delay options

3. Click on Save & Apply to confirm the new setting.

NEXTIVITY
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3.9 Reboot

If the user would like to reboot the MegaFi 2, do the following in Mission Control.

1.

Basic Configuration Settings » Reboot

Navigate to Overview > System Settings under Admin Tools.

2. Click on the Reboot button.

Admin Tools

System Settings

Primary SIM

Physical SIM APN selection
Physical SIM custom APN

eSIM APN selection

eSIM custom APN

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

Expert Configuration

physical SIM
Custom
firstnet-broadband

Automatic

192168131

Upload Firmware
Save to File

Load File

Change Password
Save to Archive

Factory Defaults

30 Seconds

Expert Configuration

Reboot

Reboot

(sovo s Appiy | - | SauelReset)

Figure 62: System Settings — Reboot button

3. A pop-up window asks the user to confirm the operation. Click on OK to continue.

192.168.113.1 says

Do you really want to reboot now?

Figure 63: Confirmation message to reboot device
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Basic Configuration Settings » Reboot

4. Wait for the device to reboot before continuing. The process will take 1 - 3 minutes.

O Waiting for device.

Figure 64: Message indicating device is being rebooted

5. The user will be asked to log in again into Mission Control after the device reboots. Click on
the To login... button to do so.

Session expired

A new login is required since the authentication session expired.

To login__

Figure 65: Prompt to log in after device reboots
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Basic Configuration Settings » Wireless Settings

3.10 Wireless Settings

Beginning with firmware version 3.4.1, two Guest Wi-Fi's or SSIDs have been introduced into
Mission Control. There is one for 2.4 GHz and another for 5 GHz, for a total of 4 SSIDs that
include the two primary SSIDs. Both Guest SSIDs are disabled by default while the two primary
SSIDs are enabled by default.

I NEXTIVITY Mission Control Network Mode: NAT .|III
Overview
WiFi 24Ghz in
Status Ghz Settings
System Device Settings
Network
Interfaces Channel 11 (2462 MHz) hd
Wireless WiFi 24Ghz
Routing
DHCP and DNS Radio Enabled Enabled v
SNMP SSID megafi-000629
Diagnostics Encryption WPA2-PSK. ~
Firewall Key — reeeeses ‘
Logout WiFi 2.4Ghz Guest
Radio Enabled Disabled hd
WiFi 5Ghz Settings
Device Settings
Channel 157 (5785 MHz) v
WiFi 5Ghz
Radio Enabled Enabled v
SSID megafi-000629
Encryption WPA3-SAE hd
Key e . .
WiFi 5Ghz Guest
Radio Enabled Disabled v
[Sove's o | - JESEES

Figure 66: System Settings — Expert Configuration button

To verify overall Wi-Fi settings, refer to section 3.10.1 below. To modify the primary SSIDs, refer
to section 3.10.2. To enable and modify the Guest SSIDs, refer to section 3.10.3.

To view current Wi-Fi settings, do the following:
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

NEXTIVITY
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Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN v
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 67: System Settings — Expert Configuration button

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 68: Confirmation message to enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
Network > Wireless.



Basic Configuration Settings » Wireless Settings

Overview

Status

System

Network
Interfaces
Routing
DHCP and DNS
SNMP
Diagnostics

Firewall

Logout

Figure 69: Navigation pane showing options available in Expert mode — Wireless

2 Note: To view the primary SSID hidden Keys/Passwords, click on the * (asterisk)
button next to the Key field to make it visible for either SSID. By default, the
key/password is the same for both 2.4 GHz and 5 GHz settings and printed on the
label or on the LCD display screen.

I NExTIVITY Mission Control Network Mode: NAT |||II
Overview
T WiFi 24Ghz Settings
System Device Settings
Network
Interfaces Channel (2462 Mhz) v
Wireless WiFi 2.4Ghz
Routing
DHCP and DNS Redic Enabled Enabled v
SNMP ssID megafi-000829
Diagnostice Encryption WRAZ-PSK v
Firewall Key OCZpc3d24 !
E200u WiFi 2.4Ghz Guest

Radic Enabled Disabled ¥
WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 Mhz) v
WiFi 5Ghz
Radic Enabled Enabled A
38D megafi-000629
Encryption WPA3-SAE v
Key OCZpc3al2d E
WiFi 5Ghz Guest
Radic Enabled Disabled A
[Sove & Apply | - | Save

Figure 70: Wireless Settings — View hidden Keys

NEXTIVITY
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3.10.2 Change Wi-Fi Settings

The following options available for the primary WiFi 2.4GHz and 5 GHz Settings are:

WiFi 2.4 GHz WiFi 2.4 GHz WiFi 5 GHz WiFi 5 GHz
Wi-Fi Setting Settings Settings Settings Settings
(Default) -Other Options (Default) -Other Options
Radio Enabled Enabled Disabled Enabled Disabled
Channel 11 (2462 Mhz) Auto and 157 (5785 Mhz) Auto and
Channels 1-11 Channels 36, 40,
44, 48,149, 153,
157,161
SSID default SSID default SSID
name on label or name on label or
LCD Display LCD Display
screen screen
Encryption WPA2-PSK WPA2-EAP, WPA3-SAE WPA2-EAP,
WPA3-EAP, WPA3-EAP,
WPA2- WPA2-
EAP/WPA3-EAP, EAP/WPA3-EAP,
WPA2- WPA2-
PSK/WPA3-SAE, PSK/WPA3-SAE,
WPAS3-SAE, and WPA2-PSK, and
Disabled Disabled
Key default key default key
(password) on (password) on
label or LCD label or LCD

Display screen

Display screen

Table 3: Wi-Fi Settings for 2.4 GHz and 5 GHz

To change current Wi-Fi settings, do the following:

2 Note: If you attempt to make wireless changes while connected to the device via Wi-
Fi, expect to be disconnected after committing the changes. You will then have to

reconnect to Wi-Fi using the new settings.

1. For settings with a drop-down menu arrow, such as Radio Enabled, click the arrow

and choose the preferred setting from the options.
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x NEXTIVITY Mission Contl'ol Network Mode: NAT IllII
QOverview
S WiFi 2.4Ghz Settings
System Device Settings
Network
Interfaces Channel (2462 Mhz) v
Wireless WiFi 2.4Ghz
Routing
DHCP and DNS I Radic Enabled | Enabled [~
SNMP SSID
Di i i
Fllagno‘ls ics Encryption Disabled
irewa Key OCZpcod2g *
Logout WiFi 2.4Ghz Guest

Radic Enabled Disabled hd
WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 Mhz) v
WiFi 5Ghz

Radic Enabled Enabled hd
ssiD megafi-000629

Encryption WPAZ-SAE v
Key OCZpcadiza B

WiFi 5Ghz Guest

Radic Enabled Disabled hd
Save & Apply | - i Save

Figure 71: Wireless Settings — Selecting Drop-down Menu options

2. For SSID and Key modifications, remove/delete or change the previous setting and
enter the new SSID and/or new and appropriate Key (Must be at least 10 characters
long) into their respective fields.
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x NEXTIVITY Mission Contl'ol Network Mode: NAT IlIII

Overview

T WiFi 2.4Ghz Settings

System Device Settings

Network
Interfaces Channel (2462 Mhz) A
Wireless WiIFi 2.4Ghz
Routing
DHCP and DNS Radio Enabled Enabled bl
SNMP | ssiD new-ssid |
Diagnostics Encryption WWPAZ-PSEK hd
Firswall [ Key newpassword ! |

S WiFi 2.4Ghz Guest

Radic Enabled Disabled v
WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 Mhaz) A
WiFi 5Ghz
Radic Enabled Enabled hd
SSID megafi-000629
Encryption WPA3-SAE hd
L — !
WiFi 5Ghz Guest
Radic Enabled Disabled A
[Sove s avv | -

Figure 72: Wireless Settings — Modifying SSID and Key fields

3. Click on Save followed by Save & Apply to confirm the change(s).

2 Note: If the user selects either WPA2-EAP or WPA3-EAP encryption for Wi-Fi 2.4 or 5
GHz settings, the Key option goes away, and the user is presented with the following
new options. Configure these settings as required for your Extensible Authentication
Protocol (EAP) network environment.

RADIUS Server IP
RADIUS Server Port
o Default setting - 1812

RADIUS Secret - To view the hidden RADIUS Secret, click on the * (asterisk)
button next to the field to make it visible for either SSID.

NEXTIVITY
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x NEXTIVITY Mission Control Network Mode: NAT .llll
Overview
WiFi 2.4Ghz Settings
Status 9
System Device Settings
Network
Interfaces Channel N (2462 Mhz) v
Wireless WIiFi 2.4Ghz
Routing
DHCP and DNS Rodio Enabled Enabled hd
SNMP S8ID megafi-000629-24G
Diagnostics Encrypticn WPAZ-EAP v
Firewall RADIUS Server IP
Logout RADIUS Server Port 1812
RADIUS Secrat

WiFi 2.4Ghz Guest

Rodioc Enabled Disabled v
WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 Mhz) v
WiFi 5Ghz

Rodic Enabled Enabled h
551D megafi-000629-5G

Encryption WPAZ-EAP v

RADIUS Server IP
RADIUS Server Port 1812
RADIUS Secret a

WIiFi 5Ghz Guest

Redio Enabled Disabled hd

[Sove aAopl | - | Sove | Reset]

a
el

Figure 73: Wireless Settings — EAP fields

2 Note: Devices that connect to either primary SSID will be assigned to IP addresses
within the default LAN subnet of 192.168.113.x/24 or whatever was subsequently
configured as described in section 3.2 above.
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3.10.3 Guest Wi-Fi Settings

Basic Configuration Settings » Wireless Settings

The Guest Wi-Fi/SSIDs are disabled by default. The following options available for Guest Wi-Fi

2.4 GHz and 5 GHz settings are:

Guest Wi-Fi Guest WiFi 2.4 Guest WiFi 2.4 Guest WiFi 5 GHz  Guest WiFi 5 GHz
Settin GHz Settings GHz Settings Settings Settings
9 (Default) -Other Options (Default) -Other Options
Radio Enabled Disabled Enabled Disabled Enabled
SSID default SSID default SSID
name is “guest” name is
“guest5G”
Encryption Disabled WPA2-PSK, Disabled WPA2-PSK,
WPA2-EAP, WPA2-EAP,
WPA3-EAP, WPA3-EAP,
WPA2- WPA2-
EAP/WPAS-EAP, EAP/WPA3-EAP,
WPA2- WPA2-
PSK/WPA3-SAE, PSK/WPA3-SAE,
WPA3-SAE WPA2-SAE
Key none none

Table 4: Guest Wi-Fi Settings for 2.4 GHz and 5 GHz

To change current Guest Wi-Fi settings, do the following:

2 Note: If you attempt to make Guest Wi-Fi changes while connected to the device via
Guest Wi-Fi, expect to be disconnected after committing the changes. You will then
have to reconnect to Wi-Fi using the new settings. Any device connected to a Guest
Wi-Fi will not have access to MegaFi's Mission Control.

1. Enable the Guest Wi-Fi radio by selecting the Enabled option from the drop-down

menu.
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Disabled

I nExTIVITY Mission Control Network Mode: NAT .|||I
Overview
WiFi 2.4Ghz Settin
G Ghz Se gs
Systemn Device Settings
Network
e trmes Channel (2462 Mhz) -
Wirsless WiFi 2.4Ghz
Routing
DHCPE and DNS Redio Enabled Enabled v
SMMP =] megafi-000829-24G
Diagnostics Encryption WRAZ-PSK v
Firewall Key P B
Logout WiFi 2.4Ghz Guest
| Radio Enabled | Enabled =
ssiD Enabled
Encryption

WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 Mhz) bl

WiFi 5Ghz

Redio Enabled Enabled A

58D megafi-000629-5G

Encryption WPAZ-SAE A

Key [ =l

WiFi 5Ghz Guest

Readio Enabled Enabled A

831D guestSG

Encryption Disabled hd
[Sove s noply | - | Save)

Figure 74: Guest Wireless Settings — Selecting Drop-down Menu options

2. Change the Guest SSID as needed by typing it into the SSID field.

3. Change the Encryption as needed from the default setting of Disabled to any of the
available options in the drop-down menu.

4. Enter an appropriate Key (Must be at least 10 characters long) into its field. Click
on the * (asterisk) button next to the Key field to make it visible for either SSID.

5. Click on Save followed by Save & Apply to confirm the change(s).

2 Note: If the user selects either WPA2-EAP or WPA3-EAP encryption for Wi-Fi 2.4 or 5
GHz settings, the Key option goes away, and the user is presented with the following
new options. Configure these settings as required for your Extensible Authentication
Protocol (EAP) network environment.

= RADIUS Server IP
= RADIUS Server Port

NEXTIVITY
61



Basic Configuration Settings » Wireless Settings

o Default setting - 1812

= RADIUS Secret - To view the hidden RADIUS Secret, click on the * (asterisk)
button next to the field to make it visible for either SSID.

I NEXTIVITY Mission Control Network Modo: NAT .IIII
Overview
Status WiFi 2.4Ghz Settings
Systemn Device Settings
Network
Interfaces Channel 11(2462 MHz) v
Wireless WiFi 2.4Ghz
Routing
DHCP and DNS Radio Enabled Enabled v
SNMP SSID megafi-000629
Diagnostics Encryption WPA2-PSK v
Firewall Key — eeeeesees .
Logout WiFi 2.4Ghz Guest

Radio Enabled Disabled ~

WiFi 5Ghz Settings

Device Settings

Channel 157 (5785 MHz) v
WiFi 5Ghz

Radio Enabled Enabled v
SSID megafi-000629

Encryption WPA3-SAE v
Key — esesssees .

WiFi 56hz Guest

Radio Enabled Disabled

v

[Soves ool | - [ Save | Reset

Figure 75: Guest Wireless Settings — EAP fields

2 Note: Devices that connect to either Guest SSID will be assigned to IP addresses
within the subnet of 192.168.131.x/24 and are isolated from the main LAN subnet
and from each other.
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3.11 NAT vs. Passthrough Mode

The MegaFi 2 device can be set to either NAT (default setting) or Passthrough Mode. In NAT
Mode, the device acts as an intermediary between a local network and the internet, translating
private IP addresses into a single public IP address. This helps enhance security by hiding
internal devices from external networks and allows multiple devices to share a single public IP.
Passthrough Mode disables NAT and typical router functions. In this mode, the MegaFi will
simply act as a bridge and forwards traffic as-is, allowing a connected device (such as a firewall
or router) to handle the carrier assigned IP assignments and manage the network. The carrier
assigned IP address will be assigned to the device directly connected behind the MegaFi 2 on
the LAN 1 port, but the Subnet mask and Gateway can be modified as described below. In some
cases, computers with specific software will require this IP and can be the recipient of the
passed through IP address. In addition, setting the device to Passthrough Mode will disable the
WAN/LANZ port, Wi-Fi, Firewall, and IPSec VPN functions.

Prior to implementing Passthrough Mode, the user needs to take the following steps:

= Connection to MegaFi 2 Device - the user will need to connect a computer workstation or
laptop with an Ethernet cable to LAN port 1. The user will also need to make sure the
computer is NOT connected to Wi-Fi.

2 Note: Only LAN port 1 is usable and all other LAN ports are disabled in Passthrough
Mode.

= Implement Custom APN/Static IP first — Though not always the case, if the user is using
a custom APN, the user will need to input the custom APN (Section 3.1) first prior to
implementing Passthrough Mode. If the correct IP address does not appear on the device,
please review SIM provisioning with the carrier. If the correct IP address does appear,
then the user may proceed with implementing Passthrough Mode as instructed below.

= Manually refresh the connected computer IP address — Once in Passthrough Mode, the
Mission Control software management interface will briefly be unreachable at
https://192.168.113.1 or whatever LAN IP address it has been configured to until the IP
address is manually refreshed. If connection to Mission Control cannot be resolved after
a couple of minutes, go to Step 11 below for options to try to regain connection to
Mission Control.

To change between NAT and Passthrough modes, do the following in Mission Control:
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.


https://192.168.113.1/

Basic Configuration Settings » NAT vs. Passthrough Mode

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN v
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 76: System Settings — Entering Expert Configuration mode

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 77: Confirmation message to enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration.
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Overview

Status

System
Router Password
Startup
Scheduled Tasks

| Configuration|
GPS Configuration
eSIM Manage
VPN Configuration

Network
Logout

Figure 78: Navigation pane showing options available in Expert mode — Configuration

5. Under the Networking area, click on the drop-down arrow and select the desired mode: NAT
Mode (default), or Passthrough Mode from the Passthrough vs NAT (changing causes
reboot) option.

I NEXTIVITY Mission Control Network Mode: NAT .IlII
Overview
nfiguration
. Configuratio
System Cloud
Router Password
Startup uuID D19BF64E-AQD6-4B6B-96D1-0DFE3FCOZ
Scheduled Tasks Cloud Poll URL el.nextivityinc.net
Configuration Cloud Poll Period (seconds) 60
GPS Configuration Cloud Status URL
eSIM Manage Cloud Status Connected (2/11/2026, 12:02:53 PM)
VPN Configuration Logg|ng
Network R
Logout Logging Enabled Logging Enabled v
Push to Cloud Push Enabled v
Push to Cloud Period (seconds) 60
System Poll Peried (seconds) 15
Show in Local Ul Local Ul Enabled v
Networking
Passthrough vs NAT (changing causes reboot) NAT Mode ~
Subnet Selection Mode Passthrough Mode
LAN IP Address NAT Mode
Client Isolation

Figure 79: MegaFi 2 Configuration — Change modes (NAT or Passthrough)

6. A pop-up window will warn the user that temporary access to Mission Control will be lost
after committing to the mode change. After committing to the mode change, the user will
have the option to restore the default configuration by holding the Reset button for 30
seconds if they don’t wish to continue with the mode change. Click OK to continue with the
mode change.
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192.168.113.1 says

When you use Passthrough mode, you will not be able to connect to
this Ul again. Hold reset button for 30 seconds to restore default

configuration

Figure 80: MegaFi 2 Configuration — Change modes (NAT or Passthrough)

7. Select the desired Subnet Selection Mode from the dropdown menu (Force 24 Subnet
(Compatibility Mode) or Automatically Create Subnet).

Force 24 Subnet (Compatibility Mode) - this is the default selection. This selection
forces a class C subnet (i.e. 255.255.255.0 or /24 in CIDR form) regardless of what
the carrier has assigned. This will also use the first available IP address in the /24
block as the Gateway IP address.

Use case:

o Only use this if the downstream device cannot operate with the carrier’s
native subnet. For example, downstream devices cannot handle small or non-
standard WAN subnets like /31 or /30.

o Helpful in environments where firewalls insist on a /24 WAN network.

o This compatibility mode avoids issues where the carrier's assigned IP/mask
combination:
» falls into a non-usable network/broadcast range, or
» results in overlapping networks at multiple sites.
Automatically Create Subnet — This selection dynamically creates the subnet mask
based on whatever subnet the carrier assigns to the modem. This also designates
the server that assigned the IP address to the modem as the Gateway IP address.

Use case:

o Works best when the carrier assigns /31, /30, /29 or unusual subnet masks.
o Ensures IP Passthrough functions correctly without manual intervention.
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Networking

Passthrough vs NAT (changing causes reboot)  passthrough Mode ~

ISubnet Selection Mode I

Force 24 Subnet (Compatibility Mode) v

LAN IP Address

Client Isclation

| Force 24 Subnet (Compatibility Mode)

Automatically Create Subnet

ADI

8.

Figure 81: MegaFi 2 Configuration — Subnet Selection Mode

Click on Save & Apply to confirm the change.

! WARNING: Internet access, wireless connectivity and/or access to the MegaFi 2 will
become disrupted or unavailable after committing the mode change. Please allow 1-
3 minutes for the configuration to apply.

9.
10

11.

12.

Once Mission Control access is re-established, login again to Mission Control.

. It is highly recommended to issue a Reboot (Section 3.9) to make sure the new setting takes
hold. Please proceed with a Reboot at this time.

Once in Passthrough Mode, connect the desired device to LAN port 1. Give the MegaFi and
the device a couple of minutes to properly reconfigure themselves. If the device does not
properly obtain the expected IP address information, follow these added steps:

11a. Power down both the MegaFi 2 and the device connected to LAN port 1.

11b. Verify that the Ethernet patch cable is properly interconnecting both the MegaFi 2 via
its LAN port 1 interface and the device’s WAN port. If the device is another computer, it
will be its Ethernet port.

11c. Power up both devices.

11d. Ensure that the connected device receives the appropriate IP address. Follow
instructions from the device manufacturer to validate the IP address.

If connectivity becomes an issue to Mission Control, try one of the following actions to
regain access to MegaFi 2:

12a. Refresh the web browser to Mission Control.

12b. Connect an Ethernet cable to an enabled LAN port (LAN port 1 if in Passthrough mode)
on the MegaFi 2 and re-access Mission Control as usual through a web browser.

12c. Manually refresh connected computer IP address by opening a Windows PowerShell,
or Command Prompt window on a PC with local access to MegaFi 2 and enter the
following commands at the prompt:

= ipconfig /release <enter> - this will release the existing IP addresses
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B wWindows Powershell

PSS C:ly> ipcn 13 ig frelease

Figure 82: Windows PowerShell window - ipconfig /release <enter>

= ipconfig /renew <enter> - this will refresh the IP addresses on the connected
computer.

K Windows Powershell

C:%> ipconfig /renew

Figure 83: Windows PowerShell window - ipconfig /renew <enter>

13. When changes have been completed, and to prevent any more setting changes, click on the
Logout button to exit out of Mission Control and be taken back to the Log In page.
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3.12 Band Lock, Band 1, and Band 30 Settings

In certain situations, the user may need to Band Lock to band 14 or 28. Also, Band 1 and Band
30 can be either enabled or disabled as needed depending on Mobile or Fixed setups. To do so,
do the following in Mission Control:

3.12.1 Band Lock Setting

2 Note: Before committing to this change, please make sure to validate that band 14
or 28 is available in your area as not all areas are equipped for band 14 or 28.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM .
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband .
eSIM APN selection Automatic -

eSIM custom APN M

LAN IP 192168131 v

WAN/LAN Port Mode WAN v

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sove s noply | - | Save | Reset!

Figure 84: System Settings — Expert Configuration button

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.



Basic Configuration Settings » Band Lock, Band 1, and Band 30 Settings

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Flease confirm you

Figure 85: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration.

QOverview

Status

System
Router Password
Startup
Scheduled Tasks

| Configuration|
GPS Configuration
eSIM Manage
VPN Configuration

Network
Logout

Figure 86: Navigation pane showing options available in Expert mode — Configuration

5. Under the Other area, use the drop-down arrow next to Band Lock to select LTE B14 Only or
LTE B28 Only. Choose the Default Band Configuration option to set back to default setting
in which the device relies on the Network to choose the appropriate band.
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Other

Hostname Nextivity

Reboot Offline Time (minutes) Disabled v
Band Lock IDefc:uIt Band Configuration v
Band 1 |LTE B14 Only

Band 30

| Default Band Configuration
Failover Primary Connection R = =

Purge eSIM profiles if Factory Defaults Disabled v
Restore Configuration Factory Defaults

Figure 87: Band Lock Setting

6. Click on Save & Apply to confirm the change.

7. When changes have been completed, and to prevent any more setting changes, click on the
Logout button to exit out of Mission Control and be taken back to the Log In page.

3.12.2 Band 1 and Band 30 Settings

By default, Band 1 is disabled (Mobile applications) and Band 30 is enabled (Fixed applications).
So by default, the settings are set to a Fixed application.

To enable or disable these settings per your specific application, do the following in Mission
Control:

1. These settings are located right below the Band Lock setting.

Other

Hostname Nextivity

Reboot Offline Time (minutes) Disabled v
Band Lock Default Band Configuration v
Band 1 Disabled - Mobile applications v
Band 30 Enabled - Fixed applications v
Failover Primary Connection WAN - Internet Connection v
Purge eSIM profiles if Factory Defaults Disabled v
Restore Configuration

Figure 88: Band 1 and Band 30 Settings

2. Select the dropdown menu on either setting and select the opposite setting for either a
Mobile or Fixed application.

Click on Save & Apply to confirm the change.

4. When changes have been completed, and to prevent any more setting changes, click on the
Logout button to exit out of Mission Control and be taken back to the Log In page.
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3.13 SSH Access

The user-enabled SSH instance (Dropbear) offers SSH network shell access and an integrated
SCP server. Access to SSH on the MegaFi 2 is turned off by default. To enable command line
SSH Access to the device, do the following in Mission Control.

6. Navigate to Overview > System Settings under Admin Tools.

7. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v

eSIM custom APN M

LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v

[Expert Configuration Expert Configuration

Reboot Reboot

(sovo s Apply | - | SaueReset)

Figure 89: System Settings — Expert Configuration

8. A pop-up window asks the user to confirm going into Expert Mode. Click OK to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 90: Confirmation to Enter Expert Configuration mode

9. The left-pane menu exposes pages only available in Expert Mode. Navigate to System >
Router Password > SSH Access.

x NEXTIVITY Mission Control Network Mode: NAT IIIII
Overview
Router Password SSH-Keys
Status
BB SSH Access
Startup Dropbear offers 8SH network shell access and an integrated SCP server
Scheduled Tasks
Configuration DFODbEGI’ Instance
GPS Gonfiguration . . .
Th ection contains no values yet
VPN Configuration
Network [Sove s appy | - | Save l Reset]
Logout

Figure 91: SSH Access — add new instance

10. Click on the Add instance button.

11. The Interface field will be pre-populated with the LAN interface by default and is the only
option when needing local access to the device. The other options in the dropdown menu
are wan, wan6, and wwan when remote SSH Access is required.

12. In the Port field, change the port number from the default 2022 to 22 (well-known SSH port
for local access) or another port of your choosing that is not being used and hard for
hackers to guess (typical for SSH wan access).

13. Idle Timeout is set to 300 seconds by default. Adjust for more or less time in seconds as
needed.

14. All other settings are not required and are optional.

15. Click on Save & Apply to confirm changes.
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SSH Access

Dropbear offers 88H netweork shell access ond an integrated SCP gserver

Dropbear Instance

Interfoce lon: @5 v
Lizten only on the given interface or, if unspecified, on all
[Por‘t 27 ]
Password authentication [
Allow S8H password authentication
Allow root logins with password [ ]

Allow the rootusger to login with password
Gateway Ports

Allow remote hosts to connect to local S8H forwarded ports
Idle Timeout 200

(ove & Appiy | - | Save § Resee)

Figure 92: SSH Access — Change port number from 2022 to 22

16. Use your preferred SSH client to access MegaFi 2 on port 22 or whatever port configured
and use root as the username along with the current router password.

2 Note: The SSH password will be the same as the Router Password.

17. Optional: If remote SSH Access to the device is required and the device has a custom
static/public IP address, do the following to open the appropriate wan interface:
17a. Within the SSH Access page, click on Add instance.
17b. Choose the appropriate wan interface from the Interface drop-down menu.

= wwan — most typical choice to access SSH from the cellular network
= wan - only select if the device has internet connection through wan port
= wan6 — currently not widely used
17c. Choose a port such as 46556 or something similar that is not the typical SSH port 22.

17d. It is recommended to leave the Idle Timeout set to 300 or less for wan access for
security reasons.

17e. All other settings are not required and are optional.

17f. Click on Save & Apply to confirm changes.
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3.14 GPS Output Configuration
This is where the user can configure GPS settings on MegaFi 2 for a GPS Server, GPS Internal
Reporting, and GPS Output in Mission Control.

GPS Server — This option provides GPS data to applications or clients that request it
using a predefined server port.

GPS Internal Reporting — This is how the MegaFi 2 will process GPS data and display it
on-device only. The user can choose the format and the optional NMEA station code or
TAIP ID and Rate. The default format setting is NMEA.

GPS Output — This most widely used option transmits or shares GPS data to other
systems using a host'’s IP address, a port number, a defined format (NMEA or TAIP), and
a TCP/IP connection method using UDP as the protocol of choice. NMEA station code or
TAIP ID and Rate are other options available in this area.

x NEXTIVITY Mission Control Network Mode: NAT IlIII

Overview
- GPS Output Configuration
System Configure GPS output in NMEA and TAIP format to hosts
Router Password
Startup GPS Server
Scheduled Tasks
Configuration Server Port
GPS Internal Reporting

eSIM Manage
VPN Configuration

Network
Logout

OQutput Format NMEA

Specify NMEA or TAIP output
NMEA station code or TAIP ID
Rate

Optional rate limit in seconds

GPS Output

This section contains no values yet

[Sove s ooy | - L Save | Rese

NEXTIVITY

Figure 93: GPS Output Configuration page
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3.14.1 GPS Server

To set up the MegaFi 2 to act like a GPS Server where GPS clients can request GPS data from,
do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN M
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 94: System Settings — Expert Configuration
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3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK

to continue.

Basic Configuration Settings » GPS Output Configuration

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you
want to proceed.

Figure 95: Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > GPS Configuration > GPS Server.

5. Enter the designated server port number for the GPS Server in the Server Port field, followed
by hitting the Enter button. We entered 21000 in our example below:

GPS Output Configuration

Configure GPS output in NMEA and TAIP format to hosts

Rate

GPS Output

GPS Server

Server Port ‘21000

GPS Internal Reporting

Qutput Format MMEA -

Specify NMEA or TAIP ocutput

MNMEA station code or TAIPID

1

Optional rote limit in seconds

This section contains no values yet

[save & Aopiy | - Y ave | Resee!

Figure 96: GPS Server Port Configuration

6. Click on Save & Apply to confirm the GPS Server setting.
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3.14.2 GPS Internal Reporting

This section modifies the GPS Internal Reporting format and how it is displayed on MegaFi 2.
To modify these settings, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN M
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 97: System Settings — Expert Configuration
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3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 98: Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > GPS Configuration > GPS Internal Reporting.

GPS Output Configuration

Configure GPS output in NMEA and TAIP format to hosts

GPS Server

Server Port

GPS Internal Reporting

Output Format MMEA -

Specify NMEA or TAIP output
MNMEA stoticon code or TAIPID

Rote f 1

Optional rate limit in seconds

GPS Output

This section contains no values yet

[save & Aoy | - JSave ] Reset)

Figure 99: GPS Internal Reporting Configuration

5. NMEA is the default output format. Modify the following as needed for the MegaFi 2 to
display the GPS message on-device.

5a. Output Format — TAIP or NMEA

5b. NMEA station code or TAIP ID (optional) — enter a valid alphanumeric value that is 4
characters long.

5c. Rate (optional) - this parameter is in seconds. Leave as is or enter a rate between 1 -
3600.
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GPS Output Configuration

6. Click on Save & Apply to confirm the GPS Internal Reporting settings.

7. To verify the on-device GPS settings, navigate to Overview > System Settings under Admin

Tools.

8. Click on the Expert Configuration button to enter Expert Configuration mode.

9. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK

to continue.

10. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
Status > Modem Status and verify the GPS as shown below for either NMEA or TAIP format.

I NExTIVITY

Overview

Status
General
Routing
Firewall
System Log
Processes
Channel Analysis
Realtime Graphs
Network Scan
Firewall Diagnostics

System

Network

Logout

Modem Status

Mission Control

Network Mode: NAT

System Name

SHIELD

LTE Connection state

Connected

Modem Software Version AOR.001151_MOR160005 Signal Percentage 100%
IMEI 359172391104787 TX Bytes 13052035
ICCID 89011004300029886091 RX Bytes 878109132
IMSI 313100002988609 TX Packets 704989
Phone Number 858.914.7941 RX Packets 773574
Latitude 32.720440
Longitude -117.037041
l NMEA/TAIP Position $GPGGA,235015.000,3243.22631,N,11702.22309,W,110,1.2,141.1,M,-35.0,M,,1550*6 E I
GPS UTC Timestamp Wed Feb 112026 15:50:15 GMT-0800 (Pacific Standard Time)
_ APN firstnet-broadband
Mode 5G
: Band 14

ID 80648624

TAC 33540
PID 184

RSRP 92 dBm
EARFCN 5330

RSRQ -1dB
Home Network MCC 313 2

RSS! -61dBm
Home Network MNC 100

SINR 0.0dB
Home Network Name FirstNet

TX Power 15 dBm

I nExTIVITY

Overview

Status
General
Routing
Firewall
System Log
Processes
Channel Analysis
Realtime Graphs
Network Scan
Firewall Diagnostics

System

Network

Logout

Mission Control

Modem Status

Figure 100: On-device GPS NMEA message format

Network Mode: NAT

System Name SHIELD LTE Connection state
Modem Software Version AOR.001151_MOR160005 Signal Percentage
IMEI 359172391104787 TX Bytes

ICCID 89011004300029886091 RX Bytes

IMSI 313100002988609 TX Packets

Phone Number 858.914.7941 RX Packets

Latitude 32.720440

Longitude 117037041

NMEA/TAIP Position >RPV85926+3272043-1170370400016032;ID=1550;*75<

GPS UTC Timestamp

Mode

D

PID

EARFCN

Home Network MCC
Home Network MNC
Home Network Name

Wed Feb 112026 15:52:07 GMT-0800 (Pacific Standard Time)

APN
56
80648624 Band
806486

TAC
184

RSRP
5330
& RSRQ
313

RSSI
100

SINR
FirstNet

TX Power

Connected
100%
14061113
879221304
706837
775433

firstnet-broadband
14

33540

-92dBm

-12dB

61dBm

2.8dB

15 dBm

NEXTIVITY

Figure 101: On-device GPS TAIP message format
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3.14.3 GPS Output

This section will enable the MegaFi 2 to transmit or share GPS data to a single or multiple hosts
running a GPS receiver or listener. Do the following to configure GPS Output in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN M
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 102: System Settings — Expert Configuration
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3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 103: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > GPS Configuration > GPS Output.

GPS Output Configuration

Configure GPS output in NMEA and TAIP format to hosts

GPS Server

Server Port

GPS Internal Reporting

Qutput Format NMEA -

Specify NMEA or TAIP output
NMEA station code or TAIP ID

Rate 1

Optional rate limit in seconds

GPS Output

his section contains no values yet
Add output

(sovo s nppiy | - | Save i Reset

Figure 104: GPS Output Configuration — Add output

5. Select Add output and enter the following information:

5a. Host IP Address — Enter the IP address of the workstation or laptop computer running a
GPS client. Or select Broadcast to LAN for multiple locally connected devices that need
to simultaneously receive GPS information.

5b. Port — can be any network port number from 1024 on, as long as it is not blocked and
not already in use (stay away from well-known port numbers in the range between 0-
1023)

M NEXTIVITY -
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5c. Output Format — TAIP or NMEA

5d. NMEA station code or TAIP ID (optional) — enter a valid alphanumeric value that is 4
characters long.

5e. TCP/UDP - UDP is typically the most widely used option. Check with your device to
ensure what protocol it is set to.

5f. Rate - this parameter is in seconds. Leave as is or enter a rate between 1 — 3600.
2 Note: In some cases, and for certain systems to receive the proper GPS data, it is

best practice to enter a value of 1 in this field or the matching rate value set on the
GPS receiver.

GPS Output
Hoet IP Addreszs 19216813104
Port 0555
Output Format TAIP P

Specify NMEA or TAIP output
MMEA station code or TAIP 1D 1755
TCR/UDP uop I

Use TCP connection to host or send UDP packets
Rate 1

Optional rate limit in seconds

[ Sove & Appiy | -

Figure 105: GPS Output Configuration — Values for adding new output

6. Click on Save & Apply to confirm the GPS Output settings.

7. When changes have been completed, and to prevent any more setting changes, click on the
Logout button to exit out of Mission Control and be taken back to the Log In page.

2 Note: Multiple outputs can be added and configured to transmit and share GPS data
to individual clients. This is helpful if you use distinct port numbers, etc. Just
repeat this process as needed. Otherwise, select Broadcast to LAN in the Host IP
Address drop-down menu to send GPS information to multiple hosts using the same
port number, etc. This is especially helpful when you do not know what IP address a
host(s) will get assigned from the DHCP server.

2 Note: There is a Delete button to the top right of the GPS Output. If the output is no
longer needed, click on the button to delete it followed by clicking on Save & Apply.
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3.15 WAN/LAN Port Mode

The MegaFi 2 has two physical Ethernet ports. By default, the left port labeled WAN/LAN2 is set
to WAN mode. It can be set to function as a second LAN port if desired. To change the port
mode on this port, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the drop-down menu next to WAN/LAN Port Mode and select LAN.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic -

eSIM custom APN M
LANIP 192168M31 v

| WAN/LAN Port Mode | WAN .

Update Firmware

. . LAN
Backup Existing Configuration

Figure 105: WAN/LAN Port Mode options

3. Click on Save & Apply to confirm the WAN/LAN Port Mode setting.

2 Note: The MegaFi 2 is capable of receiving PoE (Power over Ethernet) through the
WAN/LAN2 port. Check the MegaFi 2 User Manual for specifications.
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3.16 LCD Configuration

The MegaFi 2 LCD display screen can be configured for the following settings:

Fixed and Mobile LCD Settings MegaGo 2 LCD
LCD Setting Kit LCD Settings 'g Settings (Default)
- Other Options
(Default)
Screen Portrait Landscape Landscape
Orientation
Detail Level Full Minimal Full
Turn off screen 600 Always On, Always On
after (seconds) custom (-1 -
3600)
Switch screen 15 1-60 15
information
(seconds)
Show Mission Disabled Enabled Disabled
Control
Password on the
Display

Table 5: LCD Screen Settings

To make any changes to the LCD Display screen, do the following in Mission Control.
1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.
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Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN v
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 106: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 107: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration > LCD Configuration.
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Mission Control

Basic Configuration Settings

LCD Configuration

Network Mode: NAT IIIII

Overview

Status

System
Router Password
Startup
Scheduled Tasks
Configuration
GPS Configuration
eS8IM Manage
VPN Configuration

Network
Logout

Configuration

Cloud

uuID

Cloud Poll URL

Cloud Poll Period (seconds)
Cloud Status URL

Cloud Status

59CDAS7F-99D4-488D-81AA-BE27949A3
ei.nextivityinc.net

60

Connected (1/7/2026, 9:38:42 AM)

Logging

Logging Enabled Logging Enabled g
Push to Cloud Push Enabled v
Push to Cloud Period (seconds) 60

System Poll Period (seconds) 15

Show in Local Ul Local Ul Enabled v
Networking

Passthrough vs NAT (changing causes reboot) NAT Mode v
LAN IP Address 192168131

Client Isolation Enabled v
API

MegaFi Reboot API Enabled Disabled v
Modem Power Cycle APl Enabled Disabled v
Modem Status API Enabled Disabled v
LCD Configuration

Screen Orientation Portrait v
Detail Level Full v
Turn off screen after (seconds) 600

Switch screen infermation (seconds) 15

Show Mission Control Password on the Display  Disabled v

Figure 108: LCD Configuration — default settings

5. For settings with a drop-down menu arrow, click the arrow and choose the preferred setting.

= Screen Orientation - select from Portrait (default) or Landscape

* Detail Level - select from Full (default) or Minimal

* Turn off screen after (seconds) - select from 600 (default), Always on, or enter a
custom value in seconds between -1 and 3600.

= Show Mission Control Password on the Display — Beginning in firmware release
version 3.4.1, changing the default password enables this feature and no longer
displays the password on the display screen. Select from Disabled (default) or
Enabled to display the device password on the display screen.

To modify Switch screen information (seconds), remove or delete the previous setting

(default is set to 15) and enter a new setting between 1 and 60 in this field, and hit Enter.

Otherwise, it will revert back to its default setting, or pre-configured setting.

NEXTIVITY

Click on Save & Apply to confirm the change(s).
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3.17 SNMP

Beginning with firmware release version 3.4.1, SNMP was implemented into Mission Control.
Though it is currently in an experimental feature. Please use this section with caution. To
configure SNMP settings, do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM .
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband .
eSIM APN selection Automatic -
eSIM custom APN M
LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ExmeConﬁgumﬁon Expert Configuration

Reboot Reboot

(Sove s noply | - | Save | Reset!

Figure 109: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 110: Confirmation to Enter Expert Configuration mode

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
Network > SNMP.

Overview

Status

System

Network
Interfaces
Wireless
Routing
DHCP and DNS
Diognostics
Firewall

Logout

Figure 111: Navigation pane showing options available in Expert mode — Configuration

5. The following SNMP fields are available.

» Service Enabled - select from Disabled (default) or Enabled from the drop-down
menu

= User - the default username is “nextivity123”. Change the username as needed for
your environment

» Authentication Protocol — select from SHA-512 (default), MD5, SHA-1, SHA-224,
SHA256, SHA-384 from the drop-down menu.

* Encryption Protocol — select from AES-256 (default), DES, AES-128, AES-192

» Authentication Password — set to “authpassword123” by default. Change the
authentication password as needed for your environment.
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* Encryption Password - set to “privpassword123” by default. Change the encryption
password as needed for your environment.

I nExTIVITY Mission Control Network Mode: NAT .“II
Overview
e SNMP Settings (Experimental Feature)
System Service Enabled Disabled hd
Network User nextivity123
Interfaces Authenticotion Protocol SHA-512 ~
Wireless Encryption Protocol AES-256 A
Routing Authentication Password [— !
DHCP and DNS _ X
SNMP Encryption Password H
Diagnostics
Frewci e
Logout

Figure 112: SNMP Settings
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3.18 Client Isolation

Beginning with firmware release version 3.4.1, Client Isolation was implemented and enabled
by default on both the main LAN subnet and Guest SSIDs. This feature in effect isolates client
devices in which they cannot reach or communicate with each other within their respective
network. To disable Client isolation for the main LAN subnet and let client devices reach or
communicate with each other, do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v

eSIM custom APN M

LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware Upload Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v

[Expert Configuration Expert Configuration

Reboot Reboot

(oo & Aol | - Seue Reses)

Figure 113: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 114: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration.

Overview

Status

System
Router Password
Startup
Scheduled Tasks

| Configuration|
GPS Configuration
eSIM Manage
VPN Configuration

Network
Logout

Figure 115: Navigation pane showing options available in Expert mode — Configuration

5. Select Disabled from the drop-down menu to Disable Client isolation.
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I NEXTIVITY Mission Control Networl Mode: NAT .Illl
Overview
nfiguration
- Configuratio
System Cloud
Router Password
Startup uuID 59CDA8TF-99D4-488D-81AA-BE27949A3
Scheduled Tasks Cloud Poll URL ei.nextivityinc.net
Configuration Cloud Poll Period (seconds) 60
GPS Configuration Cloud Status URL
eSIM Manage Cloud Status Connected (1/7/2026, 9:38:42 AM)
VPN Configuration Logg|ng
Network )
Logout Logging Enabled Logging Enabled ~
Push to Cloud Push Enabled ~
Push to Cloud Pericd (seconds) 60
System Poll Period (seconds) 15
Show in Local Ul Local Ul Enabled v
Networking
Passthrough vs NAT (changing causes reboot)  NAT Mode ~
LAN IP Address 192168131
Enabled ~
API Enabled
) Disable
MegaFi Reboot AP| Enabled

Figure 116: Client Isolation

6. Click on Save & Apply at the bottom to confirm the change.
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3.19 Failover Primary Connection

Failover Primary Connection is set to WAN - Internet Connection by default. If you have both a
WAN and WWAN connection, the physical WAN connection will be the preferred connection but
if this connection is lost, the device will failover to the WWAN interface or cellular modem
connection (WWAN - Modem Connection). If you prefer the WWAN interface, to be your primary
connection, do the following in Mission Control:

=

Note: If you are only using the WWAN connection (most typical setup), there is no
configuration needed and this setting can be left at default setting.

Navigate to Overview > System Settings under Admin Tools.

Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM

Physical SIM APN selection
Physical SIM custom APN

eSIM APN selection

sSIM custom APN

LAN IP

WAN/LAN Port Mode

Update Firmware

Backup Existing Configuration
Load Configuration from File
Change Password

Download Troubleshooting Files
Factory Defaults

Vehicle Shutdown Delay

physical SIM
Custom
firstnet-broadband

Automatic

1921681131

Upload Firmware
Save to File

Load File

Change Password
Save to Archive

Factory Defaults

=
=
z

30 Seconds

[ Expert Configuration

Expert Configuration

Reboot

Reboot

(oo & Aol | - Seue Reses)

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK

Figure 117: System Settings — Expert Configuration

to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 118: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > Configuration.

Overview

Status

System
Router Password
Startup
Scheduled Tasks

| Configuration|
GPS Configuration
eSIM Manage
VPN Configuration

Network
Logout

Figure 119: Navigation pane showing options available in Expert mode — Configuration

5. Scroll down to Other section and select WWAN — Modem Connection from the drop-down
menu for Failover Primary Connection.
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P NEXTIVITY Mission Control Network Mode: NAT .IIII
Overview
Configuration
Status g
System Cloud
Router Password
Startup UuID 59 -99D4-488D-81AA-BE279:
Scheduled Tasks Cloud Poll URL el.nextivityinc.net
Configuration Cloud Poll Period (seconds) 60
GPS Configuration Cloud Status URL
e8IM Manage Cloud Status Connected (1/7/2026, 9:38:42 AM)
VPN Configuration Logging
Network
Logging Enabled Logging Enabled g
Logout
Push to Cloud Push Enabled v
Push to Cloud Period (seconds) 60
System Poll Period (seconds) 15
Show in Local Ul Local Ul Enabled v
Networking
Passthrough vs NAT (changing causes reboot) NAT Mode v
LAN IP Address 192168131
Client Isolation Enabled v
API
MegaFi Reboot API Enabled Disabled v
Modem Power Cycle API Enabled Disabled v
Modem Status API Enabled Disabled v

LCD Configuration

Screen Orientation Portrait v

Detail Level Full v

Turn off screen after (seconds) 600 M

Switch screen infermation (seconds) 15

Show Mission Control Password on the Display  Disabled v

Other

Hostname Nextivity

Reboot Offline Time (minutes) Disabled v

Band Lock Default Band Configuration v

Band 1 Disabled - Mobile applications v

Band 30 Enabled - Fixed applications v
I Failover Primary Connection I WAN - Internet Connection v

Purge eSIM profiles if Factory Defaults W0R0] < et Cemmessism

Restore Configuration

Build Information

WWAN - Modem Connection

Figure 120: Failover Primary Connection

6. Click on Save & Apply at the bottom to confirm the change.
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3.20 Network Scan

The MegaFi 2 is now capable of producing a manual scan list of available bands. A Network
Scan menu page has been added to Mission Control under Expert Configuration / Status that
enables the user to scan for available bands and export the result. To produce a manual scan,
do the following in Mission Control:

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v

eSIM custom APN M

LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(sovo s Apply | - | SaueReset)

Figure 121: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.



Basic Configuration Settings » Network Scan

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 122: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
Status > Network Scan.

5. Click on the Scan Now button to produce a list of available bands.

M neExTIVITY Mission Control Network Mode: NAT .lIII
Overview
Network Scan
Status
General
Routing
Firewall
System Log

Processes
Channel Analysis
Realtime Graphs
Modem Status

System
Network
Logout

Figure 123: Network Scan

6. After the scan is complete, the results can be exported by clicking on the Export Results.
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x NEXTIVITY Mission Control Network Mode: NAT llIII
Overview
- Network Scan
General
Routing m
Firewall
System Log 4G (LTE)
Processes EARFCN RXLEV MCC MNC  CellD CellStatus TAC PCI RSRP RSRQ BW
Channel Analysis 5330 -62 33 100 79474863 Suitable 33547 388 -9 -12 10
Realtime Graphs 700 -44 310 410 79474896 Suitable 33547 19 -75 -1 20
Modem Status 5110 -60 310 410 79474703 Suitable 33547 3 -83 -6 10
Network Scan 56688 -57 310 410 79474710 Suitable 33547 366 -9 -7 10
System 9820 -59 310 410 79474837 Suitable 33547 275 -92 -16 jv}
Network 66986 74 310 410 79474870 Suitable 33547 438 -98 -7 10
Logout 66536 -59 310 260 226809090 Suitable 12101 - -88 -9 20
GE9M 78 an 430 90670097 Suitable 13827 3 -104 -12 5
6681 -63 an 480 90734604 Suitable 13827 283 -102 -20 15
1000 -52 an 480 00734606 Suitable 13827 283 -85 -186 10
G686 -67 310 260 226809405 Suitable 12101 - -93 -12 5
5035 -61 310 260 226809385 Suitable 1210 426 -89 -14 5
875 -52 310 260 226809099 Suitable 1210 426 86 -15 15
2560 -61 an 480 1393461 Suitable 13827 283 -93 -15 10

Figure 124: Export Results

7. Acsv file will be generated automatically saved to your local computer.

& AutoSave = scan_results_176774074... = Saved to this PC
File m Insert Draw Page Layout Formulas Data Review View Automate Help  Acrobat i1 Comments
Narrow  ~ General ' = [ Conditional Formatting ~ @ q‘._.
{4 Format as Table - Cells | Editing Add-ins | Copilot | Create
0 Cell Styles ~ ' i aPDF

Clipboard ] Font ] Alignment ] Number ] Styles Sensitivity Add-ins Adobe Ac..

POSSIBLE DATA LOSS Some featurﬁ might be lost if you save this workbook in the comma-delimited (.csv) format. To preserve these features, save it in an |'m| ‘K

Excel file format. O

46 (LTE)
4G (LTE) 1
EARFCN  RXLEV MCC MNC CelllD CellStatus TAC PCl RSRP RSRQ BW
5330 -62 313 100 79474863 Suitable 33547 388 91 -12 10
700 -44 310 410 79474696 Suitable 33547 19 -75 -11 20
5110 -60 310 410 79474703 Suitable 33547 321 -83 6 10
66686 -57 310 410 79474710 Suitable 33547 366 -91 -17 10
9520 -58 310 410 79474837 Suitable 33547 275 -92 -16 10
66986 -74 310 410 79474870 Suitable 33547 488 -98 -7 10
66536 -59 310 260 2.27E+08 Suitable 12101 -88 9 20
66911 -78 311 480 90670097 Suitable 13827 321 -104 -12 ]
66611 -63 311 480 90734604 Suitable 13827 283 -102 -20 15
1000 -52 311 480 90734606 Suitable 13827 283 -85 -16 10
68611 -67 310 260 2.27E+08 Suitable 12101 -93 -12 5
5035 -61 310 260 2.27E+08 Suitable 12101 426 -89 -14 5
875 -52 310 260 2.27E+08 Suitable 12101 426 -86 -15 15
2560 -61 13934611 Suitable

scan_results 1767740741

Ready 53 Accessibility: Unavailable M ———+ 100

Figure 125: scan results csv file
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3.21 IPSec VPN

The MegaFi 2 device can now serve as an endpoint for an IPSec VPN tunnel. Within Mission
Control, a VPN Configuration menu page has been added within Expert Configuration. To
configure a VPN tunnel, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v

eSIM custom APN M

LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v

[Expert Configuration Expert Configuration

Reboot Reboot

(sovo s Apply | - | SaueReset)

Figure 126: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 127: Confirmation to Enter Expert Configuration mode

want to proceed.

4. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > VPN Configuration.

I NEXTIVITY Mission Control Notwork Modo: NAT |IIII

Warning: You must specify at least one authentification method: PSK, EAP, or certificate ‘Di‘
1SMISs

Warning: You must specify a server name

‘ Dismiss ‘

Overview
— VPN Configuration
System Set up the VPN server details and connection parameters
Router Password
SEE Server name
Scheduled Tasks VPN Type IKEv2 v
Configuration
GPS Configuration Client certificate Browse...
eSIM Manage CA certificate Browse...
VPN Configuration
Network PSK (Pre-Shared Key)
Logout
Username
Password
Autostart VPN
[savs & Gonnect |+

Figure 128: VPN Configuration

2 Note: The warnings at the top will disappear as you configure and commit the
necessary parameters.

2 Note: Depending on the VPN Server setup, the following may or may not be needed
in order to configure the VPN tunnel and both sides should match up. Relevant
certificate files and parameters will be given to you by your VPN server
administrator.

= Server name — URL or IP address the VPN server (required)
= VPN Type — choose either IKEv1 or IKEv2 from the drop-down menu (required)
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= Client certificate — browse your local computer to find and upload the file

= CA certificate - browse your local computer to find and upload the file

= PSK (Pre-Shared Key) - enter the pre-shared key (click on the asterisk icon to the
right to unhide the key)

= Username and Password — enter the username and password (click on the
asterisk icon to the right to unhide the password)

= Autostart VPN - check the box if the VPN tunnel should automatically start upon
reboot or restart

= Save & Connect or Apply unchecked — select Save & Connect to save the
configuration and connect right away or select Apply unchecked once to pause
full settings commit and press a second time to fully apply settings and commit
from the drop-down menu

= Save - save current settings but do not fully apply or confirm the settings

= Reset - clear settings that have not been applied

5. In the example below, the VPN server administrator configured the VPN server such that the
tunnel requires to be type IKEv2, both a client and CA certificates is required, as well as a
pre-shared key, and user account credentials.

VPN Configuration
Set up the VPN server detailz ond connection paraometers
Server name wpn.gerverurl |
VPN Type IKEwv2 ~

Client certificats

fetcfewanctlx509/client crt

CA certificate fetc/swanctlfx50%ca/ca.crt

PSK (Pre-Shared Key) _ B
Username user

Password .............. _
Autostart VPN [ ]

Save & Connect | -

Figure 129: VPN Configuration - Settings

6. If Save & Connect is selected, the VPN tunnel will begin to connect and the status of the
connection will be shown at the top (VPN Status - either Disconnected, Connecting to ... or
Connected to ...).
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VPN Configuration

Set up the VPN server detailz and connection parameters

[ VPN Status Disconnected
Disconnect VPN

Figure 130: VPN Status - Disconnected

VPN Configuration
Set up the VPN server details ond connection parametsrs
[ VPN Status Connecting to vpr.strong W nextivity.cloud ]
Digconnect VPN

Figure 131: VPN Status — Connecting to...

VPN Configuration

Set up the VPN server details and connection parameters

| VPN Status Connected to vpn.strong 3K.nextivity.cloud |
Disconnect VPN

Figure 132: VPN Status — Connected

2 Note: If the connection is not successful, please contact your VPN server
administrator to confirm the certificates and settings.

7. Click the Disconnect button to stop and disconnect the VPN tunnel.

Disconnect VPN | Dizconnect

Figure 133: Disconnect VPN
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3.22 Modify Hostname

By default, the MegaFi 2 device is configured with the hostname of Nextivity. To modify the
hostname, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Download Troubleshooting Files Save to Archive

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
aSIM custom APN M
LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware
Backup Existing Configuration
Load Configuration from File
Change Password

[ Save to Archive

 Factory Defaults

Factory Defaults Factory Defaults

Vehicle Shutdown Delay 30 Seconds v

[Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 134: System Settings — Expert Configuration

2. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.
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3. Thelanding page is Status > General. The current Hostname of the device is listed at the

top.

x NEXTIVITY

Basic Configuration Settings » Modify Hostname

192.168.113.1 says

The Expert configuration section contains items that may render the

MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 135: Confirmation to Enter Expert Configuration mode

Mission Control

Network Mode: NAT IIIII

Overview

Status
Routing
Firewall
System Log
Processes
Channel Analysis
Realtime Graphs
Modem Status
Network Scan

Firewall Diagnostics

System
Network
Logout

Refreshing

General
System

| Hostname

Nextivity |

Model
Architecture
Target Platform
Firmware Version
Kernel Version
Local Time
Uptime

Load Average

Memory

MediaTek MT7981 RFB

ARMUVE Processor rev 4

mediatek/filogic

OpenWrt 23.05.5 r24106-10cc5fcd00 / SHIELD MegaFi 2 v3.6.113
516787

2026-02-12 00:48:07

Sh 53m 20s

112,124,126

Total Available

Used

Cached

Beeevi )
O 67.39 MIB / 235.02 MiB (28%)

4. Now navigate to System > Configuration.

Figure 136: Status General - Hostname of the device

NEXTIVITY
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Overview

Status

System
Router Password
Startup
Scheduled Tasks

| Configuration|
GPS Configuration
eSIM Manage
VPN Configuration

Network
Logout

Figure 136: Navigation pane showing options available in Expert mode — Configuration

5. Towards the bottom of this page, in the Other section, the current Hostname configured is
shown.

Other

Hostname Nextivity

Reboot Offline Time (minutes) Disabled v
Band Lock Default Band Configuration v
Band1 Disabled - Mobile applications v
Band 30 Enabled - Fixed applications v
Failover Primary Connection WAN - Internet Connection v
Purge eSIM profiles if Factory Defaults Disabled v
Restore Configuration

Figure 137: Other — Hostname

6. To change the Hostname of the device, type over the current hostname and click on Save &
Apply at the bottom.
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Other

Hosthame INewHDstnctme ]
Reboot Offline Time (minutes) Disabled v
Band Lock Default Band Configuration v
Band 1 Disabled - Mobile applications v
Band 30 Enabled - Fixed applications v
Failover Primary Connection WAN - Internet Connection ~
Purge eSIM profiles if Factory Defaults Disabled v

Restore Configuration Factory Defaults

Build Information

Firmware Version: v3.5.1.11
Target board: SHIELD

4

Figure 138: Other — New Hostname

7. Navigate back to Status > General to verify the new hostname.

General
System

Hostname
Model MediaTek MT7981 RFB
Architecture ARMVS Processor rev 4
Target Platform mediatek/filogic
Firmware Version OpenWrt 23.05.5 r24106-10cc5fcd00 / SHIELD MegaFi 2 v3.5.11
Kernel Version 515167
Local Time 2026-01-07 19:52:30
Uptime 2h 3m 53s
Load Average 0.23,0.28,0.30

Figure 139: Status General — New Hostname
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3.23 eSIM Configuration

Starting with firmware release version 3.6.0, eSIM will allow for dual network registration for
better connectivity and reliability. A WAN source and a valid eSIM activation code will be needed
to proceed. To enable this feature, do the following in Mission Control.

3.23.1 eSIM Manage

A WAN source connection will be required for eSIM configuration. If there is no physical
connection on the WAN port, there will be no IP address assigned, and the RX and TX packet
counters will not be actively incrementing or all zeroes as seen in Mission Control under the

Overview > Interfaces section.

Modem Status
Cennection Made 5G+
Home Network FirstNet
Current SIM in use physical SIM
Current APN in use firgtnet-broadband
LTE 5G
Connection Status Connected Connected
Band 14 T
CID (Serving Cell ID) 79474863 79474363
PCI (Physical Cell ID) 388 85
Bandwidth 10 80
RSRP -91 N2
RSRQ -1 -18
RSS! -85 -93
TX Power 20 2
MIMO status 1x1-8I80 1x1-8180
Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPv4 address MAC address Lease time remaining
LGgram 19216813173 00:24:98:20:48:17 11h 59m 18s
LPORCHAS-LT 19216813140 BC:F4:D4:6F.D&:C1 1h 54m 41g
Active DHCPvG Leases
Host IPv6 address puID Lease time remaining
Thare are no active leases
Interfaces
Type MAC RX X IPv4 IPvE
GUEST OB (0Pkts) OB(0Pkts)
P — 689252 KB 5.36 MB i i .
LAN 34BA:9A:C3:5D:D0O (4388 Pits) (3054 Pkts) 192168131/24  fdcocdSb:bbb2:1/64
[ WAN  34BAOAC35D:D3 OB(0Pkts) OB (0Pkts) |
WANE 34BA9A:C3:5D:D3 OB(0OPkts) OB (0Pkts)
A 54927 KE 34554 KB i . i ] .
WWAN 2E:B1:2577E6:02 (2130 Pkts) (2581 Pkts) 10.2219146/30 2600:3823916:6f4a:68f2:bdad:bde2:cdB/64

Figure 140: Interfaces — WAN Packet Counters at zero or not incrementing
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1. Start by connecting a WAN source to the MegaFi 2 WAN/LAN2 port. This is required in order
for the eSIM to download its profile. This will not work over a cellular connection (WWAN).
Establishing a physical WAN connection will force a failover from WWAN to WAN, unless the
device is already set to prefer the WAN interface as its primary connection. You will notice
that packets will begin to increase along with an assigned IP address on the WAN interface.

Modem Status
Connection Mode oG
Home Network FirstMet
Current SIM in use physical SIM
Current APN in use firstnet-broadband
LTE 5G
Connection Status Connected Mot connected
Band 14
CID (Serving Cell ID) 79474863
PCI (Physical Cell ID) 388
Bandwidth 10
RSRP -80
RSRQ -10
RSSI -63
TX Power
MIMO stotus 1x1-8I150 not_attach
Networking
DHCP Leases
Active DHCPv4 Leases
Hostname IPv4 address MAC address Lease time remaining
LGgram 19216813173 00:24:98:2D:4817 1h 52m 23s
LPORCHAS-LT 192168113140 BC:F4:D4-6F-D8:C1 11h 46m 47s
Active DHCPvE Leases
Host IPv6 address DuID Lease time remaining
There are no active leases
Interfaces
Type MAC RX X IPva IPv6
GUEST OB (0Pkts) OB (0Pkts)
O MG E 133 MB (7667 10.89 MB ) ] .
LAN 34:BA9OA.C3:5D:DO Pkts) (8216 Pkts) 192168131/24  fdcorcdSbibSb2:1/64
[P — 713 MB 44712 KB
WAN  34:BA9A.C3:5D:D3 (49045 Pkts) (2956 Pkts) 17216.8168/22
P 713 MB 44712 KB
WANS - 34BASACSSDDS (49945 Pkts) (3998 Pkts)
62585 KB 130 MB
WWAN 2E:B1:25:77E6:02 (0722 Pkts) (12255 Pkts) 1022119148/30 2600:382:3916:6f40:68f2:bdad b4e2:cd85/64

Figure 141: Interfaces — WAN Packet Counters incrementing with assigned IP address
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2. In Mission Control, navigate to Overview > System Settings under Admin Tools.

3. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN M
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 142: System Settings — Expert Configuration

4. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 143: Confirmation to Enter Expert Configuration mode
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5. The left-pane menu exposes pages only available in Expert Configuration mode. Navigate to
System > eSIM Manage.

I nEXTIVITY Mission Control Network Mode: NAT |IIII

Warning: To manage eSIM it is necessary to set 'eSIM' as Primary SIM ST
‘ Dismiss ‘

Warning: To get profiles information it is necessary to set "eSIM" as Primary SIM ‘Di‘
ismiss

Overview

S eSIM Manage

System Currently Enabled Profile
Router Password
Startup There is no enabled profile

Scheduled Tasks
Configuration
GPS Configuration

eSIM Profile List

2SIM Manage There are no profiles
VPR St set eSIM as Primary SIM
Network
Logout

Figure 144: eSIM Manage

2 Note: The warnings at the top will disappear as you configure and commit the
necessary parameters.

6. Click on the set eSIM as Primary SIM button and wait about a minute to allow for the device
to switch to eSIM. This may take a few minutes. The informational message at the top will
indicate Switching to eSIM... please wait.

I nEXTIVITY Mission Control Network Mode: NAT IIIII

Warning: To manage eSIM it is necessary to set 'eSIM' as Primary SIM ST
‘ Dismiss ‘

Warning: To get profiles information it is necessary to set "eSIM" as Primary SIM ‘Di‘
ISMISS

Overview

S eSIM Manage

System Currently Enabled Profile
Router Password
Startup There is no enabled profile

Scheduled Tasks
Configuration
GPS Configuration

eSIM Profile List

&SIM Manage There are no profiles

WP SantifmiEien | set eSIM as Primary SIM |

Network
Logout

Figure 145: eSIM Manage — set eSIM as Primary SIM
7. After the short wait, you will see that there is no enabled profile, an internal test eSIM Profile

listed with Profile ID = 0 will appear, as will a button at the bottom to Download eSIM
profile.
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Overview

Status
Systern
Router Password
Startup
Scheduled Tasks
Configuration
GPS Configuration

Mission Control

eSIM Manage

Currently Enabled Profile

|Thare is no enabled profile |

eSIM Profile List

Network Mode: NAT IIIII

" |Profile ID 0
VPN Configuration eSIM ICCID 8900000000000000060F
Profile Name RES
Network
Logout Profile Nickname RE&S
Prcfile Class test
acton
Add eSIM Profile
Activation Code 2 Enter activation code
Confirmation Code | ? Optional - Enter confirmation code

Download eSIM Profile

Figure 146: eSIM Manage — no enabled profile

2 Note: If after several minutes, you do not see the above, refresh the page.

2 Note: The cellular signal strength bars on the top right corner will disappear. This is
normal.

8. Enter your eSIM Activation Code and Confirmation Code (optional), then click on the
Download eSIM profile button.

I nexTIVITY

Mission Control

Network Mode: NAT II
etwork Mode: III

Overview
< eSIM Manage
System Currently Enabled Profile
Router Passwaord
Startup

There is no enakled profile
Scheduled Tasks

Configuration
GPS Configuration

eSIM Profile List

28IM Manage Profile ID o
VPN Configuration 25IM ICCID 8200000000000000060F
N K Profile Name RES
letworl
Profile Nickname RES
Logout
Profile Class test

Add eSIM Profile

| Activation Code ? | LPA1$sm-v4-099-o-gtm.prgo-esim.com$EOTDEESE058ES1DIEIS25933CBDTSCSF

Confirmation Code | ? Optional - Enter confirmation code

—p

Figure 147: eSIM Manage - enter eSIM codes and download eSIM profile
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2 Note: You may have received some instructions from the eSIM vendor. Please read
and follow the instructions before proceeding with this step.

9. The eSIM profile begins to download and may take over 30 seconds to complete. Do not
perform any other actions during this time.

Download profile...

This operation will take over 30 seconds. Do not perform any other actions during this time.

Figure 148: eSIM Manage — Downloading profile...

10. After the eSIM profile completes downloading, an informational message lets you know the
modem is rebooting... please wait.

I nExTIVITY Mission Control Network Mods: NAT |I|II

Info: modem is rebooting... please wait.

| Dismiss |

Overview
Status O Leading view...
System
Router Password
Startup
Scheduled Tasks
Configuration
GPS Configuration
eSIM Manage
WPN Configuration

Network
Logout

Figure 149: eSIM Manage - Info: modem is rebooting... please wait

After the modem completes rebooting, a new profile will appear. In this example, Profile ID 1
appears. Validate the eSIM ICCID with your eSIM provider. Notice that the Profile Class is
operational for this profile. The Profile Name may vary by provider with an actual name, or it
may be represented with the eSIM ICCID number as shown in this example.
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Basic Configuration Settings

Mission Control

eSIM Configuration

Overview

Status
System
Router Password
Startup
Scheduled Tasks
Configuration
GPS Configuration
&5IM Manage
VPN Configuration

Network
Logout

eSIM Manage

Currently Enabled Profile

There is no enabled profile

eSIM Profile List

Profile ID o

eSIMICCID 8200000000000000060F
Profile Name R&S

Profile Nickname R&S

Profile Class test

Profile ID 1

eSIMICCID B8201790102890261841

Profile Name
Profile Nickname
Profile Class

Action

B8901790102890261841

operational

Add eSIM Profile

Activation Code ?) Enteract

Confirmation Code | ?

Download eSIM Profile

vation code

Figure 150: eSIM Manage — Completed eSIM Profile and operational

11. Next to Action, click on the Enable button for Profile ID 1 for your newly downloaded eSIM

profile you wish to use.

I nExTIVITY

Mission Control

Qverview

Status
System
Router Password
Startup
Scheduled Tasks
Configuration
GPS Configuration
&5IM Manage
VPN Configuration

Network
Logout

eSIM Manage

Currently Enabled Profile

There is no enakled profile

eSIM Profile List

Profile ID o

eS8IMICCID 8200000000000000060F
Profile Name R&S

Profile Nickname R&E

Profile Class test

Profile ID 1

eS8IMICCID 8201720102880261841
Profile Nome 8201790102880261841

Profile Nickname
Profile Class

Action

operational

Enab

Add eSIM Profile

Activation Code ? En

Confirmation Code | ?

Download eSIM Profile

NEXTIVITY

Figure 151: eSIM Manage — Enable eSIM
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12. Wait for about 10 seconds for the confirmation. Do not perform any other actions during this

time.

Enable profile..

This operation will taks over 10 seconds. Do not perform any other actions during this time.

13. After the wait, the Currently Enabled Profile reflects the eSIM profile in use. After about
another minute, the cellular strength signal bars will come back, and the ‘e’ symbol on the

Figure 152: eSIM Manage — Wait for eSIM Profile to enable

LCD display is illuminated, indicating the device is eSIM ready.

DL NEXTIVITY

Overview

Status

System
Router Password
Startup
Scheduled Tasks
Configuration
GPS Configuration
&SIM Manage
VPN Configuration

Network
Logout

Mission Control

eSIM Manage

Network Mode: NAT
ctwork Mo -I||I

Currently Enabled Profile

Profile ID 1

eSIM ICCID 890179010289026184M
Profile Name 890179010289026184M
Profile Nickname

Profile Class operaticnal

Acticn

eSIM Profile List

Profile ID o]

eSIM ICCID 89000000000000000680F
Profile Name R&S

Profile Nickname R&S

Profile Class test

Action

Add eSIM Profile

Activation Code 7 Enter activation code

Confirmation Code (? ) Optional - Enter confirmation code

Download eSIM Profile

Figure 153: eSIM Manage — eSIM Profile in use
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14. This process automatically configures the eSIM custom APN as shown in Overview >
Admin Tools section and has made the eSIM the only SIM in use over the physical SIM.

Admin Tools

System Settings

WAN/LAN Port Mode

Update Firmware

Bockup Existing Configuration
Load Configuration from File
Change Password

Factory Defaults

Vehicle Shutdown Delay
Expert Configuration

Reboot

Ié
=

Upload Firmware

ve to File

gﬁ

oad File

Change Password

Factory Defaults
30 Seconds

Expert Configuration

Primary SIM e5IM -
Physical SIM APN selection Automatic -
Physical SIM custom APN firstnet-broadband

eSIM APN selection Automatic -
&5IM custom APN nternet

LAN IP 192168131 -

Reboot

(Sove & Aopty | - ] Save L Recet

Figure 154: Admin Tools — eSIM custom APN

15. The WAN source can be disconnected, and internet connectivity will flow through the eSIM.

16. Above the Admin Tools section under Overview > Modem Status, verify Current SIM in use.

I nExTIVITY

Mission Control

MNetwork Mode: NAT III
ul

Overview
Device
Networking Overview
DHCP Leases
Interfaces Device
System Settings
Logout Model
Serial Number
ME|
Phans Numbsr
ICCID (SIM)
ESIMID
Uptime

Cloud Connection Status

TX Bytes (since last power cycle)
RX Bytes (since last power cycle)
Memory Used

SHIELD MegaFi 2

250801000632

359172391063678

858.310.7166

8901790102800261841
£82049032000001000000212986270921
Oh 50m 16s

Connected (10/28/20285, 2:20:47 PM)
13.03 MB (32231 Pkts)

92 90 MB (75180 Pkts.)

7893 MiB / 235.02 MiB (32%)

Location (Lat,Lon) 0.000000,0.000000
Modem Status
Connection Mode 56
Home Network ATT
Current SIM in use <SIM
Current APN in use internet
LTE 56
Cennection Status Connected Net connected
Band 14
CID (Serving Cell ID) 79474863
PCI (Physical Cell ID) 388
Bandwidth 10
RSRP -
RSRQ -8
RsSI -85
TX Power 9
MIMO status 11-5150 not_attach

Figure 155: Modem Status — Current SIM in use
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17. Further down Overview > Interfaces section, the IP address for the eSIM will be displayed
under the IPv4 WWAN interface.

Interfaces
Type  MAC RX T IPv4 IPvE
GUEST 0 B (0 Pkts) 0 B (0 Pkts)

LAMN 34BA9AC35D:DO 417 MB (13917 Pkts) 2925 MB (191683 Pkts) 192188131/24 fdcaredSbbSb2:1/64
WAN 34BA9AC35D:D3 461 MB (168453 Plkts) 4.65 MB (17323 Pkts.)
WANS  34BASACIEDD3 461 MB (168453 Pkts.) 4.65 MB (17323 Pkts.)

[ WWAN BEOEADEDEEBM 14604 KB (792 Pkis) 23417 KB (1632 Pkts)  100.76:115193/30 ]

Active Connections | 244 (15360 (195)

Figure 156: Interfaces — WWAN IP address

18. If you prefer to make the physical SIM the primary SIM and the eSIM the standby SIM, do the
following in Mission Control via Overview > Admin Tools. Go to the Primary SIM drop-down

menu and select Automatic from the list.

Admin Tools

System Settings

Primary SIM eSIM v

Physical SIM APN selection

physical SIM

Physical SIM custom APN

eSIM APN selection utomatic

eSIM custom APN internet

Figure 157: Admin Tools — Primary SIM set to Automatic

19. Click on Save & Apply at the bottom. The LCD display will indicate that the physical SIM is
now active with a ‘p’ on the top right corner, but it may take Mission Control a few minutes
to catch up and properly display this. After a few minutes, check in Overview > Modem
Status and validate which Current SIM in use is physical SIM.

Admin Tools

System Settings

Primary SIM _Automdtic -
Physical SIM APN selection .Automdtic -
Physical SIM custom APMN broadband

e3IM APN selection Automatic A
e5IM custom APN nternet

Figure 158: Admin Tools — SIM Settings
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3.23.2 Disable and Delete eSIM Profile

If a currently enabled eSIM profile is no longer needed or you would like to use a different
profile, do the following in Mission Control to disable it.

2 Note: Proceed with deletion of eSIM profiles with caution. Deleting the eSIM profile
requires an active internet connection to notify the eSIM management server. If the
device is offline, the deletion will only occur locally, and the operator may still treat
the profile as active. In this case the profile may not be recoverable or
downloadable again.

1. Navigate to the eSIM Manage page.

2. If the Primary SIM setting is set to Automatic as described above or set to physical SIM, it
is necessary to set eSIM as Primary SIM to manage eSIM profiles. Click on set eSIM as
Primary SIM to begin.

x NEXTIVITY Mission Control Network Mode: NAT IIIII

Warning: To manage eSIM it is necessary to set 'eSIM' as Primary SIM _
| Dismiss |

QOverview
eSIM Manage
Status 9
Systemn Currently Enabled Profile
Router Password
Startup Profile ID 1
Scheduled Tasks eSIM ICCID 89017901028201844850
Configuration Prefile Name Liberty
GPS Configuration Profile Nickname
e8IM Manage Profile Class operational
VPN Configuration
Wy eSIM Profile List
Logout
Profile ID s}
eSIM ICCID §900000000000000060F
Prcfile Name R&S
Profile Nickname RES
Profile Class test
e
set &5IM as Primary SIM |

Figure 159: eSIM Manage — set eSIM as Primary SIM

3. Select the Disable button next to Action of the Currently Enabled Profile.
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x NEXTIVITY Mission Contl'ol Network Mode: NAT IIIII
Overview
a— eSIM Manage
Systern Currently Enabled Profile
Reouter Password
Startup Profile ID 1
Scheduled Tasks e8IM ICCID 89017901028901844950
Configuration Prafile Name Liberty
GP$§ Configuration Profile Nickname
eSIM Manage Profile Class ocperational
VPN Cenfiguration | Action |
Network
Logout eSIM Profile List
Profile ID o]
eSIM ICCID 8800000000C00000060F
Profile Name R&S
Profile Nickname RE&S
Profile Class test
Action (Dot

Add eSIM Prcfile

Activation Code 2 Enter activation code

Confirmation Code | 2 Opticnal - Enter confirmation code

Download eSIM Profile

Figure 160: eSIM Manage — Disable Currently Enabled Profile

4. This action will take about 10 seconds to complete. If the MegaFi was currently active on
eSIM, failover to physical SIM will take a longer.

Thiz operation will take about 10 seconds. Please wait...

Figure 161: Disable Currently Enabled Profile — 10 seconds

5. Delete the eSIM profile from the eSIM Profile List. Note that an active internet connection is
required to notify the eSIM management server. Otherwise, the eSIM may become
unrecoverable or downloadable again.
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eSIM Configuration

x NEXTIVITY Mission Control Network Mode: NAT IIIII
Overview
IM Mana
Status es ge
System Currently Enabled Profile
Router Password
Startup There is no enabled profile

Scheduled Tasks
Configuration
GPS Configuration

eSIM Profile List

Profile Nickname

Profile Class

=SIM Manage Profile ID o]
VPN Configuration eSIM ICCID 8900000000000000060F
Profile Name RE&ES
Network
Logout Prcfile Nickname RES
Profile Class test
Profile ID 1
eSIM ICCID 89017901028201844950
Profile Name Liberty

operational

|Ac‘tion

[Enaoic [[Betete]]

Add eSIM Profile

Activation Code ?

Confirmation Cade | ?

Download eSIM Profile

Figure 162: Delete eSIM Profile

192.168.113.1 says

Deleting the eSIM profile requires an active internet connection to
notify the eSIM management server,

If the device is offline, the deletion will only occur locally

and the operator may still treat the profile as active,

In this case the profile may not be recoverable or downloadable again.

Do you really want to delete profile 17

Cancel

Figure 163: Delete eSIM Profile Warning
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23.3 Purge eSIM Profile

In case a MegaFi is repurposed or needs to be returned for repair or replacement, the
eSIM profile can be purged from the MegaFi device. Do the following in Mission
Control.

=

Note: Proceed with purge of eSIM profiles with caution. Purging the eSIM profile
requires an active internet connection to notify the eSIM management server. If the
device is offline, the purge will only occur locally, and the operator may still treat
the profile as active. In this case the profile may not be recoverable or
downloadable again.

1. Connect a WAN source to the WAN port of the MegaFi device. A purge of the eSIM profile
requires this.
2. Login to Mission Control and navigate to Expert Configurations > System > eSIM Manage.
3. Locate the target eSIM profile and select Disable.
4. Now select the Delete button next to the target eSIM profile.
5. Navigate to System > Configuration.
6. Under the Other section, select Enabled from the drop-down menu for the Purge eSIM
profiles if Factory Defaults setting.
Other
Hostname Nextivity
Reboot Offline Time (minutes) Disabled
Band Lock Default Band Configuration
Band 1 Disabled - Mobile applications
Band 30 Enabled - Fixed applications

Failover Primary Connection
IPu rge eSIM profiles if Factory Defou\tsl

Restore Configuration

Build Information

WAN - Internet Connection

Enabled

Disabled

apled

Figure 166: eSIM Profile Purge setting

7. Click Save & Apply at the bottom.

8. Make sure the MegaFi has a WAN internet source connected.

Right under Purge eSIM profiles if Factory Defaults, click on the Factory Defaults button
next to Restore Configuration and confirm by clicking on OK on the popup box to proceed
with this action.
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Other

Hostname Nesxtivity

Reboot Offline Time (minutes) Disabled ~
Band Lock Default Band Configuration v
Band 1 Disabled - Mobkile applications v
Band 30 Enabled - Fixed applications v
Failover Primary Connection WAN - Internet Connection v
Purge e5IM profiles if Factory Defaults Disabled v
Restore Configuration Factory Defaults

Figure 167: Restore Configuration — Factory Defaults button

10. After the device boots up check the eSIM Manage page. Set eSIM as Primary SIM and verify
that the eSIM profiles are deleted, they are all removed with the exception of the test eSIM.
Check the configuration tab, the Purge eSIM profiles if Factory Default = Disabled by default.
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3.24 Download Troubleshooting Files

A feature was added to the Admin Tools area where a collection of troubleshooting files can be
downloaded from the MegaFi. A tarball file is created and this can then be easily forwarded to
the Nextivity support team for further analysis. Do the following in Mission Control to download

this file.

1. In Mission Control, navigate to Overview > System Settings under Admin Tools.

Admin Tools

System Settings

Primary SIM physical SIM e
Physical SIM APN selection Custom e
Physical SIM custom APN firstnet-broadband M
eSIM APN selection Automatic v

eSIM custom APN

LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password
IDownlood Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
Expert Configuration

Reboot

(ave 5 Apply | - [ Save | Resets

Figure 168: System Settings — Expert Configuration

2. Click on Save to Archive next to Download Troubleshooting Files to download the collection
of files.

3. Look in the Downloads folder of your computer. The file will be called
troubleshooting.files.tar.gz.
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3.25 Firewall

While in NAT mode, the Firewall of the MegaFi 2 device is active and blocks unsolicited
incoming connections from the WWAN/WAN interfaces unless you explicitly allow them.

There are two methods in which you can allow incoming connections through the Firewall,
either by a Port Forward or a Traffic Rule. Depending on the need, a Port Forward allows
specific traffic from the WWAN/WAN to LAN and translate it to an internal host. A Traffic Rule
allows, blocks, or redirects traffic without doing NAT. Do the following in Mission Control to
create a Port Forward or Traffic Rule.

The typical caveats for implementing these rules are the following:
= The MegaFi 2 device is in NAT mode
= The MegaFi 2 device has a SIM card with a static and or public IP address

3.25.1 Port Forward

A Port Forward creates a NAT rule that takes traffic arriving on the WAN interface and forwards
it to a device inside your LAN. To create a Port Forward rule, do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom -
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic -

eSIM custom APN M

LANIP 192.168.1131 v
WAN/LAN Port Mode WAN -
Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files Save to Archive

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration

Reboot

[Sove s Apoy | - | Sove ] Resets

Figure 169: System Settings — Expert Configuration
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3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

want to proceed.

Figure 170: Confirmation to Enter Expert Configuration mode

4. Navigate to Network > Firewall. The landing page is General Settings. Select Port Forwards
at the top.

I nEXTIVITY Mission Control Network Mode: NAT IIIII

Overview
General Settings |Port Forwc:rdsl Traffic Rules NAT Rules IP Sets
Status
SR Firewall - Zone Settings
Network
Interfaces The firewall creates zones over your network interfaces to control network traffic flow.
Wireless .
Routing General Settings
DIHEIP el PIE Enable SYN-flood protection ]
Sr_\JMP . Drop invalid packets
Output accept v
Logout Forward accept v

Routing/NAT Offloading

Experimental feature. Not fully compatible with QoS/SQM

Software flow offloading
Software based offloading for routing/NAT

Zones
Zone = Forwardings Input Output Forward Masquerading
lan = wan swvpn accept v accept v accept v E
wan = | ACCEPT accept v accept v accept v E
guest = wan reject v accept v reject v E
swvpn| = lan accept v laccept v laccept v (@ [ = | Edit [ Delete |
Add

e

Figure 171: Firewall — General Settings

5. Click the Add button to add a Port Forward rule.
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General Settings Port Forwards Traffic Rules NAT Rules IP Sets

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the
private LAN.

Port Forwards

Name Match Action Enable

This section contains no values yet

o=
(ove 5 Apply |+ | Save)

Figure 172: Firewall — Port Forwards Add

Within General Settings of the Port Forwards pop-up window the following options are

available:

Name — name of the Port Forward rule
Restrict to address family — options are automatic (default), IPv4 only, IPv6 only

Protocol — options are Any, TCP, UDP, ICMP, and custom. Both TCP and UDP are
selected by default

Source zone — options are guest, lan, swvpn, wan (wan, wan6, wwan); wan is selected by
default

External port — enter the port number or range of port numbers expected

Destination zone - options are unspecified, guest, lan (default), swvpn, wan (wan, wané,
wwan)

Internal IP address — select any or the desired destination device by internal IP address,
MAC address or hostname from the drop-down menu. There is an option to enter a
custom value as well.

Internal port — enter the expected port number or port number range or redirect to a
different port number on the internal host
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Firewall - Port Forwards - Unnamed forward

General Settings @ Advanced Settings

Name Unnamed forward

Restrict to address family automatic ~

Protocol TCP UDP -

Source zone f ) = R .
\-lil[wcm‘ A,Iwcm& &-IWWC’"- n]

External port

Match incoming traffic directed at the given destination port or port range on
this host

Destination zone Iunlilcm:eﬁ:\ .
Internal IP address any v

Redirect matched incoming traffic to the specified internal host
Internal port any

Redirect matched incoming traffic to the given port on the internal host

Dismiss § Save

Figure 174: Firewall — Port Forwards General Settings

7. In the following example, we created a Port Forward rule to allow an incoming RDP (Remote
Desktop Protocol) connection, which uses the TCP protocol, to a specific PC computer on
the LAN using the typical RDP port of 3389. We match the external and internal port to 3389
as it will not change.

Firewall - Port Forwards - Unnamed forward

General Settings Advanced Settings

Name Allow-RDP-Hostname

Restrict to address family automatic ~

Protocol TCP M

Source zone :Hﬂl[wcm: ;_’:Iwcmﬁ ngwcm‘ rﬂ] -

External port 3389
Match incoming traffic directed at the given destination port or port range on
this host

Destination zone o [‘Gn‘é;J .

Internal IP address 19216813134 (LPORCHAS-LT.lan) M

Redirect matched incoming traffic to the specified internal host
Internal port 3389

Redirect matched incoming traffic to the given port on the internal host

Dismiss j Save

Figure 175: Firewall — Port Forwards RDP example

8. Click on Save then Save & Apply on the main Firewall - Port Forwards page.

9. Aremote user should now be able to successfully connect to the local PC computer via an
RDP connection. In the RDP connection image example below, the user is entering the
public-static IP address of the MegaFi 2 device which comes from the SIM card.
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B Remote Desktop Connection = x

| Remote Desktop
»¢ Connection

o107 59.21.200 v

Username:  Mone specified

You will be asked for credentials when you connect.

\'f Show Options Help

Figure 176: Remote user preparing an RDP connection

3.25.2 Traffic Rule

A Traffic Rule simply allows, blocks or redirects traffic between firewall zones. For example, is
the IPSec VPN endpoint and we need to create a traffic rule to ensure VPN traffic can pass
through NAT. NAT-T or NAT-Traversal protocols UDP port 4500 and UDP port 500 will need to
be allowed inbound. We'll show how to create one of these rules. The other rule can be similarly
created using the other port number.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.
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Admin Tools

System Settings

Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic v
eSIM custom APN v
LAN IP 192168131 v

WAN/LAN Port Mode

WAN

Update Firmware

Backup Existing Configuration

Load Configuration from File

Change Password

Download Troubleshooting Files

Factory Defaults

Vehicle Shutdown Delay 30 Seconds v
[ Expert Configuration Expert Configuration

Reboot Reboot

(Sovo s noply | - | Save | Reset!

Figure 177: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.

192.168.112.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 178: Confirmation to Enter Expert Configuration mode

want to proceed.

4. Navigate to Network > Firewall. The landing page is General Settings. Select Traffic Rules at
the top.
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I nExTIVITY Mission Control Network Mode: NAT IIIII

Overview
General Settings Port Forwards | Traffic Rules | NAT Rules IP Sets
Status -
Sl Firewall - Zone Settings
Network
Interfaces The firewall creates zones over your network interfaces to control network traffic flow.
Wireless .
Routing General Settings
DHCP and DNS
an Enable SYN-flood protection [}
SNMP Drop invalid packets
Diagnostics Input cecept o
el Output accept v
Logout Forward reject v

Routing/NAT Offloading

Experimental feature. Not fully compatible with QoS/SQM.

Software flow offloading
Software based offloading for routing/NAT

Zones

Zone = Forwardings Input Output Forward Masquerading

lan = wan swvpn accept v accept v accept v E
wan = REJECT accept v accept v reject v e E
guest = wan reject v accept v reject v E
swvpn = lan accept v accept ~ accept v @ E

Add

[ cove s Aoy | - RIS

Figure 179: Firewall — General Settings

5. A predefined set of Traffic Rules are already configured by default. Scroll to the bottom and
click on the Add button to add a new Traffic Rule.
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I NEXTIVITY Mission Control Network Mode: NAT IIII
|
Overview
General Settings Port Forwards NAT Rules IP Sets
Status
SEiial) Firewall - Traffic Rules
Network
Interfaces Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain
Wireless hosts or to open WAN ports on the router.
Routing .
Traffic Rul
DHCP and DNS arme kules
SNMP Name Match Action Enable
EIQQHO"SUCS Allow-DHCP-Renew Incoming IPv4, protocol UDP
irewal
From |wan Acceptinput @ E
Logout To | this device, port 68
Allow-Ping Incoming IPv4, protocol ICMP

From |wan Acceptinput @ E

To | this device

Allow-IGMP Incoming IPv4, protocol IGMP

From |wan Acceptinput L] E

To | this device

Allow-DHCPv6 Incoming IPvE, protocol UDP
From [wan

Acceptinput L} E

To | this device|, port 546

Allow-MLD Incoming IPv6, protocol ICMP
From |wan , IP fe80:/10

accoptont @ SIEDEES

To | this device

Allow-ICMPv6-Input Incoming IPv6, protocol ICMP
From 'wan

acceptmont o EIEDEED

To | this device

Limit matching to 71000 packets per second

Allow-ICMPv6-Forward Forwarded IPv6, protocol ICMP
From [wan

Acceptforward ® E

To | any zone

Limit matching to 71000 packets per second

Allow-1PSec-ESP Forwarded /Pv4 and IPv6, protocol IPSEC-ESP
From {wan Acceptforward @ E
To llan

Allow-ISAKMP Forwarded [Pv4 and IPVE, protocol UDP
From [wan

Acceptforward @ E

To llan , port 500

Support-UDP-Traceroute Incoming IPv4, protocol UDP

From ik Rejestinpu BcIem

To | this device|, port 83434:33689

Allow-Remote-HTTPS Incoming IPv4 and IPv6, protocol TCP

From |wan Rejectinput L] E

To | this device|, port 443

Allow-DNS-guest Incoming IPv4 and IPv6, protocol TCP, UDP
From |guest

acceptivont @ EIEDEZD

To | this device|, port §8

Allow-DHCP-guest Incoming IPv4, protocol UDP

From (g acceptino: @ (DD 2D

To | this device|, port 67

[savo s Aooiy | - JCHEIIREESH

Figure 180: Firewall — Traffic Rules
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6. Within General Settings of Traffic Rules pop-up window the following options are available:

Name — name of the Traffic Rule

Protocol - options are Any, TCP, UDP, ICMP, IGMP, IPSEC-ESP, and custom. Both TCP
and UDP are selected by default

Source zone — options are Device(output), Any zone(forward), guest, lan, swvpn, wan
(wan, wan6é, wwan); Device(output) is selected by default

Source address — choose from the drop-down menu or enter a custom IP address
Source port — enter a source port number

Output zone — options are Any zone (default), guest, lan, swvpn, wan (wan, waneé,
wwan); Any zone is selected by default

Destination address - choose from the drop-down menu or enter a custom IP address
Destination port — enter a source port number

Action — options are accept (default), drop, reject, don’t track, assign conntrack helper,
apply firewall mark, XOR firewall mark, DSCP classification

Firewall - Traffic Rules - Unnamed rule

General Settings Advanced Settings Time Restrictions

Name Unnamed rule

Protocol TCP UDP

Source zone Deviceloutput)

Source address —add P —- -

Source port any

Output zone Any zone

Destination address —add P - ~

Destination port any

Action accept ~
=

Figure 181: Firewall — Traffic Rules General Settings

7. Inthe following example, we created a Traffic Rule to allow or accept inbound NAT-T traffic
on port 4500, which uses the UDP protocol, to the LAN zone.
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Firewall - Traffic Rules - Unnamed rule

General Settings Advanced Settings Time Restrictions

Name

Protocol

Source zone

Source address
Source port
Destination zone
Destination address

Destination port

Action

Allow-NAT-T
UDP

- . -wl . qwl : [0
wan: 3| wan6: ¥ | wwan: f=

--addIP-- ~

any
—addIP-—- -
4500|

accept

Dismiss J Save

Figure 182: Firewall — Traffic Rules NAT-T (port 4500) example

8. Click on Save then Save & Apply on the main Firewall - Traffic Rules page.

9. Following the same steps, create another Traffic Rule for port 500, only change the name
and this will complete what is needed for NAT-T.
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3.26 Firewall Diagnostics

Firewall Diagnostics can be used to help troubleshoot blocked traffic that is expected inbound
through the MegaFi firewall. Turn this feature on for the selected duration to help analyze this
traffic that is not normally recorded in the system log. Do the following in Mission Control.

1. Navigate to Overview > System Settings under Admin Tools.

2. Click on the Expert Configuration button to enter Expert Configuration mode.

Admin Tools
System Settings
Primary SIM physical SIM v
Physical SIM APN selection Custom v
Physical SIM custom APN firstnet-broadband v
eSIM APN selection Automatic -
aSIM custom APN M
LAN IP 192168131 v
WAN/LAN Port Mode WAN v
Update Firmware
Backup Existing Configuration
Load Configuration from File
Change Password
Download Troubleshooting Files
Factory Defaults
Vehicle Shutdown Delay 30 Seconds v
[Expert Configuration
Reboot
[ savo & Apply | -

Figure 183: System Settings — Expert Configuration

3. A pop-up window asks the user to confirm going into Expert Configuration mode. Click OK
to continue.
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192.168.113.1 says

The Expert configuration section contains items that may render the
MegaFi inoperative and require a factory reset. Please confirm you

Figure 184: Confirmation to Enter Expert Configuration mode

want to proceed.

4. Navigate to Status > Firewall Diagnostics.

Network Mode: NAT IIIII

M nexTiVITY Mission Control

Overview
Firewall Diagnostics
Status 9
General Temporary logging of blocked traffic
Routing Duration: 1 minute v
Firewall
System Log Logging is disabled
Processes
Channel Analysis

Realtime Graphs
Modem Status
Network Scan

Firewall Diagnostics

System
Network
Logout

Figure 185: Firewall Diagnostics

5. Select the duration from the drop-down menu from the 1, 3, 5, 10, 15, or 30 minutes.

Firewall Diagnostics

Tempeorary logging of blocked traffic

Duration: 1 minute

Logging is 1minute

3 minutes
Startilog; 9 minutes
10 minutes
15 minutes

30 minutes

Figure 186: Firewall Diagnostics — Duration options
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6. Then click on Start Logging to start. A timer will commence and start to count down. Press
Stop Logging to prematurely stop the action. Induce perceived incoming traffic during this
time frame to see any blocked traffic.

Firewall Diagnostics

Temporary logging of blocked traffic
Duration: 1minute ~

Active, will stop in O min 48 sec

Stop Logging
No blocked events logged yet.

Figure 187: Firewall Diagnostics — Count down timer and Stop Logging — no blocked events

7. If there are any blocked events, the blocked events will be displayed below under Recently
Blocked Events as well as in the System Log.

Duration: 1minute

Start Logging

Logging is disabled

Firewall Diagnostics

Temporary logging of blocked traffic

Recently Blocked Events

Count Zone]  Source] Destination | Proto|  Action] Suggestion |
5 wwan0  23117.226127:3015 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwanQ  23117.226127:3016 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwanQ  2317.226127:3017 107.89.21.27:443 TCP REJECT Allow incoming TCP port 443
5 wwan0  23117.226127:3031 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwan0  23117.226127:3033 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwan0  23117.226127:3050 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwanQ  23117.226127:3052 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwan0  23117.226127:3066 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443
5 wwanQ  23117.226127:3067 107.89.2127:443  TCP REJECT  Allow incoming TCP port 443

Figure 188: Firewall Diagnostics — Recently Blocked events

Navigate to Status > System Log and scroll all the way down the System Log to review any

rejected entries.
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% 2026 user.Info : lucl: atcepted L0gin on / for root from 192,168.113.134
2826 user.natice firewall_debug: Cran job added for stop at 21:27

2628 kern.warn kernel: [ 358.213883] reje
2026 keen.warn keraeli [ 350.233003
2026 kaen.warn 358474670
2026

aa:48:83, 83:98 SAC-23.117.228.127 D5T-187.85.21.27 LEN=52 T05~9xdS PREC-8x6 TTL-112 ID-5135 DF PROTO=TCP SPT-3815 DPT-343 WINDOW-0S535 RES-BxOB SYN
SRC-23.117.226,127 D51-107.89,21.27 £C-0n68 TTL-112 DF PROTO-TCP SPT-3816 DPT=243 WINDOW=GSE15 RES-8x00 S¥
SRC-23.117.226.127 DST=107.89.21.27 DF PROTOATCP SPT=3617 DPT=443 WINDOW=65535 RES=RX0R SYN
SRC-23.117.226.127 0ST-167.99.21.27 DF BROTO-TCP SPT-3615 DPT=443 WINDOW=65535 RES-BX0R SYN
SAC-230117.226.127 0ST-187.89.21.27 DF PROTO-TCP SPT-3815 DPT=443 WINDOW-0S535 RES-EX0R SYN
S8C-23.117.226.127 89,21 DF PAOTO-TCP SPT-3817 DPT-643 WINDOW-ES535 RES-8x00 S¥H

in: Dewsand
n: DNewaan@
e
Ih-wazne
fr—ry
: Ihowiand

OUT- MAC-66.

358586954

Ihewaand SRCa23.117.226,127 21,27 DF PROTOSTCP SPT=3616 DPT=dd3 WINDOWsES535 RESs@xd® SYH
350572167 © Theweand SRC-23.117.226.127 D 89.21.27 DF PROTOSTCP SPT=3815 DPT=443 WINDOW=65535 RES=Bxo@ S¥H
353811727 Thewaand SRC-23.117.226.127 89.21.27 DF PROTO-TCP SPT-3817 DPT=243 WINDOW=GSS35

DF FROTO-TCP SPT-3816 DPT=243 WINDOW=0S535
DF PROTOATCP SPT«3815 DPT=243 WINDOW=GS525

SRC-13.117.226.127 DS1-167.89.21.27

Ihewaand .21
SRC-23.117.226.127 D5T+167.89.21.27

Iewaand

360313038

84572 SRC-73.117.226,127 DST=167.89.21.27 DF PROTO-TCR SPT=3617 DPT=843 WINDOW=65535
360966513 SRC-230117.226.127 0ST-187.89.21.27 DF PROTO-TCP SPT-3615 DPT-£43 WINDOW=65535
3608824 S8C-230117.226.127 DST-107.89.21.27 DF PROTO-TCP SPT-3815 DPT-843 WINDOW=B553
361.181389 SHCA23.117.226,127 DSTa107.89.21.27 DF PROTOSTCP SPT=3017 DPT=8d3 WINDOW=GS53S
361.347358 SHCe23.117.226,127 DST=167.89.21.27 DF PROTOSTCP 5PT=3631 DPT=443 WINDOW=G5535
361.595286 SRC-23.117.226.127 DST-187.89.21.27 DF PROTO-TCP SPT-3833 DPT=243 WINDOW=GSS35
362.212683 SRC-23.117.226.127 D51-167.89.21.27 DF FROTO-TCP SP1-3831 DPT=243 WINDOW=0S536
362.250156 SRCA23.117.226,127 DST107.89,21.27 DF PROTO-TCP SPT-3833 DPT=243 WINDOW=GS515
362.677935 SRC-23,117.226,127 DST=167,89,21.27 DF PROTO-TCP SPT-3631 DPT=443 WINDOW=65535
362_923950 SRC-23.117.226.127 DF PROTO-TCP SPT-3633 DPT-243 WINDOW=65535
3630534831 SRC-23.117.226.127 DF PROTO-TCP SPT-3831 DPT-843 WINDOW=05535
363587807 SRC-23.117.226,127 DF PROTO-TCP SPT-3033 DPT-843 WINDOW=GS53
364.193478 SRCa23.117.226,127 DF PROTOSTCP 5PT=3631 DPT=dd3 WINDOW=G5535
364.245623 8 SRC-23.117.226.127 DF PROTO-TCP SPT=3633 DPT=043 WINDOW=GSS35
367384848 SRC-23.1 DF FROTO-TCP SPT-3858 DPT=243 WINDOW=0SE35

8 SRC-23.117.226,127
SRCA23.117.226,127
SRC-23.117.226.127
SaC-230117 226 127
S8C-230117.226.127 0ST-107.89.21.27
SHCa23.117.226,127 DSTa167.89.21.27
SRCA23.117.226.127 DSTwl
©59:£3:69:99:99:83:08 SRC-23.117.226,127 DST-187.89.21.27
:50: 199 SRC-23.117.126.127 D51-17.89.21.27
©2:50:82:50:1:00100:00:09:00 SRC+23,117.226.127 DST+107.89,21,27 LEN=52 105-0x08
£2:30:02:56: £3:00:00:00:99:00 SAC+23,117.226.127 DST+107.09,21,27 LEN=52 105-0x08

DF PROTOATCP SP1=3852 DPT=243 WINDOW=0S535 RES=BxoR
DF BROTO-TCP SP1-3650 DPT=443 WINDOW=65535 RES-0x00
DOF BROTO-TCP SPT=3652 DPT=443 WINDOW=65535 RES=BXOR
DF PROTO-TCP SPT-385 DPT-843 WINDOW=0SS35 RES-ExDR
DF PAOTO-TCP SPT-3052 DPT-843 WINDOW-BSS3S REG-Bxdd
DF PROTOSTCP SPT=3850 DPT=id3 WINDOW=6S535 RES=8xdd
DF PROTOSTCP 5PT=3852 DPT=443 WINDOW=GS535 RESwExdR
DF PROTO-TCP SPT-3858 DPT=243 WINDOW-GSS35 RES-ExbR
DF FROTO-TCP SPT-352 DPT=243 WINDOW=0S535 RES=BxeR
DF PROTO-TCP SPT-3866 DPT=443 HINDOW=GS515 RES-2x00
OF BROTO-TCP SPT=3667 DPT=443 WINDOW=65535 RESBXOR

370.732075] refe:
378.987979] rafect wan

371 485937 wan 92:34:02:58: £3:00:00:00:05:00 SAC-23.117.226.127 DST-187.89.21.27 LEN-52 T0S-0x08 DF PROTO-TCP SPT-3865 DPT-243 WINDOW=6S535 RES-BXDR
371.664822] reject wan in e2:ad:02:50:3:00:00:00:08:00 SAC-23.117.226.127 DST-107 89.21.27 LEN-52 T05-0xa8 TIL-112 10-5183 DF PADTO-TCP SPT-3067 DPT-843 WINDOM-85535 RES-x08
371.685478] teyS teySi:

372144673 & wan ©2:30:82:56: £3:00:60:60:08:08 SAC+23,117.226.127 DST+187.89,21.27 LENe52 T0Se0x08 TILe112 T0=5184 DF PAOTOsTCP SPT=3866 DPT=443 WINDOW=6S535 RES=BxOR
372.338648 wan 02:30:82:58: £3:09:60:80:83:98 SAC-23.117.226.127 DST-187.89.21.27 LEN=52 TOS=2xB3 PF (£ TTL-112 T0-5155 DF PADTO=TCP SPT-3867 DPT-343 WINDO~GS535 RES-ExBR
372800480 wan e2:2d:82:50:3:09:00:89:83:90 SAC-23.117.226.127 DST-187.89.21.27 LEN-52 105-ExS Pl TIL-112 I0-5186 DF PADTO-TCP SPT-3806 DPT-223 WINDO~05535 RES-ExR
373005478 wan ©2:20:02:50:1:09:00:00:09:00 SRC-23.117.226.127 DST=107.89,21.27 LEN=52 105-8x08 TIL-112 10-5187 DF PROTO=TCP SPT-3067 DPT=243 WINDOW-65515 RES=RXOR
373482468 wan £2:30:02:50: £1:00:00:00:09:00 SAC+23,117.226.127 DST+107.09,21,27 LEN=52 105-0x08 TIL=11Z 10=5158 DF PROTO=TCP SPT=1066 DPT=443 WINDOW=65535 RES=EXOR

373 681260 wan #2:34:02:56: £3:00:00:80:09:00 SAC-23.117.226.127 DST-187.89.21.27 LEN=52 T05-0k8S PREC-G60 TTL-112 10-5169 OF PROTO-TCP SPT-3667 DPT=£43 WINDOW-G5535 RES-BXOR SYN UGP-8
373 681539

Firewall debug: Stapping Fis
user.notice firewall_debug: Disabled log on zane
user.notice firewall_debug: Disabled log on (section firewall.gzone(1])

user.notice firewall debug: Disabled log an
Fri Feb 13 21:27:09 2026 user.notice firewall debug: Dissbled log on Zane 's
Fri Feb 13 21:27:00 2026 user.notice firewall debug: Firewsll reloaded successfully sfter stop

. ] L2

Figure 189: System Log — Blocked events

In the example above, the rejected or blocked events were blocked at the wwan0 interface
and destined to IP address 107.89.21.27 on port 443 using TCP protocol. The source of this
traffic was noted as coming from an IP address of 23.117.226.127.

This type of traffic is typical of an incoming HTTPS remote access request to the destined
device. The suggestion is given as to Allow incoming TCP port 443, but only do so if you
trust the source.

Hint: There is a predefined Traffic Rule to Allow-Remote-HTTPS in the MegaFi Firewall -
Traffic Rules table that is set to Reject. The rule can easily be modified to Accept by
unchecking the box next to Reject input and Save & Apply.

Allow-Remote-HTTPS Incoming IPv4 and IPv6, protocol TCP

o wen et | EEDEED

To | this device |, port 443

Figure 190: Firewall Traffic Rules — Allow-Remote-HTTPS
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